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17.

under Title 8 at the time of arrival to a POE. Collection of this information will reduce
the amount of data manually entered by CBPOs, which is expected to expedite
secondary process and thus reduce the length of time an undocumented noncitizen
remains in CBP custody. It is also being changed to incorporate a scheduling
component. CBP is implementing the ability for individuals, directly or through
NGOs/10s, to request to present at a specific POE on a specific date and time. This
will automate the manual process that is currently being utilized for those individuals
who may warrant an exception to the CDC Order, which requires the exchange of
numerous phone calls and emails. This will reduce the amount of time CBP,
individuals, and NGOs/IOs spend on this activity. Providing undocumented
noncitizens a prescribed process to request processing at a specific POE and
day/time may reduce the number of individuals attempting to enter between the
POEs. Finally, the collection is being changed to require those individuals who
choose to submit advance information to submit photographs, rather than leaving
them as optional. This will provide CBPOs with a mechanism to match a noncitizen
who arrives at the port with the photograph submitted in advance, thereby
facilitating identify verification and matching to data previously submitted.

For collection of information whose resuits will be published, outline plans for
tabulation, and publication.

This information collection will not be published for statistical purposes.

If seeking approval to not display the expiration date, explain the reasons that
displaying the expiration date would be inappropriate.

CBP will display the expiration date for OMB approval of this information collection.

18. “Certification for Paperwork Reduction Act Submissions.”

CBP does not request an exception to the certification of this information collection.

B. Collection of Information Employing Statistical Methods

No statistical methods were employed.
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Message

(b)(6), (b)(7)(C) i

Sent: 4/20/2021 4:24:16 PM :

To: e ()e) . |

cc: i
Subject: RE: Follow-up to Request for Closure of Recommendation 5 - GAO-20-568, FACIAL RECOGNITION: CBP and TSA are

Taking Steps to Implement Programs, but CBP Should Address Privacy and System Performance Issues
Attachments: GAO Document List_Rec 5.xlsx; GAO Recommendation 5 Documents.zip

Good Aﬁemaong(b)fﬁl ai'ldg'[b](s}

CBP’s Office of Field Operations provided the attached in response to the requested additional information. I am
waiting for them to provide the attachments for recommendation on a zip drive.

I. A list of all of the alerts CBP receives when there is a system problem/failure. Having a comprehensive list of the
types of alerts CBP receives would allow us to further explain the system’s current reporting capabilities.
Examples of the system alerts CBP mentioned during the call were alerts it receives when the system is down due
{o a power outage, gallery failure, or a system availability issuc. If you can provide examples/copics/screen shots
of these reports/alerts, that would also help us further explain some of the processes in place to alert CBP during
system failurcs. Note: Pleasc don’t limit these alerts to the what the Biometric Entry-Exit Program reccives. We
are also interested in reviewing what alerts OIT may receive at its Network Operations Center.

[

At least three examples that illustrate actions taken by CBP to correct/address an issue with the performance of
the program identified from reviewing the weekly performance reports, such as when the biometric confirmation
rate or technical match rate is significantly below expected performance for a given [light, terminal, airline, or
airport. Having these examples (i.e. an email to a port director or an airline) would help us further explain how
CBP actively uses the weekly performance reports to improve the performance of the program. Please provide
any documentation of these examples, if available.

Ib](ﬁi (b)(7) IHICJ :

| (b)(6), (B)(7)(C) |

Component Audit Liaison

Management Inspection Division

Office of Accountability

U.S. Customs and Border Protection

Email:i (b)(6), (b)(7)(C) ;
Phoneii (b)(6), (b)(7)(C)_:

From:i (b)(6). (bXT)(C) i

Sent: Wednesday, April 14, 2021 12:16 PM

To: (b)(8) A U,
Ce:l (b)(€), (b)(7)(C) . vl
5 (b)(6), (b)(7)(C) -

Subject: Follow-up to Request for Closure of Recommendation 5 - GAQ-20-568, FACIAL RECOGNITION: CBP and TSA are
Taking Steps to Implement Programs, but CBP Should Address Privacy and System Performance Issues

Hil (b)(s) and; (b){ﬁ},






Recommendation S: Develop a process by which Biometric Entry-Exit program officials are alerted when the
performance of air exit facial recognition falls below established thresholds

Actions Taken: CBP’s OFO has a suite of tools for system and operational performance management. and
OFO creates three types of performance reports that are automatically generated and distributed on a weekly
basis within CBP and to cxternal stakeholders. These reports include: 1. Saturation Report: Notes the
percentage of flights biometrically processed out of the total number of possible international departures
segmenied by airport. 2. Biometric Air Exit Overview Report: Includes a daily synopsis of operational
performance data including numbers of biometrically processed flights and travelers together with biometric
match rates. 6 3. Stakeholder Raw Data Reports: Provides Air Exit stakeholders with operational performance
data by flight number, passenger counts, and biometric match rates. The OFO’s Biometric Entry-Exit Air team
monitors these reports for performance issucs and addresses any anomalies with stakeholders as they arise.
These reports are also used to promote/increase usage by stakeholders. CBP’s OFO also conducts random
sampling to determine the technical match rates and identify any system or equipment issues. The random
sampling 1s conducted on a weekly basis and includes two flights per airport per week. Finally, CBP’s OFO
receives alert notifications if TVS experiences an outage, and has a Gallery Assembly System monitor that
provides notifications when a flight gallery is not created. Depending on the severity and impact to end users,
OFO generates stakeholder notifications, as appropriate.

GAO’s response to request for closure:| 4 C.F.R. § 81.6(j) (analogous to U.S.C. § 552 (b)(5))

4 C.F.R. § 81.6(j) (analogous to U.S.C. § 552 (b)(5))

-

(b)(6), (b)(7)(C) |

Component Audit Liaison

Management Inspection Division

Office of Accountability

U.S. Customs and Border Protection
Email: | (b)(6), (b)(7)(C)
Phone:{ (b)(6), (b)(7)(C) |

trom:.___(b)(B), (b)(7)(C) |
Sent: Tuesday, January 12, 2021 7:54 AM
Tor{ (b)(6)

ce:! (B)(6), (B)T)(C)




Subject: Follow-up to Request for Closure of Recommendation 5 - GAO-20-568, FACIAL RECOGNITION: CBP and TSA are
Taking Steps to Implement Programs, but CBP Should Address Privacy and System Performance Issues

Good Morning (b)(ﬁ)

While GAO is now recommending a daily review, CBP/OFO is confident that the weckly review would be
more appropriate as it is the best way to identify a daily pattern of a particular issue. A daily review would make
it more difficult to identify the pattern. CBP/OFO would like to meet with GAO to provide additional
clarification. CBP/OFO is available next Thursday, January 21 any time from 9:00am-12:00pm? Does that
date/time work for GAO? If so, 1 will arrange the meeting and send a mecting invite,

BACKGROUND

Recommendation 5: Develop a process by which Biometric Entry-Exit program officials are alerted when the
performance of air exit facial recognition falls below established thresholds.

Actions Taken: CBP’s OFO has a suite of tools for system and operational performance management, and OFO creates three
types of performance reports that are automatically generated and distributed on a weekly basis within CBP and 1o external
stakeholders. These reports include: 1. Saturation Report: Notes the percentage of flights biometrically processed out of the total
number of possible intemational departures segmented by airport. 2. Biometric Air Exit Overview Report: Includes a daily
synopsis of operational performance data including numbers of biometrically processed flights and travelers together with
biometric match rates. 6 3. Stakcholder Raw Data Reporis: Provides Air Exit stakecholders with operational performance data by
flight number, passenger counts, and biometric match rates. The OFO’s Biometric Entry-Exit Air team monitors these reports
for performance issues and addresses any anomalies with stakcholders as they anse. These reports arc also used to
promote/increase usage by stakeholders. CBP’s OFO also conducts random sampling 1o determine the technical match rates and
identify any system or equipment issues. The random sampling is conducted on a weekly basis and includes two flights per
airport per week. Finally, CBP’s OFO receives alert notifications if TVS experiences an outage, and has a Gallery Assembly
Svstem monitor that provides notifications when a flight gallery 1s not created. Depending on the severity and nmpact 1o end
users, OFO generates stakeholder notifications, as appropriate.

ettt s S Skl

| _(b)(B), (b)(7)(C) !

Component Audit Liaison

Management Inspection Division

Office of Accountability

us. Customs and Border Protection
Email:] (b)(6), (GY7)C) |
Phone:} " {b){6), (b)(7)(C) ._]

SRS S e i

From:| (b)(8)

Sent: Monday, December 7, 2020 9:32 AM

To: (b)(6). (b)(7)(C) .
Ce:! (b)(6), (b)(7)(C) ;

Subject: RE: Status of Recommendation 5 - GAO-20-568, FACIAL RECOGNITION: CBP and TSA are Takinhg Steps to
Implement Programs, but CBP Should Address Privacy and System Performance Issues









Component Audit Liaison
Management Inspection Division
Office of Accountability

U.S. Customs and Border Protection

Email:{ (b)(6), (b)(7)(C)
Phone:i  (b)(6), (b)(7)(C)




Document Description CBP Response/Action
Title

Internal
Notes

(b)(5), (b)(7)(E)

Page 1 of 2
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Message

T~ B (b)(ﬁ)(b)('f)(c)
Sent: 1/12/2021 12:54:11 PM
EJ: (b)(8) :

r ""'"""f"“

Subject: FoILow -up to Request for Closure of Recommendatmn 5 - GAO-20-568, FACIAL RECOGNITION: CBP and TSA are
Taking Steps to Implement Programs, but CBP Should Address Privacy and System Performance |ssues

Good Moming (b)(S) 1

While GAO is now recommending a daily review, CBP/OFO is confident that the weekly review would be
more appropriate as it is the best way to identify a daily pattern of a particular issue. A daily review would make
it more difficult to identify the pattern. CBP/OFO would like to meet with GAO to provide additional
clarification. CBP/OFO is available next Thursday, January 21 any time from 9:00am-12:00pm? Does that
date/time work for GAO? If so, I will arrange the meeting and send a meeting invite.

BACKGROUND

Recommendation 5: Develop a process by which Biometric Entry-Exit program officials are alerted when the
performance of air exit facial recognition falls below established thresholds.

Actions Taken: CBP’s OFO has a suite of tools for system and operational performance management, and OFO creates three
types of performance reports that are antomatically generated and distributed on a weekly basis within CBP and to external
stakeholders. These reports include: 1. Saturation Report: Notes the percentage of flights biometrically processed out of the total
number of possible international departures segmented by airport. 2. Biometric Air Exit Overview Report: Includes a daily
synopsis of operational performance data including numbers of biometnically processed flights and travelers together with
biometric match rates. 6 3. Stakeholder Raw Data Reporis: Provides Air Exit stakeholders with operational performance data by
flight number, passenger counts, and biometric match rates. The OFQ’s Biometric Entry-Exit Air team monitors these reports
for performance issues and addresses any anomalies with stakeholders as they arise. These reports are also used to
promote/increase usage by stakeholders. CBP’s OFO also conducts random sampling to detenmine the technical match rates and
identily any system or equipment issucs. The random sampling is conducted on a weekly basis and includes two flights per
airport per week. Finally, CBP's OFO receives alert notifications if TVS experiences an outage, and has a Gallery Assembly
System monitor that provides notifications when a flight gallery is not created. Depending on the severity and impact to end
users, OFO generates stakeholder notifications, as appropriate.

Thank you,

(b)(8), (B)(7)(C) .__:

Component Audit Liaison

Management Inspection Division

Office of Accountability

us. Customs and Border Protection
Email:} (b)(6), (b)(7)(C) ;

Phone:}(B)(6). (BI7T)(C) ]

From:| (b)(6)
Sent: Monday, December 7, 2020 9:32 AM 7
To: (b)(6), (b)(7T)(C)










CBP requested closure of this recommendation in the attached management response letter, but this
recommendation remained in the final report. Can you provide more details regarding the additional actions or
information needed for GAO to considered the below recommendation resolved and closed?

Recommendation 5: Develop a process by which Biometric Entry-Exit program officials are alerted when the
performance of air exit facial recognition falls below established thresholds,

Thank you,

(b)), (B)TI(C) |

Component Audit Liaison

Management Inspection Division

Office of Accountability

LS, Customs and Border Protection -
Email{____ (b)(6), (B)(7NC) |
Phonet (b)(6), (b)(7)(C) }
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implement TVS for biometric air exit for 97 percent of in-scope’ departing commercial
air travelers from the United States, by the end of Fiscal Year 2021.

To monitor the progress towards meeting the 97 percent goal, CBP’s Office of Field
Operations (OFO) generates weekly-automated reports that track usage and biometric
confirmation rates, as well as weekly performance reports for each stakcholder to
encourage increased TVS usage. As this effort involves usage by airlines, airport
authoritics, sea cruise lines, and scaport authoritics, and other stakcholders, CBP’s
incrcasc of availability of TVS at all air, land, and sea ports of entry will encourage an
increase in the operational use of TVS.

In addition to ensuring the accuracy of TVS, CBP remains committed to ensuring that the
use of technology sustains, and does not crode, privacy protections. CBP takes privacy
very seriously, and is dedicated to protecting the privacy of all travelers. For example,
CBP provides notice to individuals regarding the collection, use, dissemination, and
maintenance of personally identifiable information as part of efforts to promote
transparency.

To ensure that CBP and its stakeholders take appropriate measures to mitigate privacy
and security risks associated with biometric data collection, CBP developed a
comprehensive audit plan, which was provided to the GAO in April 2020. The audit plan
includes security interviews with partner information technology departments, security
scans of biometric processing systems, and penetration tests of those systems. CBP uses
the totality of this information to determine whether a system 1s secure and subsequently,
if the information exchanged in the system 1s equally safeguarded.

Further, TSA’s participation in this audit is consistent with its commitment to
transparency and accountability regarding the use of biometric technology for 1dentity
verification at the TSA checkpoint. As acknowledged in the draft report, it 1s too carly to
fully assess TSA’s compliance with privacy protection principles. We reiterate, however,
our commitment that DHS” Fair Information Practice Principle will continue to guide
TSA as it seeks to protect passenger privacy while achieving the operational and security
benefits of biometric technology and improving the passenger experience.

It 1s important to note, however, that DHS believes that many of the performance rates
for face recognition algorithms outlined in the National Institute of Standards and
Technology (NIST) December 2019 report are not acceptable for use in CBP operations.
For example, CBP uses an algorithm evaluated by NIST and confirmed to be high-
performing, ranking first or second in most categories evaluated, including match
performance in galleries that are much bigger than those used by CBP, calling the

! An “in-scope” traveler is any person who is required by law to provide biometrics upon exit from the United States
pursuant to 8 CFR 235.1(f)(ii).






Attachment: Management Response to Recommendations
Contained in GAO-20-568

GAO recommended that the Commissioner of CBP:

Recommendation 1: Ensurc that the Biometric Entry-Exit Program’s privacy notices
contain complete and current information, including all of the locations where facial
recognition 1s used and how travelers can request to opt out as appropriate.

Response: Concur. CBP’s OFO will collaborate with the CBP Office of Public Affairs
to publish: 1) Biometric Entry-Exit privacy information; 2) locations where facial
recognition is used; and 3) traveler opt-out procedures on CBP’s public-facing website,
as well as to review and update that information on a monthly basis. CBP’s OFO will
also ensure that information provided in response to inquiries via the CBP Call Center is
also reviewed and updated monthly. Estimated Completion Date (ECD): December 31,
2020,

Recommendation 2: Ensure that the Biometric Entry-Exit Program’s privacy signage 1s
consistently available at all locations where CBP 1s using facial recognition.

Response: Concur. It is important to note that, unlike Federal Inspection Services areas,
the airport departure areas are not managed by CBP personnel. However, CBP OFO will
continue to work with its airlines/airport partners to ensure that privacy signage 1s
available, on display, and reflective of current privacy messaging for travelers. For
example, CBP provides notice to individuals regarding the collection, use, dissemination,
and maintenance of personally identifiable information as part of efforts to promote
transparency. While CBP acknowledges that operational constraints may affect the
placement of signs or the timely posting of updated signage, the overall public is
informed that stakcholders arc taking photos in coordination with CBP. Further, CBP’s
OFO regularly conducts periodic signage audits that include local CBP personnel to
ensure signs are accurate and placed appropriately.

In addition, CBP notifies travelers at these ports using verbal announcements, signs, and
message boards, as appropriate, that CBP takes these photos for identity verification
purposes. Travelers are also informed of their ability to request alternative identity
verification procedures. Also publicly stated are notifications that, should a traveler
decide to request alternative identity verification procedures, the airline would conduct
manual identity verification using his/her travel document, and may notify CBP to collect
biometrics, such as fingerprints, if applicable. CBP’s OFO will also continue to work
with airline and airport partners to identify other methods to communicate the use of
facial recognition and travelers” privacy rights. ECD: June 30, 2021.



Recommendation 3: Direct the Biometric Entry-Exit Program to develop and
implement a plan to conduct privacy audits of its commereial partners’, contractors’, and
vendors’ use of personally identifiable information.

Response: Concur. In the air exit environment, CBP OFO will continue to conduct
security reviews on partner biometric capture equipment and all interfaces with CBP’s
TVS, as detailed in the Biometric Entry-Exit Program audit plan, provided to GAO in
April 2020. This audit plan cnables a comprehensive review of compliance with security
and privacy requirements on the part of CBP and CBP’s partners. As mentioned in the
draft report, CBP completed one partner audit thus far. Although, CBP planned
additional audits for 2020, due to the COVID-19 global health pandemic and subsequent
travel restrictions, CBP paused the planned audit activities. Once pandemic travel
restrictions are lifted, CBP's OFO and Office of Information Technology (OIT) will
resume conducting audits. Further, CBP’s Privacy and Diversity Office is finalizing its
CBP Privacy Evaluation of TVS, which evaluates TVS program protections identified in
previously issued compliance documentation, such as Privacy Impact Assessments.

CBP’s OFO and OIT plan to conduct four to six reviews per year that will begin after
COVID-19 travel restrictions are lifted. ECD: June 30, 2021.

Recommendation 4: Develop and implement a plan to ensure that the biometric air exit
capability meets its established photo capture requirement.

Response: Concur. The CBP’s Biometric Entry-Exit Program’s Air Exit Segment was
granted Acquisition Decision Event 3 in December 2019. One of the action items from
this decision was to complete an update to the Operational Requirements Document
(ORD). CBP’s OFO will update the ORD by removing the photo capture requirement, as
this requirement is not applicable to current air exit operations. ECD: June 30, 2021.

Recommendation 5: Develop a process by which Biometric Entry-Exit program
officials arc alerted when the performance of air exit facial recognition falls below
established thresholds.

Response: Concur. CBP’s OFO has a suite of tools for system and operational
performance management, and OFO creates three types of performance reports that are
automatically generated and distributed on a weekly basis within CBP and to external
stakeholders. These reports include:

1. Saturation Report: Notes the percentage of flights biometrically processed out of
the total number of possible international departures segmented by airport.

2. Biometric Air Exit Overview Report: Includes a daily synopsis of operational
performance data including numbers of biometrically processed flights and
travelers together with biometric match rates.



3. Stakcholder Raw Data Reports: Provides Air Exit stakcholders with operational
performance data by flight number, passenger counts, and biometric match rates.

The OFO’s Biometric Entry-Exit Air team monitors these reports for performance issues
and addresses any anomalics with stakeholders as they arise. These reports are also used
to promote/increase usage by stakeholders.

CBP’s OFO also conducts random sampling to determine the technical match rates and
identify any system or equipment issues. The random sampling is conducted on a weekly
basis and includes two flights per airport per week.

Finally, CBP’s OFO receives alert notifications if TVS experiences an outage, and has a
Gallery Assembly System monitor that provides notifications when a flight gallery is not
created. Depending on the severity and impact to end users, OFO generates stakeholder
notifications, as appropriate.

We request that GAO consider this recommendation resolved and closed, as
implemented.
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