Organizer: (b)(6),(b}7)(C)

From:

ones: (b)(6),(b)(7)(C)
Location: Microsoft Teams Meeting

Importance: Normal

Subject: Discuss CBP RIM Action Plan to address NARA letter

Start Time: Wed 10/27/2021 6:00:00 PM (UTC)

End Time: Wed 10/27/2021 7:00:00 PM (UTC)

Required Attendees: (b)(s), (b)(7)(C)

v
(b)(8), (B)(T)(C)

Liz read through the audit report and noted the following keywords that may have records management implications: here is the
link to the audit report: 0IG-21-62 - CBP Targeted Americans Associated with the 2018-2019 Migrant Caravan {dhs.gov)
¢ Keywords:
O interviews
o lookouts
O communications via email
O communications via WhatsApp
0 documents within emails or WhatsApp
o TECS
e page 30-31 reference to records and CBP Records Handbook
¢ Page 33 6 Recommendations
O #6 is about WhatsApp
* Page 36 - CBP/OIT Response

Stopped on page 37 (Appendix A)

Microsoft Teams meeting

Join on your computer or mobile app
Click here to join the meeting
_Or call in (audio only) .
(b)(6),(b)(7)(C) | United States, Arlington
Phone Conference ID: (b)(6),(b)(7)(C) :
Find a local number | Reset PIN
This Teams Meeting is hosted on a U.S. Government information system and is provided for U.S. Government-authorized use
only. Unauthorized or improper use or access of this system may result in disciplinary action as well as civil and criminal
penalties.
Learn More | Meeting options
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Appointment

From:
(b)(6), (b)(7)(C)
Sent: 11/2/2021 1:07:51 PM
To:
CcC:
Subject: Response to NARA Questions about WhatsApp/Wickr
Location: Microsoft Teams Meeting
Start: 11/2/2021 4:00:00 PM
End: 11/2/2021 5:00:00 PM

Show Time As: Tentative

(b)(6), (b)(7)(C)

Microsoft Teams meeting

Join on your computer or mobile app
Click here to join the mesting

This Teams Meeting is hosted on a U.S. Government information system and is provided for U.S. Government-
authorized use only. Unauthorized or improper use or access of this system may result in disciplinary action as well
as civil and criminal penalties.

Learn More | Meeting options
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Appointment

From:

Sent:

To:

Subject: NARA Letter Check-in

Attachments: RE: best time today for NARA Letter check-in Meeting?
Location: Microsoft Teams Meeting

Start: 11/15/2021 4:30:00 PM

End: 11/15/2021 5:00:00 PM

Show Time As: Tentative

Required (b)(6), (b)(7)(C)
Attendees:

Microsoft Teams meeting

Join on your computer or mobile app
Click here 1o ioin the mesting

Or call in (audio only)

(b)(8), (b)(7)(C) i United States, Arlington

Phone Conference IDi___(b)(8), (b)(7)(C)
Find alocal number | Reset PIN

This Teams Meeting is hosted on a U.S. Government information system and is provided for U.S. Government-
authorized use only. Unauthorized or improper use or access of this system may result in disciplinary action as well

as civil and criminal penalties.

Learn More | Meeting options
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Message

From (b)(6), (b)(7)(C)
Sent: 11/15/2021 2:00:10 PM

Hit send too quick.
Topics:

) (b)(3), (b)(6), (b)(7)(C), (b)(7)(E)

2. Inserting RIM language in the instructions / process for requesting and approval for use of Wickr and/or
WhatsApp. —SOC? AirWatch team?
3. Integration into Messaging IPT meeting and agenda topics
a. RIM language into policy
b. RIM retention capability into solution
c. ?? isitonesize fits all or will each messaging app need to have separate and distinct retention policy
based on ‘use’?

Records and Information Management Program {RIM)
DHS/CBP/OIT/RIM

(b)(6), (b)(7)(C)

RiM Website | Beguest BiIM Service! | Emmail Us

Shine a Light

Sutcide Provention ang Awareness
Matiorssd Suivide Proventiog Lifeling

SN FTLRREE

LRP Empleyes Soslstancs Program

RO IRE-T008
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From:_(b)(6), (b)(7)(C) |
Sent: Monday, November 15, 2021 8:56 AM
To: e (b)(E), (b)(7)(C)

cel (b)(8), (B)(7)(C)

(b)(6), (b)(7)(C)

Subject: best time today for NARA Letter check-in Meeting?

i
i
L

(b)(6), (b)(7)(C) | CBP Chief Records Officer

I-éggg?-ég.é-ﬁé-informatiom Management Program {RIM)}
DHS/CBP/OIT/RIM

(€} (b)(6), (b)(T)(C) ; .

(b)(6), (b)(7)(C) E

RiM Website | Heguest PUM Service! | Emsii Us

Shine a Light

Sutcide Provention angd Swareness
Matiorssd Suivide Proventio Lifeling

T BDITREER

LRP Employes Soslstancs Program

RO IRE-T008
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Appointment

o (b)(6), (b)(7)(C)

Sent: I11/15/2021 1:53:33 PM
To:

(b)(6), (b)(7)(C)

CC:

Subject: Messaging Apps Policy Working Group
Location: Microsoft Teams Meeting

Start: 10/20/2021 5:30:00 PM

End: 10/20/2021 6:30:00 PM

Show Time As: Tentative

Recurrence:  Weekly
Occurs on Wednesday every other week from 1:30 PM to 2:30 PM effective 10/20/2021 until 4/6/2022. (UTC-05:00)
Eastern Time (US & Canada)

From:i (b)(6), (b)(7)(C) i
Sent: Wednesday, October 20, 2021 3:12 PM
To; (b)(8), (b)(7)(C)
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(b)(6), (b)(7)(C)

Cc: (b)(8), (b)(7)(C) 5

Subject: Messaging Apps Policy Working Group

When: Occurs every 2 week(s) on Wednesday effective 10/20/2021 until 4/6/2022 from 1:30 PM to 2:30 PM (UTC-
05:00) Eastern Time (US & Canada).

Where: Microsoft Teams Meeting

All,

Following CBP’s acquisition of secure messaging services through the award of a contract with Wickr, the Privacy
Division will be leading an effort to develop both Privacy Compliance Documentation [Privacy Threshold Analysis (PTA) &
Privacy Impact Assessment (PIA)] and a Secure Messaging Platform Policy. | will provide an outline of the PTA and PIA
process as well as provide a timeline for completion.

The Privacy Division is requesting all representatives of all operational and support offices involved in the use of Wickr or
other secure messaging services come prepared to discuss their offices usage of these tools. In addition, working group
members should be prepared to provide their thoughts about potential policy bounds that may be necessary around the
usage of the messaging Apps.

Following the meeting, | will send out meeting minutes with due outs as well as a invite for the next meeting. Please
forward this invite to anyone you think | may have missed. If you would like to be removed from future messages related
to this group, please let me know.

Regards,

Microsoft Teams meeting

Join on your computer or mobile app
Click here o join the mesting

This Teams Meeting is hosted on a U.S. Government information system and is provided for U.S. Government-
authorized use only. Unauthorized or improper use or access of this system may result in disciplinary action as well
as civil and criminal penaities.

Learn More | Meeting options
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From:
To:

Cc:
Subject:
Date:

(b)(6), (b)(7)(C)

Question about Wickr deleted/burned message retention
Tuesday, April 20, 2021 9:45:27 AM

I am hoping that you can help me answer a question regarding the Wickr application and how it

deals with deleted/burned messages.

Our question: if a user sends a message that they request be burned on receipt, or if a user deletes a
message, is this message retained somewhere on the backend for some period of time? If yes, how
long is the deleted/burned message retained? Our team wants to make sure the application is

complying with CBP’s records retention policies.

Thanks for your help!

{b)(6), (b)(7)(C)___} (Contractor)

Deloitte Consulting LLP
Supporting CBP OIT

U.S. Customs & Border Protection

Mobile:i,
Email:i

(b)(6),(b)(7)C) !

(b)(6), (b)(T)(C)

Alt Emaili

(b)(8), (b)(7)(C)
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Corwersat]

an wéthg (b)(8), (b)(7)(C) EEZ » Post by Mar %, 2021

s, oirics

Corprersation withl (b)(8), (b)(7)(C) i+2 > Post by Mar 18, 2021

wS o onorpthe Wiabe thar 17 inctalled ol

General -+ Postby  (b)(6), (b)(7)(C)  iul 1, 2021

wonfiguration ba
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Conversation withl . BIeL BIC] 12 > Posthy  (b)(6), (B)(7)(C) § Mar 9, 2021

Cornversation with | (b)(8), (b)(7)(C) L +2 > Post by (b)(8), (b)Y(7)(C) ' Mar 10, 2021

(b)(6), (b)(7)(C) |3

e
3

Conversation with__(b)(@), (B)7)(C) Post by| (X6 BT Mar 10, 2021

i (b)(6), (b){(T)(C). ;

do not have wicky on my new lapgtop
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Convarsation with]  (b)(6), (b)(7)(C) i+2 > Post byl (BIE) BN Mar 10, 2021

Conversation with ! (b)(6), (b)(7)(C) i+2 > Postby,  (b)(6), (b)(7)(C) :Mar 9, 2021

a i b)8), (b)7)(C)

E (0)(8), (B)(7)(C)

Conversation with!  (b)(6), (b)(7)(C) +2 > Pesthy,  (b)(6), (b)(7)(C)  Mar 9, 2021

:__(b)(8), (b)(7)(C)

We are going with our owry govt version of Wickr

(b)(8), (B)(TIC)

Conversation withi  (D)(6), (DYT)NC) i+2 » Pest by (b)(6), (b)(7)(C) ;ﬁar g 2621

ube channel Apmarently Yheve = Wicks Prooang Wichr Enterpise. T going 10 2isume we
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Corpearsation wi

(b)(6), (b)(7)(C) __i+2 - Postby Mar$9, 2021

e v
i) oz =
i

|

ach & sy

them get

S ooemmay

the canabiity s
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[4/14 4:42 PM]i___(b)(6). (b)(7)(C)

either need to submit the Exception or get the process started on the stat.

[4/15 8:36 AM] (b)(6), (b)(7)(C)

my bad on 508. i was assuming it might be wickr-specific since wickr does comms. the rest of your
comments make sense to me. is there anything i can do on the 508 or a process i can start?

[4/15 8:45 AM]____ (b)), (b)(T)(C)
I'll dig out the 508 link once | can login my computer. At the RRB now and getting some really bad
error messages denying me access

GOV000014



[4/4 12:32 PM]; (b)(6), (b)(T)C)

https://www.nbcnews.com/tech/tech-news/border-patrols-use-amazons-wickr-messaging-app-
draws-scrutiny-rcna21448

Border Patrol's use of Amazon's Wickr messaging app draws scrutiny
A letter from the National Archives and Records Administration hints at growing unease with
government officials' use of some encrypted messaging apps.

[4/4 12333 PM1{_ (b)(6), (b)(7)(C)

Did Amazon buy Wickr?

[4/4 12:33 PM]: (b)(6), (b)(7)(C)

Yup

[4/4 12:34 PM]; (b)(6), (b)(7)(C)

it is now wickr, an AWS company

[4/4 12:34 PMI (b)(6), (b)(7)(C)

Lulz.... when did that happen

[4/4 12:34 PM]; (b)(6), (b)(7)(C)

[Wickrlogo-01.png]
(https://cbpgov-my.sharepoint.com/personal /0647780772 _cbp_dhs_gov/Documents/Microsoft
Teams Chat Files/Wickrlogo-01.png)

[4/4 12:34 PM]i_(b)(6), (b)(7)(C) |

Ha

[4/4 12:35 PM]._____(b)(6), (b)(7)(C)
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last year? pretty smooth transition all things considered
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[7/1/21 11:45 AML..... ()(6), (b)(7)(C)
Hello everyone, You may get a new invite to join wickr. The configuration has changed and
compliance change. Very simple to re-enroll, but if you have questions, please let me know.

~ (b)(6), (b)(7)(C)

A
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[3/30 1:40 PMI: (b)(6), (b)(7)(C)

totally forgot that other people were taking the new IQT projects. so looks like you have other
people getting the slides together for openfin, traxyl, and trackonomy. just wickr and iproov for me

[3/30 2:04 PM]i (b)(6), (b)(7)(C)
Oh yesterday you were Trackonomy. What did | miss

[3/30 2:05 PMi (b)(6), (b)}(7)(C)

with you

[3/30 2:07 PM]: (b)(6), (b)(7)(C)
Ok. If you have time can you see if she wants help. | don't think she knows anything about
Trackonomy

[3/30 2:12 PM] (b)(8), (b)(7)(C)

ha, sure will do

GOV000018



(3/31 12:26 PM]; (b)(6), (bX7)(C)
Hi. Just checking. Are you still doing drafts of Wickr. Trackonomy and iproove

[3/31 12:59 PMi (b)(6), (b)(7)(C)

i think someone else was attached to trackonomy, maybeise=mei but i'll get her and e, eiric) the stuff

they need. and yes, i plan to have some form of the scorecards done today so we can tweak them
tomorrow if we need

[3/31 1:00 PM]i (b)(6), (b)(7)(C)

Trackonomy? | can work on it too.

[3/311:01 PMI.___ (b)(6), (b)(7)(C)

[3/31 1:02 PM]: (b)(8), (b)(7)(C)
Oh ok.
[3/31 4:36 PM] (b)(8), (b)(7)(C)

finished a draft of the wickr scorecard. took way longer to get through these scorecards than i
anticipated

[3/31 4:37 PM]: (b)(8), (b)(7)(C)

i do need some help on the $/contract vehicles. i'm not sure what the history is before the latest SBIR
i

[3/31 4:37 PM]i (b)(8), (b)(7)(C)
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and maybe the scores in bottom right are too harsh, but the 2 on the first one jumps to a 4 once the
deploy federation

[3/314:37 PMI;____(b)(8), (b)(7)(C)

open to feedback

[3/31 4:37 PM] (b)(6), (b)(7)(C)

[3/31 4:38 PM]: (b)(6), (b)(7)(C)

he shared a file with me that looked good on skimming, but i didn't get to iproov yet. i suspect it's
more than enough. he is pretty good at writing stuff down

[3/314:39 PM].___ (b)(6), (b)(7)(C)

yeah i think i'll be working on them all day tomorrow too. should be plenty of time to get them in
shape though

[3/31 4:40 PM]! (b)(6), (bY(7)(C)

Ok.
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[3/30 12:03 PM] (b)(6), (b)(7)(C)

| know nobody is using it, but do we know how many CBP accounts we have issued for Wickr?

13/30 12:08 PM}  (b)(6), (bB}(7)(C)

[3/30 12:09 PM: (b)(6), (b)(7)(C)
| think it was around 800 at one time.

[3/30 12:14 PME___(b)(6), (B)(7)(C) .

Copy.
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[3/25 8:01 AMI: (b)(6), (b)(7)(C)

Morning alll! Happy Friday!! | know we're waiting on OT to make some decisions, but have we made
progress on a draft SOW and IGCE for Sayari? | really want to submit the ITAR next week.

[3/25 9:04 AM]  (b)(6), (b)(7)(C)

i confess i've been distracted and haven't made much progress at all outside of pulling the wickr
SOW as a template. i'll bump that up the list and get it moving. if i recall, i can't touch the IGCE right?

[3/25 9:05 AM]____(b)(6), (b)(7)(C)

nope.
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[3/9 2:17 PM} (b)(6), (b)(7)(C)

that wickr call went 45 min

[3/9 2:18 PM] ; (b)(8), (b)(7)(C)

not much to report other than smere ireally cagey about who should be on a call to discuss

i

requirements from CBP. probably will be OIT only but flagging in case you want to be in on it

[3/9 2:18 PM]; (b)(6), (b)(7)(C)

requirements specific to the ATAK stuff

[3/9 2:21 PM] (b)(6), (b)(7)(C)

[3/9 2:21 PM]: (b)(6), (b)(7)(C)

[3/92:28 PM]___ (b)(8), (b)(7)(C)

and cd {b)(6), (b)(7)(C)_§

3/9 242 PML____(b)(6), (b)(7)(C)

[3/9 2:43 PML]. (b)(6), (b)(7)(C) i
You are right. Sorry.
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[3/9 2:49 PM]; (b)(6), (b)(7)(C)

all good. wickr continues to be such a weird project. but at least everybody is all over it now

GOV000024



[3/8 9:31 AM], (b)(6), (b)(7)(C)

[3/8 9:32 AM{  (b)(8), (b)(7)(C)

when you get a chance could you follow up with the vendors regarding the feature approvals for the
website?

[3/8 9:32 AM]:__ (b)(6), (b)(7)(C)

I think we are still missing Wickr and iProve

[3/89:37 AM] _ (b)(8), (b)(7)(C)

yeah, iproov was totally silent. wickr was confusing because they said they were going to talk to their
marketing people even though we didn't ask for that

[3/8 9:37 AM]; (b)(6), (b)(7)(C) )

i'll follow up, no prob

[3/8 9:38 AML.._..._(b)(6), (b)(7)(C)

okay thank you! yeah if they don'respond this time around, | will just remove them from the website
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[4/13 1:30 PM; (b)(6), (b)(7)(C)
Wow | am not smart. Totally went to grab food and was going to call into the wickr call then
completely spaced on it

[4/13 1:31 PM]; (b)(6), (b)(7)(C)
My bad

[4/13 1:32 PM].____(b)(6), (b)(7)(C)

No worries
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