Message

From: (b)(6), (b)(7)(C)

Sent: 4/5/2022 7:43:16 PM
TO: ( ) ( ) ( ) ( ) ( )
Subject: Secure Msging App - Update

Attachments: 121321 Mobile Messaging Communication.docx; 040422 v1 status - Attachl_UD-2022-0001_Report_211207final-
CGW Updates.docx

Importance: High

Hi everyone,
Please review the attached (yellow highlights) as we prepare an update to send to the DHS CIO on our current status.

If you were not aware, NBC News caught wind of our OIG audit finding as well as the NARA inquiry, and published a
report that called out the DHS CIO by name, due to the fact the NARA letter was addressed specifically to him and not
CBP. As aresult, he is wanting a current status on our efforts.

possible.

040422 file ~ that is the response to review.
121321 - that is referenced the 040422 response...and attached just in case (no review necessary on this, it’s already
been sent).

Thanks.

i _(b)(6), (b)(7)(C)__:
Executive Director
Enterprise Infrastructure and Operations Directorate (EIOD)
Office of Information and Technology (OIT)
U.S. Customs and Border Protection
Department of Homeland Security

(b)(6), (b)(7)(C)

To schedule an appointment, please contact: (b)(6), (b)(7)(C) i
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Appointment

From:
(b)(6), (b)(7)(C)
Sent: 1/25/2022 5:07:39 PM
To:
Subject: Review Messaging App Directive
Attachments: Secure Messaging Apps Directive_20220113_for review (RIM preliminary).docx
Location: Microsoft Teams Meeting
Start: 1/25/2022 6:00:00 PM
End: 1/25/2022 6:45:00 PM
Show Time As: Tentative
Required ! (b)(6), (b)(7)(C)
Attendees:
Attached wit omments is my very initial set of comments and observations for expansion during our discussion

Microsoft Teams meeting

Join on your computer or mobile app
Click here 1o ioin the mesting

Or call in (audio only)

(b)(6), (b(7)(C) | United States, Arlington

Phone Conference 1D1.(0)(8), (0)7)(C)
Find alocal number | Reset PIN

This Teams Meeting is hosted on a U.S. Government information system and is provided for U.S. Government-
authorized use only. Unauthorized or improper use or access of this system may result in disciplinary action as well
as civil and criminal penalties.

Learn More | Meeting options
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Appointment

From: (b)(6), (b)(7)(C)

Sent: 4/15/2022 3:32:09 PM
To:
Subject: Rev1ew(b)(5) -------- s on messaging memo from AC

Attachments: RE: Requesting (by 4/7/22}  (b)(5) __iof communication regarding use of Wickr and WhatsApp

Location: Microsoft Teams Meeting

Start: 4/18/2022 3:00:00 PM
End: 4/18/2022 4:00:00 PM
Show Time As: Tentative

Required (b)(6), (b}(7)(C)

Attendees:

Microsoft Teams meeting

Join on your computer or mobile app
Click here 1o loin the mesting

Or call in (audio only)

(b)(6), (b)(7)(C) i United States, Arlington

Phone Conference 1D} (b)(6), (B)(7)(C) !
Find a local number | Reset PIN

This Teams Meeting is hosted on a U.S. Government information system and is provided for U.S. Government-
authorized use only. Unauthorized or improper use or access of this system may result in disciplinary action as well
as civil and criminal penalties.

Learn More | Meeting options
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Appointment

From: (b)(6), (b)(7)(C)

Sent: 9/30/2021 2:31:23 PM

TO: ( ) ( ) ( ( ) ( )
Subject: wickr FOIA continued

Location: Microsoft Teams Meeting

Start: 9/30/2021 4:00:00 PM

End: 9/30/2021 4:30:00 PM

Show Time As: Tentative

Required (b)(6), (b)(7)(C)
Attendees:

Microsoft Teams meeting

Join on your computer or mobile app
Click here to loin the mesting

Or call in {audio only)

(b)(6), (b)(7)(C) United States, Arlington

Phone Conference E{) (b)(6), (b)(7)(C)
Find a local number | Reset PIN

This Teams Meeting is hosted on a U.S. Government information system and is provided for U.S. Government-
authorized use only. Unauthorized or improper use or access of this system may result in disciplinary action as well
as civil and criminal penalties.

Learn More | Mesting options
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Message

From: (b)(ﬁ), (b)(7)(C)
Sent: 10/26/2021 8:23:49 PM

To: (b)(6), (b)(7)(C)

(b)(6), (b)(7)(C)

Subject: Allegation of Unauthorized Disposition
Attachments: 2021-10-26_UD-2022-0001_DHS-CBP_Open Letter-1301-1b.pdf

CAUTIGN: This emall originated from outside of DHS. DO NOT click links or open attachments unless you recognize and/or trust the
sender. If you feel this is a suspicious-looking email, please report by using the Report Phish button option.

Please see the attached letter from Laurence Brewer Chief Records Officer for the US Government
regarding CBP's planned deployment of WICKR and the information that we received in the OIG
report, "CBP Targeted americans with the 2018-2019 Migrant Caravan” regarding the use of
WhatsAPP.

I will be NARA's point of contact for this matter. Please respond to me within 30 calendar days with
the information that NARA requested in the letter. Please let me know if you have any questions.

Thank you,

: (b)(G) (b)(7)(C)
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Appointment

From:
(b)(6), (b)(7)(C)
Sent: 10/27/2021 2:19:47 PM
TO: ( ) ( ) ( ) ( ) ( )
Subject: Discuss CBP RIM Action Plan to address NARA letter
Location: Microsoft Teams Meeting
Start: 10/27/2021 5:30:00 PM
End: 10/27/2021 6:30:00 PM
Show Time As: Tentative
Required | (b)(6), (b)(7)(C)
Attendees:

FYSA and ACTION — Please send to all OIT XDs, CTO and Division Directors through your Taskings process

Dawn

.................

® You have lead action to respond from records management | we. exne

* Please work with XD | (b)(6),(b)(7)iC)iand Team, who are developing an overall WhatsApp//Wickr solution as an
interim state {may include a grandfather clause for a while) and final transition state. This memo should be sent
to the parties affected in CBP and should include RIM considerations. [ENTSD]

e |t should also be briefed at OIT staff and ITGC as a news/action item underway. [CTO]

riread through the audit report and noted the following keywords that may have records management
_i'r_ﬁ'blications: here is the link to the audit report: (iG-21-62 - CBP Targeted Americans Associated with the 2018-2019
Migrant Caravan {dhs.gov)
e Keywords:
o interviews
lookouts

o
o communications via email
o
O

communications via WhatsApp
documents within emails or WhatsApp
o TECS
e page 30-31 reference to records and CBP Records Handbook
e Page 33 — 6 Recommendations
o #6is about WhatsApp
e Page 36 - CBP/OIT Response
Stopped on page 37 (Appendix A)

Microsoft Teams meeting

Join on your computer or mobile app
Click here 1o ioin the mesling
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Or call in {(audio only)

(b)(6), (b)(7)(C) | United States, Arlington

Phone Conference ID:1_(b)(6), (b)(7)(C). |
Find s local number | Resst PIN

This Teams Meeting is hosted on a U.S. Government information system and is provided for U.S. Government-
authorized use only. Unauthorized or improper use or access of this system may result in disciplinary action as well
as civil and criminal penalties.

Learn More | Meeting options
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Appointment

From: (b)(6), (b)(7)(C)

Sent: 11/15/2021 1:53:33 PM

(b)(6), (b)(7)(C)
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~ (b)(6), (b)(7)(C)

000000000000000000




(b)(6), (b)(7)(C)

Subject: Messaging Apps Policy Working Group *NEW TIME*
Attachments: FW: Messaging Apps Policy Working Group; Untitled Attachment; Untitled Attachment; Untitled Attachment;
Untitled Attachment; Untitled Attachment

Location: Microsoft Teams Meeting
Start: 4/20/2022 6:00:00 PM
End: 4/20/2022 7:00:00 PM

Show Time As: Busy

Recurrence:  Weekly
Occurs on Wednesday every other week from 2:00 PM to 3:00 PM effective 4/20/2022 until 8/17/2022. (UTC-05:00)
Eastern Time (US & Canada)

(b)(6), (b)(7)(C)

MOVING TIME TO ACCOMODATE DATA STRATEGY WG

Required
Attendees:

Optional
Attendees:

All,

Following CBP’s acquisition of secure messaging services through the award of a contract with Wickr, the Privacy
Division will be leading an effort to develop both Privacy Compliance Documentation [Privacy Threshold Analysis (PTA) &
Privacy Impact Assessment (PIA)] and a Secure Messaging Platform Policy. | will provide an outline of the PTA and PIA
process as well as provide a timeline for completion.

The Privacy Division is requesting all representatives of all operational and support offices involved in the use of Wickr or
other secure messaging services come prepared to discuss their offices usage of these tools. In addition, working group
members should be prepared to provide their thoughts about potential policy bounds that may be necessary around the
usage of the messaging Apps.

Following the meeting, | will send out meeting minutes with due outs as well as a invite for the next meeting. Please
forward this invite to anyone you think | may have missed. If you would like to be removed from future messages related
to this group, please let me know.

Regards,

i !
i (b(6), (bH7HC) !
[ !
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Microsoft Teams meeting

Join on your computer or mobile app
Click here to foin the mesting

This Teamns Meeting is hosted on a U.S. Government information system and is provided for U.S. Government-
authorized use only. Unauthorized or improper use or access of this system may result in disciplinary action as well
as civil and criminal penaities.

Learn More | Meeting options
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Appointment

(b)(6), (b)(7)(C)

000000000000000000



(b)(6), (b)(7)(C)

000000000000000000



(b)(6), (b)(7)(C)

000000000000000000



CC:

Subject:

Start:
End:

Recurrence:

Required
Attendees:

Optional
Attendees:

(b)(6), (b)(7)(C)

FW: Messaging Apps Policy Working Group

11/17/2021 6:30:00 PM
11/17/2021 7:30:00 PM

(none)

(b)(6), (b)(7)(C)

From; (b)(6), (b)(7)(C) :

Sent: Monday, October 18, 2021 12:04 PM

Toi

(b)(6), (b)(7)(C)

(b)(6), (b)(7)(C)
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(b)(6), (b)(7)(C)

Cc:i (b)(6), (b)(7)(C)
Subject: Messaging Apps Policy Working Group

When: Wednesday, November 17, 2021 1:30 PM-2:30 PM (UTC-05:00) Eastern Time (US & Canada).

Where: Microsoft Teams Meeting

All,

Following CBP’s acquisition of secure messaging services through the award of a contract with Wickr, the Privacy
Division will be leading an effort to develop both Privacy Compliance Documentation [Privacy Threshold Analysis (PTA) &
Privacy Impact Assessment (PIA)] and a Secure Messaging Platform Policy. | will provide an outline of the PTA and PIA
process as well as provide a timeline for completion.

The Privacy Division is requesting all representatives of all operational and support offices involved in the use of Wickr or
other secure messaging services come prepared to discuss their offices usage of these tools. In addition, working group
members should be prepared to provide their thoughts about potential policy bounds that may be necessary around the
usage of the messaging Apps.

Following the meeting, | will send out meeting minutes with due outs as well as a invite for the next meeting. Please
forward this invite to anyone you think | may have missed. If you would like to be removed from future messages related
to this group, please let me know.

Regards,

Microsoft Teams meeting

Join on your computer or mobile app
Click here to join the mesting

This Teams Meeting is hosted on a U.S. Government information system and is provided for U.S. Government-
authorized use only. Unauthorized or improper use or access of this system may result in disciplinary action as well
as civil and criminal penalties.

Learn More | Meeting options
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Appointment

From:

Sent:
To:

Subject:
Location:

Start:
End:

_ (b)(6), (b)(7)(C)

W.M.Am(b)(6)’ (b)(7)(C)

Microsoft Teams Meeting

9/30/2021 4:00:00 PM
9/30/2021 4:30:00 PM

Show Time As: Busy

Required
Attendees:

(b)(6), (b)(7)(C)

Microsoft Teams meeting

Join on your computer or mobile app
Click here to loin the mesting

Or call in {(audio only)

(b)(6), (b)(7)(C) United States, Arlington

Phone Conference ED:E (b)(6), (b)(7)(C)
Find a local number | Reset PIN

This Teams Meeting is hosted on a U.S. Government information system and is provided for U.S. Government-
authorized use only. Unauthorized or improper use or access of this system may result in disciplinary action as well
as civil and criminal penalties.

Learn More

Mesting ontions
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Appointment

From:
(b)(6), (b)(7)(C)
Sent: 10/27/2021.2:19:46 PM
TO: ( ) ( ) ( ) ( ) ( )
Subject: Discuss CBP RIM Action Plan to address NARA letter
Location: Microsoft Teams Meeting
Start: 10/27/2021 6:00:00 PM
End: 10/27/2021 7:00:00 PM
Show Time As: Busy
Required (b)(6), (b}(7)(C)
Attendees:

interim state {may include a grandfather clause for a while) and final transition state. This memo should be sent
to the parties affected in CBP and should include RIM considerations. [ENTSD]

e |t should also be briefed at OIT staff and ITGC as a news/action item underway. [CTO]

Liz read through the audit report and noted the following keywords that may have records management
implications: here is the link to the audit report: 31G-21-62 - CBP Targeted Americans Associated with the 2018-2019
Migrant Caravan {dhs.gov)
e Keywords:

o interviews

o lookouts

o communications via email

o

o

communications via WhatsApp
documents within emails or WhatsApp
o TECS
e page 30-31 reference to records and CBP Records Handbook
e Page 33 — 6 Recommendations
o #6is about WhatsApp
e Page 36 - CBP/OIT Response
Stopped on page 37 (Appendix A)

Microsoft Teams meeting

Join on your computer or mobile app
Click here 1o ioin the mesling
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Or call in {(audio only)

(b)(6), (b)(7)(C) | United States, Arlington

Phone Conference 1D (b)(6), (B)(7)(C) |
Find s local number | Resst PIN

This Teams Meeting is hosted on a U.S. Government information system and is provided for U.S. Government-
authorized use only. Unauthorized or improper use or access of this system may result in disciplinary action as well
as civil and criminal penalties.

Learn More | Meeting options
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Appointment

From (b)(6), (b)(7)(C)

Sent: 11/15/2021 2:11:54 PM

To:

(b)(6), (b)(7)(C)

Subject: NARA Letter Check-in

Attachments: RE: best time today for NARA Letter check-in Meeting?
Location: Microsoft Teams Meeting

Start: 11/15/2021 4:30:00 PM

End: 11/15/2021 5:00:00 PM

Show Time As: Busy

Required (b)(8), (b)(7)(C)
Attendees:

Microsoft Teams meeting

Join on your computer or mobile app
Click here 1o ioin the meeting

Or call in (audio only)

(b)(6), (b)(7)(C) i United States, Arlington

Phone Conference 1D} (b)(6), (b)(7)(C) |
Find s local number | Resst PIN

This Teams Meeting is hosted on a U.S. Government information system and is provided for U.S. Government-
authorized use only. Unauthorized or improper use or access of this system may result in disciplinary action as well

as civil and criminal penalties.

Learn More | Meeting options
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Message

From (b)(6), (b)(7)(C)

Sent: 11/15/2021 2:00:10 PM
To:
Subject: RE: best time today for NARA Letter check-in Meeting?

Hit send too quick.
Topics:
1. Inserting RIM language in the training deck that NLECC created and XDis&m;&zngaid he would push for distribution
and use. Who will own this training?
2. Inserting RIM language in the instructions / process for requesting and approval for use of Wickr and/or
WhatsApp. —SOC? AirWatch team?
3. Integration into Messaging IPT meeting and agenda topics
a. RIM language into policy
b. RIM retention capability into solution
c. ?? isitonesize fits all or will each messaging app need to have separate and distinct retention policy

based on ‘use’?

Records and Information Management Program {RIM)
DHS/CBP/OIT/RIM

{C}: (b)(B), (B)(T)(C)
(b)(6), (b)(7)(C)

RiM Website | Beguest BiIM Service! | Emmail Us

Shine a Light

Suicicle Provvention and Swareness

Bathre! Sultide Pravorstian Lifolne
BOG-FTE-BI88
CBP BEmphreer Ssslstancs Program
BOO-PER 00
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From:i_(b)(6), (b)7)(C) !

Sent: Monday, November 15, 2021 8:56 AM

To (b)(6), (b)(7)(C) i

Cc: (b)(6), (b)(7)(C)

i (b)(6), (b)(7)(C)

Subject: best time today for NARA Letter check-in Meeting?

'
i
LAV LT

Records and Information Management Program {RIM)
DHS/CBP/OIT/RIM

(CL_(b)(®), (b)XT)(C)
: (b)(8), (b)(7)(C) i
RiM Website | Heguest PUM Service! | Emsii Us

Shine a Li

Suicicle Provention angd Awareness

Bathrse! Sulcide Praeorstian Lifoloe
BOGFTLRI58
CRP Employer Aushatancs Program
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Appointment

From:
(b)(6), (b)(7)(C)
Sent: 10/27/2021 3:22:30 PM
To:
Subject: Discuss CBP RIM Action Plan to address NARA letter
Location: Microsoft Teams Meeting
Start: 10/27/2021 6:00:00 PM
End: 10/27/2021 7:00:00 PM
Show Time As: Tentative
Required (b)(6), (b)(7)(C)
Attendees:

FYSA and ACTION — Please send to all OIT XDs, CTO and Division Directors through your Taskings process

§ 1), BITN) |

interim state (may include a grandfather clause for a while} and final transition state. This memo should be sent
to the parties affected in CBP and should include RIM considerations. [ENTSD]

e The rest of the Apps for Records Management should be tracked with XDs e eno i+ XDs]

e |t should also be briefed at OIT staff and ITGC as a news/action item underway. [CTO]

Liz read through the audit report and noted the following keywords that may have records management
implications: here is the link to the audit report: $1G-21-62 - CBF Targeted Americans Associated with the 2018-2019
Migrant Caravan {dhs.gov)
e Keywords:
o interviews
lookouts
communications via email
communications via WhatsApp
documents within emails or WhatsApp
o TECS
e page 30-31 reference to records and CBP Records Handbook
e Page 33 - 6 Recommendations
o #6is about WhatsApp
e Page 36 - CBP/OIT Response
Stopped on page 37 (Appendix A)

O
O
o
O
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Microsoft Teams meeting

Join on your computer or mobile app
Click here 1o foin the mesting

Or call in {audio only)

(b)(6), (b)(7)(C) | United States, Arlington

Phone Conference IDi (b)(6), (b)(7)(C)
Find & local number | Reset PIN

This Teams Meeting is hosted on a U.S. Government information system and is provided for U.S. Government-
authorized use only. Unauthorized or improper use or access of this system may result in disciplinary action as well
as civil and criminal penalties.

Learn More | Meeting options
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Message

From (b)(6), (b)(7)(C)

Sent: 11/2/2021 12:52:42 AM

To:

CC:

Subject: RE: CBP Response due Re: NARA Unauthorized Destruction Letter tied to OIG Audit - short suspense

I hope you and the family are healthy and safe!

The Office of Field Operations, Admissibility and Passenger Programs Directorate, Traveler Entry Programs’

(b)(6), (b)(7)(C)

Director, Quality Assurance Enterprise Division
Planning, Program Analysis & Evaluation
Office of Field Operations

U.S. Customs & Border Protection

1300 Pennsylvania Avenue

Room 5.5A-4

cell: (b)(6), (b)7)(C) |

UnClass: (b)(6), (b)(7)(C)
HSDNi (b)(6), (b)(7)(C)
QAED Motto — “Trust but Verify”

LLE Custoans and
Bewrdder Prempotive

This document and any attachment(s) may contain restricted, sensitive, and/or law enforcement-sensitive information
belonging to the U.S. Government. It is not for release, review, retransmission, dissemination, or use by anyone other
than the intended recipient.

Fromi (b)(6), (b)(7)(C)

Sent: Monday, November 1, 2021 2:35 PM
_To: OFO AUDITS! (b)(7)E) ; (B)(6), (B)(T(C)
| (b)(6), (b)(7)(C)

Ce:i (b)(6), (b)(7)(C)
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(b)(6), (b)(7)(C)

(b)(6), (b)(7)(C) : CBPRECORDSMANAGEMENT

(b)(7)(E)

ISubject: CBP Response due Re: NARA Unauthorized Destruction Letter tied to OIG Audit - short suspense

Good afternoon
CBP RIM is seeking assistance from OFO in responding to a NARA Letter regarding the use of WhatsApp and
Wickr and possible unauthorized destruction of records.

Chief Records Officer (CRO), regarding CBP's planned deployment of Wickr and information that NARA
received in the Office of Inspector General (OIG) report, "CBP Targeted Americans with the 2018-2019 Migrant
Caravan" (link to the report: {iG-24-62 - CBP Targeted Americans Associated with the 2018-2018 Migrant Cargvan

{dhs.zov)) regarding the use of WhatsApp and possible unauthorized destruction of records.

Request:
With input from OFO and other CBP Offices, CBP RIM is compiling the DHS/CBP response to the NARA
letter. We were given your names as POCs for OFO by the OIT Audit & Assessment Management Branch (OIT-

AAMB), i (b)(8), (0)(7)(C) i Branch Chief. Per the information below, CBP RIM is seeking your assistance to (1)
provide input to address the NARA Letter to include unauthorized destruction and (2) provide specific
information related to the use of and retention practices for records created by WhatsApp and Wickr. We are
also seeking to talk with the OFO POCs that participated in the OIG audit interviews and/or are working on

remediation responses to the six recommendations that OIG cited in their report.

CBP has been given a short suspense for responding to the NARA Letter. Are you (or the appropriate POCs /
SMEs) available to meet for approximately 1 hour during any of the following times:

Tuesday — 11/2/21 9am — 10am ~or> 12:00- 2:30pm

Wednesday — 11/3/21 10am - 11:30 ~or” 2pm~-4pm

Background:

The National Archives and Records Administration (NARA) indicated in their letter that they became aware,
through multiple media reports and the recent Office of Inspector General (OIG) report, “CBP Targeted
Americans with the 2018-2019 Migrant Caravan,” that CBP has been using the messaging software WhatsApp
and is deploying the encrypted messaging application Wickr across all components of the agency.

*** NARA instructed DHS/CBP to provide a response that addresses the following (as contained in the
attached letter):
1. Ensure that Records Management regulations are being adhered to
2. Ensure that the CBP is regulating the use of these messaging applications consistent with NARA’s and
the Department’s records management policies
3. Ensure that CBP is communicating to all employees that they cannot use these applications to
circumvent their records management responsibilities and that all employees are aware that they must
be retaining all messages that are federal records in accordance with agency policy and all applicable
NARA-approved records schedules
4. The final response from CBP must include:
a. acomplete description of the records with volume and dates if known
b. adescription of the office maintaining the records
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¢. astatement of the exact circumstances surrounding the removal, defacing, alteration, or
destruction of records
d. astatement of the safeguards established to prevent further loss of documentation
e. details of the actions taken to salvage, retrieve, or reconstruct the records
5. DHS/CBP’s response must also include Records Management corrective actions that CBP will be
required to implement as a result of the OIG investigation
6. Additionally, the response must include any documentation in the form of policies, training, approved
records schedules or other resources CBP has established to mitigate the records management risk
associated with the improper use of Wickr, WhatsApp, or similar messaging applications.

Key NARA Letter citations from OIG report:

Further, the OIG report states that there are “instances of CBP officers not documenting information they
obtained during caravan-related inspections” (page 12); that CBP officials did not retain communication
records {page 17); and that “the CBP officials failure to retain WhatsApp messages likely violated DHS and CBP
records retention policies because the messages were information that CBP created or received in carrying out
its mission and contained substantive information that was necessary to adequately and properly document
the activities and functions of the CBP officials” (page 28). This violation of policy resulted in what NARA
identified as unauthorized destruction of records caused by use of WhatApp and Wickr.

The OIG identified the following 6 Recommendations within their audit report:

Recommendation 1: Update Customs Directive No. 4320-003, July 1990 (TECS Directive) to clarify the
appropriate bases for placing lookouts and provide training to all CBP officials who have the authority to place
lookouts.

CBP Response to Recommendation 1: Concur. CBP will update lookout placement procedures in the TECS
Directive. Additionally, CBP will modify existing training to inform users that lookouts should only be created
for law enforcement purposes. CBP expects to complete these actions by December 31, 2021.

Recommendation 2: Develop and implement procedures to ensure CBP officials update and remove lookouts
in accordance with the TECS Directive.

CBP Response to Recommendation 2: Concur. CBP will update lookout placement procedures in the TECS
Directive. In addition, CBP will issue a memorandum and muster to remind CBP officers of their
responsibilities to remove and update lookouts in accordance with policy. CBP expects to complete these
actions by December 31, 2021.

Recommendation 3: Develop and issue a policy regarding asking, advising, or otherwise communicating with
foreign governments about denying entry to U.S. citizens. At a minimum, the policy should specify the
appropriate circumstances for such communications, who is authorized to approve such communications, and
the procedures to follow when making such communications.

CBP Response to Recommendation 3: Concur. CBP will revise Directive No. 4320-025A, “Disclosure of
Official Information to Foreign Authorities,” dated April 2014, by adding a provision on sharing U.S. persons’
information with foreign governments. CBP component offices will collaborate to revise and issue the policy.
CBP expects to complete these actions by July 29, 2022.

Recommendation 4: Conduct a review of all instances in which CBP, as part of its response to the migrant
caravan, disclosed U.S. citizens’ Sensitive Personally Identifiable Information to Mexican officials, between
October 2018 and March 2019, to identify any instances that did not comply with foreign disclosure
requirements and take remedial actions. Remedial actions may include rescinding requests to deny entry to U.S.
citizens, retroactively instructing foreign authorities to hold CBP information in confidence and use CBP
information only for the purpose for which CBP provided it, ensuring disclosures are properly documented in
CBP’s systems of records, and any other steps necessary to ensure that all foreign disclosures comply with CBP
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Directive No. 4320-025A4, Disclosure of Official Information to Foreign Authorities, DHS Sensitive Systems
Policy Directive 43004, DHS Handbook for Safeguarding Sensitive Personally Identifiable Information, and all
other applicable policies

and procedures.

CBP Response to Recommendation 4: Concur. CBP will identify and review disclosures of U.S. citizens’
Personally Identifiable Information to Mexican officials that occurred as part of its response to the migrant
caravans between October 2018 and March 2019, to ensure compliance with foreign disclosure requirements
(specifically established policies and delegations of authority). To the extent remedial actions are required, CBP
will remediate each noncompliant disclosure. CBP expects to complete these actions by March 31, 2022.

Recommendation 5: Provide training to all CBP personnel on the process for sharing information with foreign
nations, covering all applicable policies and procedures, including which CBP personnel are authorized to make
foreign disclosures.

CBP Response to Recommendation 5: Concur. CBP’s Privacy and Diversity Office, in coordination with
various CBP components, will identify individuals and work units that regularly disclose PII to foreign partners,
and will provide virtual training regarding all applicable policies and procedures by March 31, 2022. The
Privacy and Diversity Office, in coordination with the Office of Training and Development, will also develop a
new course focused on domestic and foreign information sharing in the DHS Performance and Learning
Management System. CBP expects to complete these actions by December 30, 2022.

Recommendation 6: Take immediate action to end the use of WhatsApp for operational purposes or to ensure
that WhatsApp messages are retained in compliance with legal and policy requirements including records
retention schedules.

CBP Response to Recommendation 6: Concur. CBP’s Office of Information and Technology will explore the
viability of the continued operational use of WhatsApp, which will include looking for a replacement. Office of
Information and Technology is currently piloting a managed messaging platform to replace WhatsApp. CBP is
currently working on an operational pilot. CBP expects to complete these actions by December 31, 2021.

Please don’t hesitate to let me know if you have any questions related to this request.
Thank you,

Records and Information Management Program {RIM)
DHS/CBR/OIT/RIM

(b)(8), (b)(7)(C)
RIM Webeits | Reguest RIM Service! | Email Us

Shine a Light

Suicide Preverdion and fwareness
Mationad Sulclde Provention Lifeline

B STE-B58

CHE Braployes Saslstanse Program
BOG-ISSFH2
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Message

From: _USBP-AUDIT-TEAM (b)(T)(E)
(b)(7)(E)
Sent: |11/1/2021 8:16:01 PM
To:
(b)(6), (b)(7)(C)
ccC: USBP-AUDIT-TEAM (b)(7)(E)
(b)(V)(E)
Subject: RE: CBP Response due Re: NARA Unauthorized Destruction Letter tied to OIG Audit - short suspense
Flag: Follow up

Team would attend the meetmg as weIl, whenever you are able to schedule it.
If you have any further questions, please let me know.

Thank you!

(b)(6), (b)(7)(C)
Assistant Chief
Policy and Compliance Division

Strategic Pl anning and Analysis Directorate (SPAD)

...............................

fx dz t Group Ma Ebma (b)(7)(E)

From: (b)(6), (b)(7)(C)

Sent: Monday, November 1, 2021 2:29 PM

To: USBP-AUDIT-TEAN, (b)7)E) (b)(6), (b)(7)(C)
Cc (b)(6), (b)(7)(C)

(b)(6) (b)(7)(C)

Subject: CBP Response due Re: NARA Unauthorized Destruction Letter tied to OIG Audit - short suspense

Good afternoon,
CBP RIM is seeking assistance from USBP in responding to a NARA Letter regarding the use of WhatsApp and
Wickr and possible unauthorized destruction of records.

. (b)(6), (b)(7)(C) Chief Records Officer for the US Government sent a letter (see attached) to Eric Hysen Chief
Information Officer (CIO), DHS Senior Agency Official for Records Management (SAORM), and Dawn Watts CBP
Chief Records Officer (CRO), regarding CBP's planned deployment of Wickr and information that NARA
received in the Office of Inspector General (OIG) report, "CBP Targeted Americans with the 2018-2019 Migrant
Caravan" (link to the report: Qi6-21-62 - CBP Targeted Americans Associated with the 2018-2019 Migrant Caravan
{dhs.gov)) regarding the use of WhatsApp and possible unauthorized destruction of records.
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Request:

With input from USBP and other CBP Offices, CBP RIM is compiling the DHS/CBP response to the NARA

letter. We were given your names as POCs for USBP by the OIT Audit & Assessment Management Branch
(OIT-AAMB), Judy Wright Branch Chief. Per the information below, CBP RIM is seeking your assistance to {1)
provide input to address the NARA Letter to include unauthorized destruction and (2) provide specific
information related to the use of and retention practices for records created by WhatsApp and Wickr. We are
also seeking to talk with the USBP POCs that participated in the OIG audit interviews and/or are working on
remediation responses to the six recommendations that OIG cited in their report.

CBP has been given a short suspense for responding to the NARA Letter. Are you {(or the appropriate POCs /
SMEs) available to meet for approximately 1 hour during any of the following times:

Tuesday — 11/2/21 9am — 10am ~or™ 12:00 - 2:30pm

Wednesday — 11/3/21 10am ~ 11:30 ~or™ 2pm—4pm

Background:

The National Archives and Records Administration (NARA) indicated in their letter that they became aware,
through multiple media reports and the recent Office of Inspector General {OIG) report, “CBP Targeted
Americans with the 2018-2019 Migrant Caravan,” that CBP has been using the messaging software WhatsApp
and is deploying the encrypted messaging application Wickr across all components of the agency.

*** NARA instructed DHS/CBP to provide a response that addresses the following (as contained in the
attached letter):
1. Ensure that Records Management regulations are being adhered to
2. Ensure that the CBP is regulating the use of these messaging applications consistent with NARA’s and
the Department’s records management policies
3. Ensure that CBP is communicating to all employees that they cannot use these applications to
circumvent their records management responsibilities and that all employees are aware that they must
be retaining all messages that are federal records in accordance with agency policy and all applicable
NARA-approved records schedules
4. The final response from CBP must include:
a. acomplete description of the records with volume and dates if known
b. a description of the office maintaining the records
c. astatement of the exact circumstances surrounding the removal, defacing, alteration, or
destruction of records
d. astatement of the safeguards established to prevent further loss of documentation
e. details of the actions taken to salvage, retrieve, or reconstruct the records
5. DHS/CBP’s response must also include Records Management corrective actions that CBP will be
required to implement as a result of the OIG investigation
6. Additionally, the response must include any documentation in the form of policies, training, approved
records schedules or other resources CBP has established to mitigate the records management risk
associated with the improper use of Wickr, WhatsApp, or similar messaging applications.

Key NARA Letter citations from OIG report:

Further, the OIG report states that there are “instances of CBP officers not documenting information they
obtained during caravan-related inspections” (page 12); that CBP officials did not retain communication
records {page 17); and that “the CBP officials failure to retain WhatsApp messages likely violated DHS and CBP
records retention policies because the messages were information that CBP created or received in carrying out
its mission and contained substantive information that was necessary to adequately and properly document
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the activities and functions of the CBP officials” (page 28). This violation of policy resulted in what NARA
identified as unauthorized destruction of records caused by use of WhatApp and Wickr.

The OIG identified the following 6 Recommendations within their audit report:

Recommendation 1: Update Customs Directive No. 4320-003, July 1990 (TECS Directive) to clarify the
appropriate bases for placing lookouts and provide training to all CBP officials who have the authority to place
lookouts.

CBP Response to Recommendation 1: Concur. CBP will update lookout placement procedures in the TECS
Directive. Additionally, CBP will modify existing training to inform users that lookouts should only be created
for law enforcement purposes. CBP expects to complete these actions by December 31, 2021.

Recommendation 2: Develop and implement procedures to ensure CBP officials update and remove lookouts
in accordance with the TECS Directive.

CBP Response to Recommendation 2: Concur. CBP will update lookout placement procedures in the TECS
Directive. In addition, CBP will issue a memorandum and muster to remind CBP officers of their
responsibilities to remove and update lookouts in accordance with policy. CBP expects to complete these
actions by December 31, 2021.

Recommendation 3: Develop and issue a policy regarding asking, advising, or otherwise communicating with
foreign governments about denying entry to U.S. citizens. At a minimum, the policy should specify the
appropriate circumstances for such communications, who is authorized to approve such communications, and
the procedures to follow when making such communications.

CBP Response to Recommendation 3: Concur. CBP will revise Directive No. 4320-025A, “Disclosure of
Official Information to Foreign Authorities,” dated April 2014, by adding a provision on sharing U.S. persons’
information with foreign governments. CBP component offices will collaborate to revise and issue the policy.
CBP expects to complete these actions by July 29, 2022.

Recommendation 4: Conduct a review of all instances in which CBP, as part of its response to the migrant
caravan, disclosed U.S. citizens’ Sensitive Personally Identifiable Information to Mexican officials, between
October 2018 and March 2019, to identify any instances that did not comply with foreign disclosure
requirements and take remedial actions. Remedial actions may include rescinding requests to deny entry to U.S.
citizens, retroactively instructing foreign authorities to hold CBP information in confidence and use CBP
information only for the purpose for which CBP provided it, ensuring disclosures are properly documented in
CBP’s systems of records, and any other steps necessary to ensure that all foreign disclosures comply with CBP
Directive No. 4320-025A4, Disclosure of Official Information to Foreign Authorities, DHS Sensitive Systems
Policy Directive 43004, DHS Handbook for Safeguarding Sensitive Personally Identifiable Information, and all
other applicable policies

and procedures.

CBP Response to Recommendation 4: Concur. CBP will identify and review disclosures of U.S. citizens’
Personally Identifiable Information to Mexican officials that occurred as part of its response to the migrant
caravans between October 2018 and March 2019, to ensure compliance with foreign disclosure requirements
(specifically established policies and delegations of authority). To the extent remedial actions are required, CBP
will remediate each noncompliant disclosure. CBP expects to complete these actions by March 31, 2022.

Recommendation 5: Provide training to all CBP personnel on the process for sharing information with foreign
nations, covering all applicable policies and procedures, including which CBP personnel are authorized to make
foreign disclosures.

CBP Response to Recommendation 5: Concur. CBP’s Privacy and Diversity Office, in coordination with
various CBP components, will identify individuals and work units that regularly disclose PII to foreign partners,
and will provide virtual training regarding all applicable policies and procedures by March 31, 2022. The
Privacy and Diversity Office, in coordination with the Office of Training and Development, will also develop a
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new course focused on domestic and foreign information sharing in the DHS Performance and Learning
Management System. CBP expects to complete these actions by December 30, 2022.

Recommendation 6: Take immediate action to end the use of WhatsApp for operational purposes or to ensure
that WhatsApp messages are retained in compliance with legal and policy requirements including records
retention schedules.

CBP Response to Recommendation 6: Concur. CBP’s Office of Information and Technology will explore the
viability of the continued operational use of WhatsApp, which will include looking for a replacement. Office of
Information and Technology is currently piloting a managed messaging platform to replace WhatsApp. CBP is
currently working on an operational pilot. CBP expects to complete these actions by December 31, 2021.

Please don’t hesitate to let me know if you have any questions related to this request.
Thank you,

Rec:ords, and info:matmn Mgmagemem Program {RIM}
DHS{CB 7{03‘"‘/’E\EM

5 (b)(ﬁ) (b)(7)(C)
FiM Website | Reguest BIM Seavice! | Eralt Us

Shine a Light

Susicichy Proverdion and Swearaness

témmm% umm Provention Lifeline

SEP &Zmﬁmyw Assistance Program
BRGSO
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Appointment

From (b)(6), (b)(7)(C)

Sent: 11/17/2021 4:46:38 PM

To:

(b)(6), (b)(7)(C)

CcC:

Subject: Messaging Apps Policy Working Group
Location: Microsoft Teams Meeting

Start: 11/17/2021 6:30:00 PM

End: 11/17/2021 7:30:00 PM

Show Time As: Tentative

Recurrence:  Weekly
every 2 week(s) on Wednesday from 1:30 PM to 2:30 PM

From: (b)(6), (b)(7)(C)
Sent: Wednesday, October 20, 2021 3:12 PM
To: (b)(6), (b)(7)(C)
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(b)(6), (b)(7)(C)

Subject: Messaging Apps Policy Working Group
When: Wednesday, November 17, 2021 1:30 PM-2:30 PM (UTC-05:00) Eastern Time (US & Canada).
Where: Microsoft Teams Meeting

particularly because one of the agenda topics will be related to records. OIT will present on the different types of
Messaging Apps available at CBP and about record keeping related to these Messaging Apps. We hope that you will be
able to attend!

From; (b)(6), (b)(7)(C) |
Sent: Monday, October 18, 2021 12:04 PM

(b)(6), (b)(7)(C)

Subject: Messaging Apps Policy Working Group
When: Wednesday, November 17, 2021 1:30 PM-2:30 PM (UTC-05:00) Eastern Time (US & Canada).
Where: Microsoft Teams Meeting

All,

Following CBP’s acquisition of secure messaging services through the award of a contract with Wickr, the Privacy
Division will be leading an effort to develop both Privacy Compliance Documentation [Privacy Threshold Analysis (PTA) &
Privacy Impact Assessment (PIA)] and a Secure Messaging Platform Policy. | will provide an outline of the PTA and PIA
process as well as provide a timeline for completion.

The Privacy Division is requesting all representatives of all operational and support offices involved in the use of Wickr or
other secure messaging services come prepared to discuss their offices usage of these tools. In addition, working group
members should be prepared to provide their thoughts about potential policy bounds that may be necessary around the
usage of the messaging Apps.
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Following the meeting, | will send out meeting minutes with due outs as well as a invite for the next meeting. Please
forward this invite to anyone you think | may have missed. If you would like to be removed from future messages related

to this group, please let me know.

Regards,

Microsoft Teams meeting

Join on your computer or mobile app
Click here to ioin the mesting

This Teams Meeting is hosted on a U.S. Government information system and is provided for U.S. Government-
authorized use only. Unauthorized or improper use or access of this system may result in disciplinary action as well
as civil and criminal penalties.

Learn More | Meeting options
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Appointment

F :
(b)(6), (b)(7)(C)
Sent: 11/15/2021 2:11:54 PM
TO: ( ) ( ) ( ( ) ( )
Subject: NARA Letter Check-in
Attachments: RE: best time today for NARA Letter check-in Meeting?
Location: Microsoft Teams Meeting
Start: 11/15/2021 4:30:00 PM
End: 11/15/2021 5:00:00 PM
Show Time As: Tentative
Required (b)(G); (b)(7)(C)
Attendees:

Microsoft Teams meeting

Join on your computer or mobile app
Click here 1o ioin the meeting

Or call in {audio only)

(b)(6), (b)(7)(C) | United States, Arlington

Phone Conference IDi (b)(6), (b)}(7)(C) :
Find s local number | Resst PIN

This Teams Meeting is hosted on a U.S. Government information system and is provided for U.S. Government-
authorized use only. Unauthorized or improper use or access of this system may result in disciplinary action as well
as civil and criminal penalties.

Learn More | Meeting options

CBP FOIA APR23000037



Message

From:

Sent:
To:

CC:

Subject:

(b)(6), (b)(7)(C)

11/15/2021 2:00:10 PM

(b)(6), (b)(7)(C)

RE: best time today for NARA Letter check-in Meeting?

Hit send too quick.

Topics:

1. Inserting RIM language in the training deck that NLECC created and X[ e eoeisaid he would push for distribution
and use. Who will own this training?

2. Inserting RIM language in the instructions / process for requesting and approval for use of Wickr and/or
WhatsApp. —SOC? AirWatch team?

3. Integration into Messaging IPT meeting and agenda topics

a.

RIM language into policy

RIM retention capability into solution
?? is it one size fits all or will each messaging app need to have separate and distinct retention policy

based on ‘use’?

(b)(8), ()(7)(C) | CBP Chief Records Officer

Records and Information Management Program {RIM)
DHS/CRP/OIT/RIM

{C1 (b)(6), (b)7)C)

(b)(6), (b)(7)(C)

RiM Website | Beguest BiIM Service! | Emmail Us

BOG-ITE-RIES

BOO-P85- 2002

Shine a Light

Suicicle Provvention and Swareness

Biatiorsd Suivide Prosvnriog Lifeline

CBP BEmphreer Ssslstancs Program
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i
i

From:: (b)(6), (b)(7)(C)

Sent: Monday, November 15, 2021 8:56 AM

Toi (b)(6), (b)}(7)(C) )

Cci (b)(6), (b)(7)(C) i

(b)(6), (b)(7)(C)
Subject: best time today for NARA Letter check-in Meeting?

Records and Information Management Program {RIM)
DHS/CBP/OIT/RIM

{C}i__(b)(6), ()(7)C) |

; (b)(6), (b)(7)(C) E

RiM Website | Heguest PUM Service! | Emsii Us

Suicicle Provention angd Awareness

Bathrse! Sulcide Praeorstian Lifoloe
| BDGITREBRS
CRP Employer Aushatancs Program
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Appointment

From:

Sent:
To:

CC:

Subject:
Attachments:

Location:

Start:
End:
Show Time As:

Required
Attendees:
Optional
Attendees:

(b)(6), (b)(7)(C)

11/24/2021 12:56:57 AM

(b)(6), (b)(7)(C)

Review and update CBP Response to NARA Unauthorized Disposition open case

URGENT - RE: Short Suspense - due noon 11/24/21 - RE: DHS/CBP RIM’s response to the NARA Unauthorized
Disposition Letter & FW: Draft C1 Memo & Training slides - RE: After Actions & Questions -

available by phone after noon

11/24/2021 2:30:00 PM
Tentative

(b)(6), (b)(7)(C)

Please forward as you deem appropriate.

Meeting Purpose:
1. Ensure understanding of the risks to CBP in the use of WhatsApp or similar messaging apps
2. Review draft CBP response to NARA Unauthorized Disposition open case
3. Update listed corrective actions with specific CAPA language including lead office, definition of done, and target
completion dates:

Identify responsible team for:

a.
b.

LN e

=

Completing technical Long term / interim solution

Receiving requests and approving / denying requests for access to WhatsApp (or similar messaging apps)
on their devices

Granting access, providing instruction (training slides) for how to conduct manual record retention
Creation, maintenance, and distribution of WhatsApp guidance and documentation

Conducting oversight on compliance with manual record retention

Communicating applicable laws and regulations on the use of messaging apps to DHS / CBP wide
Creating C1 memo, routing through review process, working with OIT Correspondence to route up to C1
for signature and distribution

Creating CBP level policy to align with DHS policy on use of messaging apps

Creating and maintaining list of apps that have been blocked by CBP

Creating and maintaining list of users that have been granted access to use WhatsApp (or similar
messaging apps)

Microsoft Teams meeting
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Join on your computer or mobile app
Click here 1o loin the mesting

Or call in {(audio only)

(b)(6), (b)(7)(C) United States, Arlington

Phone Conference 1D (P)(6), (b)(7)(C) ;
Find & focal number | Reset PIN

This Teams Meeting is hosted on a U.S. Government information system and is provided for U.S. Government-
authorized use only. Unauthorized or improper use or access of this system may result in disciplinary action as well
as civil and criminal penalties.

Learn More | Meeting ontions
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Message

From: (b)(6), (b)(7)(C)

Sent: 11/23/2021 6:31:57 PM
To:

CC:

(b)(6), (b)(7)(C)

Subject: URGENT - RE: Short Suspense - due noon 11/24/21 - RE: DHS/CBP RIM’s response to the NARA Unauthorized
Disposition Lg_'g_t_g_r__{i_c__f_:_w Draft C1 Memo & Training slides - RE: After Actions & Questions -

Attachments: 111821, 1406- (b)(6), (b)(7)(C)'edItS NARA-Letter-Response.docx; INCO963540 - WhatsApp installation request

Importance: High

/ have mc/uded you here because the CTO was cited as having responsibilities related to the tracking, approval, and
management of WhatsApp access. The use of WhatsApp and how CBP is managing that use is subject of an OIG Audit
and an open case with NARA against CBP alleging CBP has, and is continuing, to conduct Unauthorized Disposition of
Federal Records generated by the use of WhatsApp and similar messaging apps.

XD (b)(6), (b)(7)(C) i

Please also weigh-in.

In reviewing ENTSD’s and the SOC’s attached responses to the open NARA Unauthorized Disposition Letter {and OIT's
mllestones in the CAP agamst the OIG report) there are defmlte process gaps and dlsagreement on whlch OIT

also has a role in the overall process.

Just a portion of SOC’s response highlights the gaps and disconnects: The SOC doesn't approve or take any action
regarding WhatApp requests, When a request comes into the SOC, it is forwarded to €10 who manages the TRM and
ENTSD who manages mobile devices.

LT0 manages the TRM, where WhatApn is listed as Restricted. Recommend that a list of authorized users be
maintained by CTO. C3D is not aware of the existence of this list,
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The 50C also does not add approved users to AD. | believe this is done by ENTSD. it is not a SOC responsibility.

The response will be reviewed with the aDAC on 11/26/21 Friday, and the AC on 11/29/21 Monday. It will then go to
ClO Hysen for review before being submitted to NARA. The response will be considered publicly available information
and several citizen action groups such as CREW will be looking for the DHS/CBP response.

i (b)(6), (b)(7)(C) {CBP Chief Records Officer
Records and Information Management Program {RIM}
(b)(6), (b)(7)(C) :

RiM Websiie | Regquest BiM Service! | Emait Us

Shine a Light

Suicide Provention angd Awareness
Matiorsd Suivide Provention Lifeling
BNRPTL-HREY

LRP Empleyes Soslstancs Program

B PRETHES

From: (b)(6), (b)(7)(C) ;

Sent: Tuesday, November 23, 2021 12:55 PM

To! (b)(6), (b)(7)(C)
Cc: (b)(6), (b)(7)(C) ;

(b)(6), (b)(7)(C)

Subject: RE: Short Suspense - due noon 11/24/21 - RE: DHS/CBP RIM’s response to the NARA Unauthorized Disposition
Letter & FW: Draft C1 Memo & Training slides - RE: After Actions & Questions -

A determination is needed on exactly who should be approving the WhatsApp requests. Historically these have been
sent to the SOC and then an email has come back with the approval. ENTSD created the Active Directory security group
allowing for users to be added an removed as needed. This Active Directory security group can be maintained by
anyone with granted access. If the SOC is not going to be the group to do this, a determination is needed asap as to who
it will be (I see CTO office referenced in this most recent response).
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Please also see the attached escalated request where someone in Honduras is requesting WhatsApp. Not sure who is

approving it at this point.

Dlrector, Moblllty and Collaboration Branch {(MCB)
DHS | CBP | ES | OIT | ENTSD

Work: (b)(6), (b)(7)(C) |

Mobilei (b)(6), (b)(7)(C)
' (b)(6), (b)(7)(C)

From: (b)(6), (b)(7)(C)

Sent: Tuesday, November 23, 2021 12:47 PM

To: (b)(8), (b)(7)(C) i

Cci (b)(6), (b)(7)(C)

(b)(6), (b)(7)(C)

: (b)(6), (b)(7)(C)
Subject: RE: Short Suspense - due noon 11/24/21 RE: DHS/CBP RIM'’s response to the NARA Unauthorized Disposition
Letter & FW: Draft C1 Memo & Training slides - RE: After Actions & Questions -

! ve attached the document with comments from CSD and SOC perspective.! (b)(5)

(b)(5) iThanks

Actmg Chief informatian Security Officer

Acting Executive Director, Cybersecurity Directorate
Office of Information and Technology

LLS. Customs and Border Protection

_L(b)(6), (b)(7)(C) tviobile

(b)(6), (b)}(7)(C)
From: (b)(6), (b)(7)(C)
Sent: Monday, November 22, 2021 5:04 PM
To, oo oo LULE U
(b)(6), (b)(7)(C) |
_Ccf (b)(6), (b)(7)(C)

(b)(6), (b)(7)(C)
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Subject: Short Suspense - due noon 11/24/21 - RE: DHS/CBP RIM’s response to the NARA Unauthorized Disposition
Letter & FW: Draft C1 Memo & Training slides - RE: After Actions & Questions -

research CBP RIM has learned that CSD / SOC is a stakeholder in the tasker.

BACKGROUND: In response to a recent Office of Inspector General (OIG) report, “CBP Targeted Americans with the
2018-2019 Migrant Caravan,” a CAP was opened by the OIT ALT that includes implied actions for the SOC. The National
Archives and Records Administration (NARA) became aware, through multiple media reports and the OIG report, that
CBP has been using the messaging software WhatsApp and is deploying the encrypted messaging application Wickr
across all components of the agency. Subsequently NARA opened a case against DHS/CBP for Unauthorized Destruction
of Records due to use of messaging apps such as WhatsApp.

CBP RIM is working with DHS, USBP, OFO, ENTSD, and others to respond to the NARA case. The CBP RIM response to
NARA cites SOC actions based on the CAP but also based on discussions with ENTSD (XD (b)(6), (b)(7)(C) il cc’d here
) and the Messaging Apps WG that meets on alternate Wednesdays.

Response due noon, 11/24/21 - Attached for SOC review, comment, or concurrence: The initial draft response will be
provided to the aDAC for review and approval on 11/26/21.
1. Initial draft of DHS/CBP response to the NARA open case letter. 111821.1406 MacNeil edits NARA-Letter-
Response

Due by COB 11/30/21 - Attached for SOC review, comment, or concurrence are:
1. Proposed edits to the Android/iOS WhatsAppBackup training slides to be included for distribution when SOC
approves the use of WhatsApp for users
2. Proposed language for OIT (SOC?) to edit and provide as a C1 memo to communicate with CBP the records
management requirements when using messaging apps such as WhatsApp

Please let me know if you have questions on this and/or if someone from the SOC would like to discuss.

Thank you,

i (b)(6), (b)(7)(C) | CBF Chief Records Officer
Records and Information Management Program {RIM}
DHS/CBP/OIT/RIM

(CL(b)(E), (B)TI(C). !

; {b)(6), (b)(7)(C) ;
RIM Wehsite | Reguest BIM Service! | Eimall Us

Shine a Light
Sutcide Provention and Swareness

Battoret Sulnhde Presraian Lifoling
BNGFILHR88
CERE Bmplopes Asshutanos Prosgrans
BRSO
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Froms (b)(6), (b)(7)(C)
Sent: Monday, November 22, 2021 3:01 PM

To: (b)(6), (b)(7)(C)
....... _ (b)(86), (k)(7)(C) .
Cc (b)(6), (b)(7)(C)

(b)(6), (b)(7)(C)

Subject: RE: Draft C1 Memo & Training slides - RE: After Actions & Questions - RE: CBP RIM’s response to the NARA
Unauthorized Disposition Letter

which will be required by the SOC with regard to this audit remediation. These include:

- Edits/concurrence to C1 memo re the need to archive WhatsApp.

- Distribution of the Manual Archiving Training to all existing and future WhatsApp users as the SOC
approves/adds people to the AD Security Group (OIG CAP Audit :M-00093 Manual archiving will be required
until a solution such as Smarsh or TeleMessage is in place.”)

- Edits/concurrence to the NARA response (see previous email).

Thank you

Director, Mobility and Collaboration Branch {(MCB)
DHS | CBP | ES | OIT | ENTSD

Work: (b)(8), (b)(7)(C)
Mobile; (b)(6), (b)(7)(C) |

(b)(6), (b)(7)(C)
From| (b)(6), (b)(7)(C)
Sent: Friday, November 19, 2021 6:51 AM
Td (b)(6), (b)(7)(C)
Ces (b){6), (b)(NIC) i

(b)(6), (b)(7)(C)
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(b)(6), (b)(7)(C)

Subject: Draft C1 Memo & Training slides - RE: After Actions & Questions - RE: CBP RIM’s response to the NARA

Good morning,

Unauthorized Disposition Letter

Also attached is an initial cut at the C1 memo. ! (b)(5) i

(b)(S)

Question: Will ENTSD call a meeting with RIM, PDO and Policy Directive? Or should we handle edits and input via email
exchange?

Records and information Management Program {RIM)
DHS/CBR/OIT/RIM

(b)(6), (b)(7)(C)

RiM Websls | Reguest RIM Service! | Emait s

Shine a Light

LSutcide Prevention and Awareness
Nationad Sulckle Provention Lifeline
BO-ZF-8855

LRE Braployes Saslstante Program

OG- TESINE2

From; (b)(6), (b)(7)(C)
Serlit: Wednesday, November 17, 2021 8:46 AM

To! (b)(6), (b)(7)(C)

Cci (b)(6), (b)(7)(C) i

Subject: FW: After Actions & Questions - RE: CBP RIM’s response to the NARA Unauthorized Disposition Letter
Importance: High
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Thanks.

(b)(6), (b)(7)(C) ;
Executive Director, on detail supporting
Enterprise Networks & Technology Support (ENTSD)
Office of Information and Technology (OIT)
U.S. Customs and Border Protection
Department of Homeland Security
................................. desk)

cell)

: (b)(6), (b)(7)(C)

To schedule an appointment, please contacté (b)(6), (b}(7)(C)

From: (b)(6), (b)(7)(C) i

Sent: Tuesday, November 16, 2021 1:11 PM
_To (b)(6), (b)(7)(C)
(b)(6), (b)(7)(C)

Subject: RE: After Actions & Questions - RE: CBP RIM’s response to the NARA Unauthorized Disposition Letter

XD...

Attached are updated draft training guides for existing end users. There is one for Android and one for iOS. These can
be further edited by the SOC or RIM as needed.

(b)(5)
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(b)(5)

Question:

From; (b)(6), (b)(7)(C) >
Sent: Monday, November 15, 2021 1:45 PM

Toi (b)(6), (b)(7)(C)
(b)(6), (b)(7)(C)
Cc; (b)(6), (b)(7)(C)

(b)(6), (b)(7)(C)

Subject: After Actions & Questions - RE: CBP RIM’s response to the NARA Unauthorized Disposition Letter
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(b)(6), (b)(7)(C) ;
Thank you all for meeting with us last week regarding the NARA Letter / Open Case related to the OIG Audit,
Recommendation 6 on messaging apps.
| captured a few after actions per our discussion and | have a couple questions — | have captured below:
After Actions:

1.

(b))

It was discussed that the AirWatch team is responsible for receiving and approving user requests to load WhatsApp onto
their devices...

Question:
1. Whois the correct POC to get insight into how this process is working so it can be included in the CBP response
to NARA?

a’ (b)(3)

Will you please let me know if the actions / suggestions / question above can be accomplished in time for the
Wednesday working group meeting and in time for inclusion in CBP’s response back to NARA?

Thanks,

(b)(8), (b)7)(C)

CBP Chief Records Officer
Records and Information Management Program {RIM)
DHS/CBP/OIT/RIM

E (b)(6), (b)(7)(C) ;
RiM Websits | Reguest RiIM Sewvice! | EmaitUs

Shine a Light

sancice Provention and Svearaness
rations! Sulcide Prswention Lifeline
B ZRE- B85

SEP Bmployer Asslstance Progrem
BTSSR
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From:: (b)(6), (b)(7)(C)

Sent: Tuesday, November 9, 2021 3:59 PM

To: (b)(8), (b)(7)(C) :

Cci (b)(6), (b)(7)(C) i

Subject: CBP RIM’s response to the attached NARA Unauthorized Disposition Letter

When: Wednesday, November 10, 2021 11:00 AM-11:30 AM (UTC-05:00) Eastern Time (US & Canada).
Where: Microsoft Teams Meeting

Attaching the presentation thati ()6, (NN(C) {just emailed.

ol i
Hiime. oo}
L i?

Chief Information Officer (CIO), DHS Senior Agency Official for Records Management (SAORM), regarding CBP's planned
deployment of WICKR and the information that NARA received in the OIG report, "CBP Targeted Americans with the
2018-2019 Migrant Caravan" regarding the use of WhatsApp. With input from OIT Offices, CBP RIM is the lead for

solutions and long term solutions. NARA’s primary area of concern is the loss of records generated when WhatsApp and
similar messaging apps are used. Our deadline is extremely tight due to the multiple levels of reviews the response will

have to go through i.e. USBP, OFO, OIT, OCC, DHS SAORM... | want to ensure XDi(bllsl,(blﬂl(CJEiS aware of our conclusions to-

date and try to identify POCs within ENTSD that CBP RIM can meet with that have firsthand knowledge of the actions
being taken: technical/manual solution, policy creation, training, communication, enforcement, consequences...

The CBP RIM response needs to address current status of the lost records, actions and timelines CBP is taking to
‘manage’ retention of records generated using messaging apps such as WhatsApp, creation of a NARA approved
schedule that is compatible with the technical solutions being pursued.

An important distinction is that response to the OIG Report does NOT replace CBP’s need to provide response to NARA’s
Letter.

***% NARA instructed DHS/CBP RIM to provide a response that addresses the following (as contained in the
attached letter):
1. Ensure that Records Management regulations are being adhered to
2. Ensure that the CBP is regulating the use of these messaging applications consistent with NARA’s and
the Department’s records management policies
3. Ensure that CBP is communicating to all employees that they cannot use these applications to
circumvent their records management responsibilities and that all employees are aware that they must
be retaining all messages that are federal records in accordance with agency policy and all applicable
NARA-approved records schedules
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4. Include a complete description of the records with volume and dates if known; description of the office
maintaining the records; a statement of the exact circumstances surrounding the removal, defacing,
alteration, or destruction of records; a statement of the safeguards established to prevent further loss
of documentation; and details of the actions taken to salvage, retrieve, or reconstruct the records.

DHS/CBP’s response must also include Records Management corrective actions that CBP will be required to
implement as a result of the OIG investigation.

Records and Information Management Program {RIM)}
DHS/CBP/OIT/RIM

(b)(8), (b)(7)(C)

RIM Website | Beguest RIM Service! | Emall Us

Microsoft Teams meeting

Join on your computer or mobile app
Click here to join the mesting

Or call in {audio only)

(b)(6), (b)(7)(C) éUnited States, Arlington

Phone Conference ID1_(b)(6), (b)(7)(C) :
Find a logal number | Resst PIN

This Teamns Meeting is hosted on a U.S. Government information system and is provided for U.S. Government-
authorized use only. Unauthorized or improper use or access of this system may result in disciplinary action as well
as civil and criminal penalties.

Learn More | Mesting options
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Message

From:

(b)(6), (b)(7)(C)

Sent: 11/23/2021 5:49:31 PM

To:

(b)(6), (b)(7)(C)

Subject: INC0963540 - WhatsApp installation request

1 (b)(8), (b)(7)(C) i located overseas in Honduras and is requesting the mobile application WhatsApp to be install on his device
to use communication between fellow CBP officer Overseas. He stated he submitted the request to TRM but they closed
those ticket. He requests to be escalated. Please advise

CBPO! (b)(8), (b)(7)(C)

CSI Puerto Cortes, Honduras
Device: Iphone

Celli___ (b)(6), (b)7)C) ___}
Office___(b)(6), (b)(7)(C) i

Thank you in advance for your assistance

Team Patriot (Contractor)
TSD Advanced Support -Team Lead
Technology Service Desk
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Appointment

From:
(b)(6), (b)(7)(C)
Sent: 11/5/2021 8:30:25 PM
’ ( ) ( ) ( ) ( ) ( )
Subject: ITGC Deck
Attachments: RIMITGC 211105.pptx
Location: Microsoft Teams Meeting
Start: 11/8/2021 3:30:00 PM
End: 11/8/2021 4:00:00 PM
Show Time As: Tentative
Required (b)(6), (b)(7)(C)
Attendees:

Microsoft Teams meeting

Join on your computer or mobile app

Click here to

inin the meeting

Or call in {(audio only)

(b)(6),

(b)(7)(C) | United States, Arlington

Phone Conference 1D} (b)(6), (b)(7)(C) :

Find a local number | Reset PIN

This Teams Meeting is hosted on a U.S. Government information system and is provided for U.S. Government-
authorized use only. Unauthorized or improper use or access of this system may result in disciplinary action as well
as civil and criminal penalties.

Learn More | Meeting options
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Appointment

From:

Sent:
To:

Subject:
Attachments:
Location:

Start:
End:
Show Time As:

()6, b)N(C)

(b)(6), (b)(7)(C)

w/DHS-Review CBP response to NARA Unauthorized disposition letter
NARA Unauth Disp Report Mockup 211206dw v1-draft.docx; CBP ack WhatsApp letter 120621 v1-draft.docx
Microsoft Teams Meeting

12/6/2021 2:00:00 PM
12/6/2021 3:00:00 PM
Busy

Required
Attendees:

(b)(6), (b)(7)(C)

Microsoft Teams meeting

Join on your computer or mobile app

Click here to

toin the mesting

Or call in {(audio only)

(b)(8), (b)(7)(C) i United States, Arlington

Phone Conference 103 (b)(6), (b)(7)(C)

‘.
i
i

Find 2 local number | Reset PIN

This Teams Meeting is hosted on a U.S. Government information system and is provided for U.S. Government-
authorized use only. Unauthorized or improper use or access of this system may result in disciplinary action as well
as civil and criminal penalties.

Learn More | Mesting options
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Message

::: O — (b)(6), (b)(7)(C)
e APNO), (B)T)(C)

Attachments: cbp_0234.eMessaging-cro.pdf; DAA-0568-2022-0005 v2.pdf

271772022

CBP RIM has developed the Electronic Messaging Schedule. Please see the below analysis with attachments. If you
approve, please sign the 234 Form. We will follow-up with you by 2/22/2022 if a response is not received.

Result Options:
Schedule Developed (Non-IT System)

e 234 Signatures: CRO, Privacy, OCC, Business Owner, LRIM

Titla: Electronic Messaging Records

Approvals Reguired for Retention:
Chief Records Officer:i

Chief Counsel;
e Business Owner
o LRIM:__(b)(6), (B)7)(C)

CHP RIM Team Analysis:

CBP RIM developed an electronic messaging records schedule as a part of the ERM Program Plan and in response to the
NARA Unauthorized Disposal Letter regarding Wickr and WhatsApp. The scope includes any electronic messaging not
covered by other schedules or integrated into IT system functions. The retention was based on Capstone email roles and

retentions.

Analysis Quicome:

CBP RIM drafted a schedule DAA-0568-2022-0005. The schedule contains a permanent schedule item for messages of
Capstone Officials (60 top roles within the agency) and a temporary item for all other messages (10 year retention).

(b)(6), (b)(7)(C)
Senior Records Information Management Advisor
Capitol Advisors on Technology, LLC
Records and Information Management
OIT | CBP | DHS

CBP FOIA APR23000056



Celli (b)(6), (b)(7)(C)
TEAMS:___(b)(6), (b)(7)(C)

(b)(6), (b)(7)(C)
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DEPARTMENT OF HOMELAND SECURITY
U.S. Customs and Border Protection

RECORDS AND SYSTEMS RETENTION SCHEDULE APPROVAL

CBP Record Series or Electronic Information System Name:
Electronic Messaging Records

Name of CBP RIM Scheduler (Last, First, Middle Initial):
5 (b)(6), (b)(7)(C)

Select One:

A) [] The CBP RIM Program reviewed this system with System Subject Matter Experts and has determined that the system is covered by
existing NARA-approved schedules (list provided separately).

B) [] The CBP RIM Program reviewed this system with System Subject Matter Experts and has developed a retention schedule for all
unscheduled records held within the system (draft schedule provided separately).

C) [] The CBP RIM Program reviewed the provided records series with Subject Matter Experts and has determined that the records are
covered by existing NARA-approved schedules (list provided separately)

D) [X The CBP RIM Program developed these record series with Subject Matter Experts and has drafted a retention schedule for NARA
submission (draft schedule provided separately)

DAA-0568-2022-0005 v2

(b)(6), (b)(7)(C)

Chief Records Officer Signature:

7 | héve revnewéd thé provided draﬁ retén’non séhedule and approve ofrtherdescnpnon{s) énd retention penod{s). I suppor;t submltting this
retention schedule to the National Archives and Records Administration for approval. By providing my signature, | understand that these
records cannot be dispositioned until NARA has approved this schedule.

Business Owner Signature LRIM Signature

Chief Counsel Representative Signature LRIM Signature
(Optional- if more than one office is involved)

Privacy Representative Signature LRIM Signature
(Optional- if more than one office is involved)

CBP Form 234 (8/20)
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NATIONAL ARCHIVES AND RECORDS ADMINISTRATION
Request for Records Disposition Authority Records Schedule: DAA-0568-2022-0005

Request for Records Disposition Authority

DAA-0568-2022-0005
Draft

Bureau of Customs and Border Protection

Records of the Bureau of Customs and Border Protection
Agency-wide

Electronic Messaging Records

Yes

This schedule covers electronic messaging records sent and received
in the course of CBP business and includes electronic messaging
such as text messages, chat/instant messages, chats and posts in
proprietary business communication platforms such as Microsoft
Teams, and any other messaging content not covered by an existing
record schedule.

Not included are electronic messages generated by an operational
system that creates records, email that is covered by the Capstone
policy, and social media content that is covered by an existing
approved schedule.

Electronic Records Archives Page 10f 6 PDF Created on: 01/25/2022
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NATIONAL ARCHIVES AND RECORDS ADMINISTRATION
Request for Records Disposition Authority

Records Schedule: DAA-0568-2022-0005

Electronic Messaging Records of Designated Capstone Officials
Disposition Authority Number: DAA-0568-2022-0005-0001

Other Electronic Messaging Records
Disposition Authority Number: DAA-0568-2022-0005-0002

Electronic Records Archives Page 2 0f 6

PDF Created on: 01/25/2022
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NATIONAL ARCHIVES AND RECORDS ADMINISTRATION
Request for Records Disposition Authority Records Schedule: DAA-0568-2022-0005

DAA-0568-2022-0005-0001

This schedule covers electronic messaging records sent and received by
Designated Capstone Officials as identified in GRS 6.1-0568-2018-0001 and
successor Capstone schedules in the course of CBP business.

Permanent

Pending

No

These are electronic messages only.
Yes

No

Cutoff at end of employee’s tenure in the Capstone
Official role.

Transfer to the National Archives 15 year(s) after
cutoff.

Unknown
CBP will determine date span before submitting
schedule to NARA.

Every 5 Years

Other Electronic Messaging Records
DAA-0568-2022-0005-0002

Electronic messaging records created and received by all other non-Capstone
Official CBP employees.

Electronic Records Archives Page 3 0of 6 PDF Created on: 01/25/2022
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NATIONAL ARCHIVES AND RECORDS ADMINISTRATION
Request for Records Disposition Authority Records Schedule: DAA-0568-2022-0005

Temporary

Pending

No

Electronic messages only.
Yes

No

Cutoff upon receipt or submission of message.

Destroy 10 year(s) after cutoff

Not Required

Electronic Records Archives Page 4 of 6 PDF Created on: 01/25/2022
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NATIONAL ARCHIVES AND RECORDS ADMINISTRATION
Request for Records Disposition Authority Records Schedule: DAA-0568-2022-0005

| hereby certify that | am authorized to act for this agency in matters pertaining to the disposition of its records and that the records
proposed for disposal in this schedule are not now needed for the business of the agency or will not be needed after the retention
periods specified.

i
iy

Electronic Records Archives Page 5 0f 6 PDF Created on: 01/25/2022
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NATIONAL ARCHIVES AND RECORDS ADMINISTRATION

Request for Records Disposition Authority Records Schedule: DAA-0568-2022-0005

0001

Electronic Records Archives Page 6 of 6 PDF Created on: 01/25/2022
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Message

From: CBPRECORDSMANAGEMENT! (b)(6), (b)(7)(C) i
sent. (b)(6), (b)(7)(C)

To:

Subject: FW: OCC APPROVAI: NEEDEDl: Emessaging Record Retention Schedule 234

Attachments: cbp_0234 eMessaging2, DDsigned.pdf; DAA-0568-2022-0005 v3.pdf

Good Afternoon,
 am following up regarding our request to obtain your signature on the Emessaging 234. | have
attached the schedule and the 234 for your convenience.

__(b)(6), (b)(7)(C)_!

Senior Records Information Management Advisor
Capitol Advisors on Technology, LLC

Records and Information Management

OIT | CBP | DHS

Celli__(b)(6), (b)(T)C) !

TEAMS: (b)(6), (b)(7)(C)

(b)(6), (b)(7)(C)

From: CBPRECORDSMANAGEMENT | (b)(6), (b)(7)(C)
Sent: Wednesday, March 9, 2022 12:24 PM
To: (b)(6), (b)(7)(C) ;

..... (b)(6), (b)(7)(C)
Ce:! (0)(8), (B)(7)(C) ;
Subject: OCC APPROVAL NEEDED: Emessaging Record Retention Schedule 234

3/9/2022

CBP RIM has developed the Electronic Messaging Schedule. Please see the below analysis with attachments. If you
approve, please sign the 234 Form. We will follow-up with you by 3/15/22 if a response is not received.

Result Options:
Schedule Developed (Non-IT System)

e 234 Signatures: CRO, Privacy, OCC, Business Owner, LRIM
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o Privacy:| (b)(6), (b)(7)(C) signed
e Chief Counsel:i_(b)(6), (b)(7)(C) !

e [RIM: (b){(6), (b}(7)(C) i

CBP RIM Team Analysis:

CBP RIM developed an electronic messaging records schedule as a part of the ERM Program Plan and in response to the
NARA Unauthorized Disposal Letter regarding Wickr and WhatsApp. The scope includes any electronic messaging not
covered by other schedules or integrated into IT system functions. The retention was based on Capstone email roles and
retentions.

Analysis Qutcome:
CBP RIM drafted a schedule DAA-0568-2022-0005. The schedule contains a permanent schedule item for messages of
Capstone Officials (60 top roles within the agency) and a temporary item for all other messages (10 year retention).

(b)(6), (bX7)(C)__

Senior Records Information Management Advisor
Capitol Advisors on Technology, LLC

Records and Information Management

OIT | CBP | DHS

Celli__(b)(6), (b)(7)(C).
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DEPARTMENT OF HOMELAND SECURITY
U.S. Customs and Border Protection

RECORDS AND SYSTEMS RETENTION SCHEDULE APPROVAL

CBP Record Series or Electronic Information System Name:
Electronic Messaging Records

Name of CBP RIM Scheduler (Last, First, Middle Initial):
? (b)(6), (b)(7)(C)

Select One:

A) [] The CBP RIM Program reviewed this system with System Subject Matter Experts and has determined that the system is covered by
existing NARA-approved schedules (list provided separately).

B) [] The CBP RIM Program reviewed this system with System Subject Matter Experts and has developed a retention schedule for all
unscheduled records held within the system (draft schedule provided separately).

C) [] The CBP RIM Program reviewed the provided records series with Subject Matter Experts and has determined that the records are
covered by existing NARA-approved schedules (list provided separately)

D) [X The CBP RIM Program developed these record series with Subject Matter Experts and has drafted a retention schedule for NARA
submission (draft schedule provided separately)

DAA-0568-2022-0005 v3

(b)(6), (b)(7)(C)

Chief Records Officer Signature:

7 | héve revnewéd thé provided draﬁ retén’non séhedule and approve ofrtherdescnpnon{s) énd retention penod{s). I suppor;t submltting this
retention schedule to the National Archives and Records Administration for approval. By providing my signature, | understand that these
records cannot be dispositioned until NARA has approved this schedule.

Business Owner Signature LRIM Signature
Chief Counsel Representative Signature LRIM Signature
(Optional- if more than one office is involved)
(b)(6), (b)(7)(C)
Privacy Representative Signature LRIM Signature

(Optional- if more than one office is involved)

CBP Form 234 (8/20)
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NATIONAL ARCHIVES AND RECORDS ADMINISTRATION
Request for Records Disposition Authority Records Schedule: DAA-0568-2022-0005

Request for Records Disposition Authority

DAA-0568-2022-0005
Draft

Bureau of Customs and Border Protection

Records of the Bureau of Customs and Border Protection
Agency-wide

Electronic Messaging Records

Yes

This schedule covers electronic messaging records sent and received
in the course of CBP business and includes electronic messaging
such as text messages, chat/instant messages, chats and posts in
proprietary business communication platforms such as Microsoft
Teams, and any other messaging content not covered by an existing
record schedule.

Not included are electronic messages generated by an operational
system that creates records, email that is covered by the Capstone
policy, and social media content that is covered by an existing
approved schedule.

Electronic Records Archives Page 10f 6 PDF Created on: 03/09/2022
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NATIONAL ARCHIVES AND RECORDS ADMINISTRATION
Request for Records Disposition Authority

Records Schedule: DAA-0568-2022-0005

Electronic Messaging Records of Designated Capstone Officials
Disposition Authority Number: DAA-0568-2022-0005-0001

Other Electronic Messaging Records
Disposition Authority Number: DAA-0568-2022-0005-0002

Electronic Records Archives Page 2 0f 6

PDF Created on: 03/09/2022
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NATIONAL ARCHIVES AND RECORDS ADMINISTRATION
Request for Records Disposition Authority Records Schedule: DAA-0568-2022-0005

Electronic Messaging Records of Designated Capstone Officials
DAA-0568-2022-0005-0001

Electronic messaging records in scope of this schedule's background

sent and received by Designated Capstone Officials as identified in GRS
6.1-0568-2018-0001 and successor Capstone schedules in the course of CBP
business.

Permanent

Pending

No

These are electronic messages only.
Yes

No

Cutoff at end of employee's tenure in the Capstone
Official role.

Transfer to the National Archives 15 year(s) after
cutoff.

Unknown
CBP will determine date span before submitting
schedule to NARA.

Every 5 Years

Electronic Records Archives Page 3 0of 6 PDF Created on: 03/09/2022
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NATIONAL ARCHIVES AND RECORDS ADMINISTRATION
Request for Records Disposition Authority Records Schedule: DAA-0568-2022-0005

Electronic messaging records in scope of this schedule's background created and
received by all other non-Capstone Official CBP employees.

Temporary

Pending

No

Electronic messages only.

Yes

No

Cutoff upon receipt or submission of message.

Destroy 10 year(s) after cutoff

Not Required

Electronic Records Archives Page 4 of 6 PDF Created on: 03/09/2022
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NATIONAL ARCHIVES AND RECORDS ADMINISTRATION
Request for Records Disposition Authority Records Schedule: DAA-0568-2022-0005

| hereby certify that | am authorized to act for this agency in matters pertaining to the disposition of its records and that the records
proposed for disposal in this schedule are not now needed for the business of the agency or will not be needed after the retention
periods specified.

i
iy

Electronic Records Archives Page 5 0f 6 PDF Created on: 03/09/2022
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NATIONAL ARCHIVES AND RECORDS ADMINISTRATION

Request for Records Disposition Authority Records Schedule: DAA-0568-2022-0005

0001

Electronic Records Archives Page 6 of 6 PDF Created on: 03/09/2022
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Message

From: _CBPRECORDSMANAGEMENT: (b)(6), (b)(7)(C)
(b)(6), (b)(7)(C)

Sent: A 2/28/2022 6:58:36 PM

To:

Subject: Checking on Privacy questions - FW: FOR PRIVACY SIGNATURE: Electronic Messaging Schedule

Attachments: DWSIG_cbp_0234.eMessaging-cro.pdf
Importance: High

..............

I hope you are doing well.

Circling back with you based on discussion in the Messaging App IPT last week . You indicated that Privacy had some
gquestions regarding the language in the attached Electronic Messaging Records schedule.

**% CBP RIM is trying to get the schedule ‘at least’ into the NARA review cycle so that forward progress can be
accurately reported to OIG and to NARA.

Will you send your comments to CBP RIM via email so we can answer any questions you may have?

Thanks!

Dawn

[ _(b)(6),(b)7)(C)_CBP Chief Records Officer

CBP Records and Information Management Program {RIM}

DHS/CBR/OIT/RIM

{CL.(b)6), (b)7)C) i

(b)(8), (b)(T)(C) i

RiM Website | Emait Us

Shine a Light

Sutivide Provention andgd Swareness

Nationsd Sulchde Prevention Lifeline
BOD-ZTL-RIES
LEP Braployes Ssslstanse Program
BRG-VERI002

From:: (b)(6), (b)(7)(C) ;

Sent: Tuesday, February 22, 2022 4:54 PM

To:i (b)(6), (b)(7)(C) ;
Cc: (b)(6), (b)(7)(C) |

Subject: RE: FOR PRIVACY SIGNATURE: Electronic Messaging Schedule
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Good afternooni (b)(6), (b)(7)(C)

Do you have any concerns or questions regarding the Electronic Messaging Schedule?

if not please sign the 234,

Thank vou

:_(b)(6), (b)(7)(C) :

Senior Records Information Management Advisor
Capitol Advisors on Technology, LLG

Hecords and Information Management

OIT | CBP | DHS

Celll_(b)(6), (b)(7)C)_;

TEAMS |____(b)e). (b)7)(C)

(b)(6), (b)(7)(C)
From:, (b)(6), (b)(7)(C)
Sent: Friday, February 18, 2022 10:45 AM
To (B)(E), BTYCE)
Cc:i (b)(6), (b)(7)(C)

Subject: RE: FOR PRIVACY SIGNATURE: Electronic Messaglng Schedule

Yes you are correct

(b)(8), (b)(7)(C)
Senior Records Information Management Advisor
Capitol Advisors on Technology, LLC
Records and Information Management
OIT | CBP | DHB
Celli_(b)s), (b)(T)(C)
TEAMS.__(b)(6), (b)(7)(C)

(b)(6), (b)(7)(C)
From: (b)(6), (b)(7)(C)
Sent: Thursday, February 17, 2022 9:34 AM
To:: (b)(G), (b)(7)(C)
Ce: (b)(6), (b)(7)(C)

Subject RE: FOR PRIVACY SIGNATURE: Electronic Messaglng Schedule

Good morning, is this intended to cover the secure messaging apps?

i
1 (b)(6], (bl(7l(Cl

_____________ 2

From:! (b)(6), (b)(7)(C)
Sent: Thursday, February 17, 2022 9:31 AM
Toi (b)(6), (b)(7)(C)

Subject: FOR PRIVACY SIGNATURE: Electronic Messaging Schedule
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2/17f3022

CBP RIM has developed the Electronic Messaging Schedule. Please see the below analysis with attachments. If you
approve, please sign the 234 Form. We will follow-up with you by 2/22/2022 if a response is not received.

Result Options:
Schedule Developed (Non-IT System)

e 234 Signatures: CRO, Privacy, OCC, Business Owner, LRIM
Title: Electronic Messaging Records

Approvals Reguired for Retention:

e Chief Records Officer:i (b)®), (b)(7)(C) isigned

e  Privacy:_(b)8),(b)(7)(C) |

e Chief Counsel:i__(b)(6), (b)(7)(C) _i

CBP RIM Team Analysis:

CBP RIM developed an electronic messaging records schedule as a part of the ERM Program Plan and in response to the
NARA Unauthorized Disposal Letter regarding Wickr and WhatsApp. The scope includes any electronic messaging not
covered by other schedules or integrated into IT system functions. The retention was based on Capstone email roles and
retentions.

Analysis Qutcome;
CBP RIM drafted a schedule DAA-0568-2022-0005. The schedule contains a permanent schedule item for messages of
Capstone Officials (60 top roles within the agency) and a temporary item for all other messages {10 year retention).

i (b)(6), (b)(7)(C) :
Senior Records Information Management Advisor
Capitol Advisors on Technology, LLC
Records and Information Management
OIT | CBP | DHS

Celli__(b)®), (b)(7)(C)

TEAMS: (b)(6), (b)(7)(C)

(b)(6), (b)(7)(C)
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DEPARTMENT OF HOMELAND SECURITY
U.S. Customs and Border Protection

RECORDS AND SYSTEMS RETENTION SCHEDULE APPROVAL

CBP Record Series or Electronic Information System Name:
Electronic Messaging Records

Name of CBP RIM Scheduler (Last, First, Middle Initial):
: (b)(6), (b)(7)(C)

Select One:

A) [] The CBP RIM Program reviewed this system with System Subject Matter Experts and has determined that the system is covered by
existing NARA-approved schedules (list provided separately).

B) [] The CBP RIM Program reviewed this system with System Subject Matter Experts and has developed a retention schedule for all
unscheduled records held within the system (draft schedule provided separately).

C) [] The CBP RIM Program reviewed the provided records series with Subject Matter Experts and has determined that the records are
covered by existing NARA-approved schedules (list provided separately)

D) [X The CBP RIM Program developed these record series with Subject Matter Experts and has drafted a retention schedule for NARA
submission (draft schedule provided separately)

DAA-0568-2022-0005 v2

(b)(6), (b)(7)(C)

Chief Records Officer Signature:

7 | héve revnewéd thé provided draﬁ retén’non séhedule and approve ofrtherdescnpnon{s) énd retention penod{s). I suppor;t submltting this
retention schedule to the National Archives and Records Administration for approval. By providing my signature, | understand that these
records cannot be dispositioned until NARA has approved this schedule.

Business Owner Signature LRIM Signature

Chief Counsel Representative Signature LRIM Signature
(Optional- if more than one office is involved)

Privacy Representative Signature LRIM Signature
(Optional- if more than one office is involved)

CBP Form 234 (8/20)
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Appointment

From: (b)(6), (b)(7)(C)

Sent: 11/2/2021 1:07:52 PM

To:

CcC:

Subject: Response to NARA Questions about WhatsApp/Wickr
Location: Microsoft Teams Meeting

Start: 11/2/2021 4:00:00 PM

End: 11/2/2021 5:00:00 PM

Show Time As: Tentative

(b)(6), (b)(7)(C)

Attendees:

Microsoft Teams meeting

Join on your computer or mobile app
Click here to join the mesting

This Teams Meeting is hosted on a U.S. Government information system and is provided for U.S. Government-
authorized use only. Unauthorized or improper use or access of this system may result in disciplinary action as well
as civil and criminal penalties.

Learn More | Meeting options
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Message

From:
(b)(6), (b)(7)(C)
Sent: 4/4/2022 2:43:10 PM
To: CBPRECORDSMANAGEMENT: (b)(6), (b)(7)(C)
(b)(6), (b)(7)(C)
Subject: RE: LRIM APPROVAL NEEDED: Emessaging Record Retention Schedule 234

Attachments: cbp_0234 eMessaging2 DDsigned Bisness owner signed 032322.pdf

I have signed the attached form. Let me know if you need anything further.

. (b)(6), (b)(7)(C)

IT Specialist - Policy and Planning
U.8. Customs & Border Protection
Chief Technology Officer

Program Control

(b)(6), (b)(7)(C)

(X6 (U)o prone

(b)(8), (b)(7)(C)

s
[Py
P

From: CBPRECORDSMANAGEMENT (b)(6), (bY(7)(C)
Sent: Monday, April 4, 2022 8:06 AM
To:! (b)(6), (B)(7)(C)

Subject: FW: LRIM APPROVAL NEEDED: Emessaging Record Retention Schedule 234

fam following up regarding the CBP RIM request that vou add vour signature {o the Electronic
Messaging Schadule. Please see the below analysis with aftachments. If you approve, please sign
the 234 Form. We will follow-up with you by 4/8/22 if a response is not received.  The schedule and

the 234 Form are attached.

(b)(6), (b)(7)(C)

Senior Records Information Management Advisor
Capitol Advisors on Technology, LLC
Records and Information Management

OIT | CBP | DHS
Celli_(0)8),(b)T)C)__ i

TEAMS!_(b)6), (b)7)(C) |
% (b)(6), (b)(7)(C)

From: CBPRECORDSMANAGEMENT

Sent: Thursday, March 24, 2022 2:38 PM

To; (b)(6), (b)(7)(C)

Cc: (b)(8), (b)(7)(C) i

Subject: LRIM APPROVAL NEEDED: Emessaging Record Retention Schedule 234

CBP FOIA APR23000080



3/24/2022

CBP RIM has developed the Electronic Messaging Schedule. Please see the below analysis with attachments. If you
approve, please sign the 234 Form. We will follow-up with you by 3/31/22 if a response is not received.

Result Options:
Schedule Developed (Non-IT System)

e 234 Signatures: CRO, Privacy, OCC, Business Owner, LRIM
Titlg: Electronic Messaging Records

Apnrovals Reguired for Retention:

CBP RIM Team Analysis:

CBP RIM developed an electronic messaging records schedule as a part of the ERM Program Plan and in response to the
NARA Unauthorized Disposal Letter regarding Wickr and WhatsApp. The scope includes any electronic messaging not
covered by other schedules or integrated into IT system functions. The retention was based on Capstone email roles and
retentions.

Analysis Qutcome;
CBP RIM drafted a schedule DAA-0568-2022-0005. The schedule contains a permanent schedule item for messages of
Capstone Officials (60 top roles within the agency) and a temporary item for all other messages (10 year retention).

(b)(6), (b)(7)(C)__ !

Senior Records Information Management Advisor
Capitol Advisors on Technology, LLC

Records and Information Management

OIT | CBP | DHS

Celli__(b)(6), (b)(7)(C)_:
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DEPARTMENT OF HOMELAND SECURITY
U.S. Customs and Border Protection

RECORDS AND SYSTEMS RETENTION SCHEDULE APPROVAL

CBP Record Series or Electronic Information System Name:
Electronic Messaging Records

Name of CBP RIM Scheduler (Last, First, Middle Initial):
: (b)(6), (b)(7)(C)

Select One:

A) [] The CBP RIM Program reviewed this system with System Subject Matter Experts and has determined that the system is covered by
existing NARA-approved schedules (list provided separately).

B) [] The CBP RIM Program reviewed this system with System Subject Matter Experts and has developed a retention schedule for all
unscheduled records held within the system (draft schedule provided separately).

C) [] The CBP RIM Program reviewed the provided records series with Subject Matter Experts and has determined that the records are
covered by existing NARA-approved schedules (list provided separately)

D) [X The CBP RIM Program developed these record series with Subject Matter Experts and has drafted a retention schedule for NARA
submission (draft schedule provided separately)

DAA-0568-2022-0005 v3

(b)(6), (b)(7)(C)

Chief Records Officer Signature:

| héve reviewed thé provided draﬁ retén’non séhedule and approve ofrtherdescnpnon(s) énd retention penod{s). I support submiﬁing this
retention schedule to the National Archives and Records Administration for approval. By providing my signature, | understand that these
records cannot be dispositioned until NARA has approved this schedule.

(b)(6), (b)(7)(C) (b)(6), (b)(7)(C)

Business Owner Signature LRIM Signature
(b)(6), (b)(7)(C)
Chief Counsel Representative Signature LRIM Signature
(Optional- if more than one office is involved)
(b)(6), (b)(7)(C)
Privacy Representative Signature LRIM Signature

(Optional- if more than one office is involved)

CBP Form 234 (8/20)
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Appointment

From:
(b)(6), (b)(7)(C)
Sent: 11/30/2021 2:08:12 PM
To:
Subject: Review (b)(5) ''''''''' Eon NARA Letter response
Attachments: RE: Extremely short suspense - RE: | (b)(5)  {- NARA letter of unauthorized disposition
Location: Microsoft Teams Meeting
Start: 11/30/2021 3:30:00 PM
End: 11/30/2021 4:00:00 PM

Show Time As: Busy

heendees: (b)(6), (b){7)(C)

Microsoft Teams meeting

Join on your computer or mobile app
Click hers to ioin the mesting

Or call in {audio only)

i (b)(6), (b)(7)(C) I United States, Arlington

Phone Conference 1D:1(b)(6), (b)(T)(C) |
Find a local number | Reset PIN

This Teams Meeting is hosted on a U.S. Government information system and is provided for U.S. Government-
authorized use only. Unauthorized or improper use or access of this system may result in disciplinary action as well
as civil and criminal penaities.

Learn More | Mesting ontions
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Message

From: (b)(6), (b)(7)(C)

Sent: 11/29/2021 9:37:33 PM

To:

CcC:

Subject: RE: Extremely short suspense - RE: For OCC review - NARA letter of unauthorized disposition

Attachments: NARA Unauth Disp Report Mockup 211128draft (OCC Consolidated Review).docx

................. .
i (b)(6), (b)7T)C) |

0OCC’s comments and edits are attached. We're happy to make time to discuss tomorrow if needed.

Thanks,

(b)(6), (b)(7)(C)
Senior Attorney (Enforcement and Operations), Office of Chief Counsel
U.S. Customs and Border Protection

L L]

PRIVILEGED AND CONFIDENTIAL- CIRCULATION RESTRICTED

This electronic communication, along with any attachment(s), contains confidential U.S. Government information intended for internal government use only. This
electronic communication and its attachment(s) also contain information that is privileged as well as exempt from public disclosure under the Freedom of
Information Act, 5 U.S.C. §552, including attorney work product, material that is part of the agency’s deliberative process, and communications between attorney and
client concerning legal matters for which the client has sought professional advice. The contents of this electronic communication and its attachment(s) are solely
intended for the use by the addressee(s) designated herein, and must be controlled, stored, handled, transmitted, distributed, and disposed of in a manner that
restricts access to only the designated addressee(s) and to those within U.S. Customs and Border Protection (CBP) who have an official “need-to-know.”

If you are not a designated addressee of the electronic communication or a CBP official with a “need-to-know,” you are prohibited from reviewing, using, copying,
releasing, retransmitting, disseminating, disclosing, or otherwise sharing the communication or its attachments within or outside CBP without prior, written approval
from the Commissioner of CBP and the Office of the Associate Chief Counsel, Enforcement and Operations Please notify the sender immediately and permanently
delete this electronic communication, and any copies or printouts of the communication and its attachments.

From:! (b)(6), (b)(7)(C) i
Sent: Sunday, November 28, 2021 2:09 PM
To:i (b)(6), (b)(7)(C) ;

(b)(6), (b)(7)(C) |

Subject: Extremely short suspense - RE: For OCC review - NARA letter of unauthorized disposition
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Hi all,
Per the email below, attached is the ‘final draft’ of CBP’s response to a NARA letter of Unauthorized Disposition which
stems from multiple media reports and the OIG report, "CBP Targeted Americans with the 2018-2019 Migrant Caravan'

(see attached).

This has gone through initial review with DHS RIM, USBP-Audit, OFO-Audit, and OIT XDs and SMEs. It will be reviewed
with A (b)(€), (b)7)(C) iand aDAC; (b)(6), (b)(7)(C) tomorrow then be provided to DHS RIM on 11/30 for submission to NARA.

Will you please expedite a review and return OCC approval via email by COB 11/29/21?

Thank you,

i_(_b_)_(_ﬁ)z__(_l_))(_?_),(_g_)__iCBP Chief Records Officer
Records and Information Management Program {RIM)
DHS/CBR/OIT/RIM
{Ci_(b)(6), (b)(T)(C)_:

: (b)(6), (b)(T)(C)
RiM Websie | Reguest RIM Bervice! | Emait s

=

Shine a Li

Suicide Prevention and Saareness
Mational Suiclde Provention Lifsling
ROD-EE- B85

LR Braployes Sasbamse Program
BO-TREI002

. h‘t

From: (b)(6), (b)(7)(C)

Sent: Monday, November 1, 2021 11:01 AM

To:i (b)(6), (b)(7)(C)

. Cc:i (b)(6), (b)(7)(C)

(b)(6), (b)(7)(C)

ISubject: RE: For your awareness - NARA letter of unauthorized disposition

You got it—just one thing. We see that the response is DUE on 11/12. Can we get it to OCC a day or two ahead of
that? Will you be putting the draft response on Teams? If so, we can start to watch the responses in real time and

weigh in that way.

i (b)(6), (b)(7)(C)_.
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Special Counsel

Office of Chief Counsel

U.S. Customs and Border Protection
Cell:i (b)(6), (b)(7)(C) !

(b)(6), (b)(7)(C)

PRIVILEGED AND CONFIDENTIAL- CIRCULATION RESTRICTED
This electronic communication, along with any attachment(s), contains confidential U.S. Government information intended for internal government use only. This
electronic communication and its attachment(s) also contain information that is privileged as well as exempt from public disclosure under the Freedom of
Information Act, 5 U.S.C. §552, including attorney work product, material that is part of the agency’s deliberative process, and communications between attorney and
client concerning legal matters for which the client has sought professional advice. The contents of this electronic communication and its attachment(s) are solely
intended for the use by the addressee(s) designated herein, and must be controlled, stored, handled, transmitted, distributed, and disposed of in a manner that
restricts access to only the designated addressee(s) and to those within U.S. Customs and Border Protection (CBP) who have an official “need-to-know.”

If you are not a designated addressee of the electronic communication or a CBP official with a “need-to-know,” you are prohibited from reviewing, using, copying,
releasing, retransmitting, disseminating, disclosing, or otherwise sharing the communication or its attachments within or outside CBP without prior, written approval
from the Commissianer of CBP and the Office of Chief Counsel. Please notify the sender immediately and permanently delete this electronic communication, and
any copies or printouts of the communication and its attachments.

From:; (b)(6), (b)(7)(C) ;

Sent: Monday, November 1, 2021 10:59 AM

To; (b)(6), (b)(7)(C) i

Cc; (b)(6), (b)(7)(C)

(b)(6), (b)(7)(C)

Subject: RE: For your awareness - NARA letter of unauthorized disposition

oo et el,
CBP RIM will provide the draft response to this distro. We welcome having OCC weigh-in. our timeline is tight so it will
be coming to OCC around 11/12/21.
Thanks!

(b)(8), (b)(7)(C) J CBP Chief Records Officer

Records and Information Management Program {RIM)
DHS/CBP/OIT/RIM

E (b)(6), (b)(7)(C)
RiM Website | Reguest RIM Sewvice! | Emait Us

Shine a Light

sancice Provention and Svearaness
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From: (b)(6), (b)(7)(C) i
Sent: Monday, November 1, 2021 10:14 AM

To: (b)(6), (b)(7)(C) i

Ces (b)(6), (b)(7)(C)

(b)(6), (b){7)(C)

Subject: RE: For your awareness - NARA letter of unauthorized disposition

I hope you enjoyed Halloween weekend! I’'m writing on behalf of OCC to let you know that we’d like to review the
response before it goes out so that we can determine whether there are any issues concerning litigation in which this
issue arose. You can send the draft response to this distro list for OCC when you're ready. Talk to you soon!

(b)(6), (b)(7)(C)

Special Counsel
Office of Chief Counsel
U.S. Customs and Border Protection

Cell: 1 (b)(6), (b)(T)C) |

(b)(6), (b)(7)(C) :

PRIVILEGED AND CONFIDENTIAL- CIRCULATION RESTRICTED
This electronic communication, along with any attachment(s), contains confidential U.S. Government information intended for internal government use only. This
electronic communication and its attachment(s) also contain information that is privileged as well as exempt from public disclosure under the Freedom of
Information Act, 5 U.S.C. §552, including attorney work product, material that is part of the agency’s deliberative process, and communications between attorney and
client concerning legal matters for which the client has sought professional advice. The contents of this electronic communication and its attachment(s) are solely
intended for the use by the addressee(s) designated herein, and must be controlled, stored, handled, transmitted, distributed, and disposed of in a manner that
restricts access to only the designated addressee(s) and to those within U.S. Customs and Border Protection (CBP) who have an official “need-to-know.”

If you are not a designated addressee of the electronic communication or a CBP official with a “need-to-know,” you are prohibited from reviewing, using, copying,
releasing, retransmitting, disseminating, disclosing, or otherwise sharing the communication or its attachments within or outside CBP without prior, written approval
from the Commissioner of CBP and the Office of Chief Counsel. Please notify the sender immediately and permanently delete this electronic communication, and
any copies or printouts of the communication and its attachments.

From (b)(6), (b)(7)(C)

Sent: Friday, October 29, 2021 5:02:18 PM

To:i (b)(6), (b)(7)(C)
. (b)(6), (b)(T)(C) E

Cc:i (b)(6), (b)(7)(C) i

Subject: For your awareness - NARA letter of unauthorized disposition

Good afternoon,
| wanted to loop OCC in for awareness — please see attached.

Laurence Brewer Chlef Records Officer for the US Government sent a letter to!
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regarding CBP's planned deployment of WICKR and the information that NARA received in the OIG report,
"CBP Targeted Americans with the 2018-2019 Migrant Caravan" regarding the use of WhatsApp. With input

Please let me know what level (if any) of information or involvement OCC would need regarding this action.

Thank you,

{C}: (b)(8), (b)7)(C)

(b)(8), (b)(7)(C)

RiM Website | Reguest RiM Service!l | Emait s

Shine a Light

Susicicls Proverntion ang Awareness

Nationsd Sulside Peevention Lifeline
BB T REES
LRE Braployee Ssshstane Program
BOO-TRSF02
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Message

From (b)(6), (b)(7)(C)

Sent: 5/26/2021 6:11:32 PM

To:

(b)(6), (b)(7)(C)

1]

Subject: FYll :
Attachments: Wickr Presentation.pptx

Just an FYI for all. | do have more notes | can type quickly if you want me to?

[Monday 12:41 PMJ, (b)(6), (b)(7)(C) {(CTR)

SLIDE DECK for Thursday 5/27

Actual requirements

Capabilities

Is it good for CBP

Accepted Known Risk

Limitation

How to isolate target group or chat room

*do not allow outside users to search for CBP SSO network
Can you bring a SSO user into a NON SSO network

How will WICKR isolate the public access to CBP

User management - what tools does CBP have/leverage
How will WICKR solve the problem?

Outcome what are our options

How does WICKR validate a user

How do you decommission a user

Risk

[Monday 12:58 PM]: (b)(6), (b)(7)(C) i (CTR)

is Wickr notes and what | started and did not finish for the Presentation
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my notes

[Monday 12:58 PM] RUIZ, ROJELIO R (CTR)

Using Wickr Platform - How does CBP to communicate with an
external users

e How can WICKR validate non CBP users and provide secure confirmation that a user is who they said they
are?

e If an outside device (NON CBP GFE) using WICKR ME or WICKR Enterprise where is the data reside.

e How is WICKR ME preventing data leaks. When CBP users are transmitting text/files/images the comms
need to be configured to burn on read not allow screen shots.

e If Wickr Me federation is enabled and has been established by Wickr Support, your local Enterprise users
can be found by Wickr Me users. The full email address must be known by the Wickr Me user to be
discovered. Do not enable Wickr Me federation unless your team is confortable with potentially being
found by Wickr Me users.

SLIDE DECK for Thursday 5/27

Actual requirements

Capabilities

Is it good for CBP

Accepted Known Risk

Limitation

How to isolate target group or chat room

*do not allow outside users to search for CBP SSO network
Can you bring a SSO user into a NON SSO network

How will WICKR isolate the public access to CBP

User management - what tools does CBP have/leverage
When you Federate are you opening up the entire directory?
How do you address users that are government

How do you address users that are private sector

How will WICKR solve the problem?
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Outcome what are our options
How does WICKR validate a user
How do you decommission a user
Risk

Why not WICKR PRO

(b)(6), (b)(7)(C) |

Senior Business Analyst/Documentation Specialist

Network Architecture & Engineering Division (NAED)
OIT/CBP/DHS

Mobile!  (b)(6), (b)(7)(C) |
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