
   

     
       

 

 
 

     



What are Freedom of Information Act (FOIA) “Exemptions”? 

Not all information within records is required to be released under the FOIA.  Congress established nine 

exemptions from disclosure for certain categories of information to protect against certain harms, such as an 

invasion of personal privacy, or harm to law enforcement investigations.  The FOIA authorizes agencies to 

withhold information falling under these categories when an agency reasonably foresees that disclosure would 

harm an interest protected by one of the nine exemptions are described below. 

Exemption 1 

Classified Information:  Information specifically authorized under criteria established by an executive order to be 

kept secret in the interest of national defense or foreign policy and are in fact properly classified pursuant to such 

executive order. 

Exemption 2 

Personnel Rules and Practices:  Information related solely to the internal personnel rules/practices of an agency. 

Exemption 3 

Information Exempted by Statute:  Information specifically exempted from disclosure by statute if that statute 

requires that the matters be withheld from the public in such a manner as to leave no discretion on the issue; or 

establishes particular criteria for withholding or refers to particular types of matters to be withheld; and if enacted 

after the date of enactment of the OPEN FOIA Act of 2009, specifically cites to 5 U.S.C. § 552(b)(3). 

Exemption 4 

Trade Secrets and Confidential Commercial Information:  Trade secrets and commercial or financial information 

obtained from a person and privileged or confidential. 

Exemption 5 

Privileged Information:  Inter-agency or intra-Agency memorandums or letters that would not be available by law 

to a party other than an agency in litigation with the agency, provided the deliberative process privilege shall not 

apply to records created 25 years or more before the date on which the records were requested. 

Exemption 6 

Personal Information:  Personnel and medical files and similar files the disclosure of which would constitute a 

clearly unwarranted invasion of personal privacy. 

Exemption 7 

Certain Law Enforcement Information:  Records or information compiled for law enforcement purposes (but only to 

the extent that the production of such law enforcement records/information) that: 

7(A) Could reasonably be expected to interfere with enforcement proceedings. 

7(B) Would deprive a person of a right to a fair trial/impartial adjudication. 

7(C) Could reasonably be expected to constitute an unwarranted invasion of personal privacy. 

7(D) Could reasonably be expected to disclose the identity of a confidential source, including a state, local, 

or foreign agency or authority or any private institution which furnished information on a confidential basis, 

and, in the case of a record or information compiled by a law enforcement authority in the course of a 

criminal investigation execution of a lawful national security intelligence investigation, information 

furnished by a confidential source. 

7(E) Would disclose techniques and procedures for law enforcement investigations/prosecutions or would 

disclose guidelines for law enforcement investigations/prosecutions if such disclosure reasonably risked 

circumvention of the law. 

7(F) Could reasonably be expected to endanger the life or physical safety of any individual. 

Exemption 8 

Information About Financial Institutions:  Information contained in or related to examination, operating or 

condition reports prepared by, on behalf of, or for the use of an agency responsible for the regulation or 

supervision of financial institutions. 

Exemption 9 

Information About Wells:  Geological or geophysical information and data, including maps, concerning wells. 

 

Additional descriptions and examples of each FOIA Exemption Category above can be found at: 

https://www.dhs.gov/foia-exemptions 



     
     

         

   
    

     

          
        

       

              
               

             
              

             
            

                
             

             
              

           
              

             
               

             
              

               
               

            
             

             
              

                
     

               
               

              
                

               
              



3. SCOPE. This directive is applicable to all CBP employees, including CBP Law Enforcement
Personnel. This directive supersedes the Customs Officers Responding to State Crimes Directive
(4510-016A), Chapter VI of The Law of Arrest, Search and Seizure Manual (INS Document M-69), and
CBP Interim Policy, Interim Guidance Regarding CBP Support SLTT Law Enforcement Entities
Related to First Amendment Protest Activities, dated June 2021.

4. POLICY.

4.1. CBP Law Enforcement Personnel Response to Certain Incidents, Crimes, and Imminent-
Life Threatening Emergencies That Occur in Their Presence or Immediate Vicinity. 

4.1.1. On-Duty CBP Law Enforcement Personnel must abide by Sections 4.2-4.2.4 
when taking reasonable law enforcement action, to the extent consistent with Federal or 
state law, in response to certain incidents, crimes, and Imminent-Life Threatening 
Emergencies that occur in their presence or immediate vicinity. 

4.12. Off-Duty CBP Law Enforcement Personnel are neither required nor expected to 
take law enforcement action. However, Off-Duty CBP Law Enforcement Personnel are 
authorized to take reasonable law enforcement action, as detailed in Sections 4.3 -4.3.4, to 
the extent consistent with Federal or state law, in response to certain incidents, crimes, and 
Imminent-Life Threatening Emergencies that occur in their presence or immediate vicinity. 

4.1.3. CBP Law Enforcement Personnel, whether on or off-duty, should be cognizant of 
the risks of intervening in a non-Federal criminal offense. Any law enforcement action 
taken in response to a non-Federal criminal offense pursuant to Sections 4.2.2-4.2.4 and 
4.3.2 -4.3 .4 must be in accordance with state law via peace officer status, citizen's arrest 
authority, or other applicable state law authority. Additionally, as with any litigation arising 
out of intervention in a criminal offense, DOJ makes the determination as to whether legal 
representation is appropriate based on whether the employee is acting within the scope of 
their employment and whether representation is in the interest of the United States. 

4.1.4. All CBP Law Enforcement Personnel who respond pursuant to Sections 4.2 -4.3 are 
expected to identify themselves as law enforcement officers as soon as possible, accounting for 
the exigency of the situation, coordinate with other law enforcement agencies with jurisdiction 
as applicable, and notify an on-duty supervisor as soon as possible of their response to appraise 
them of the circumstances and, if on-duty, obtain approval for further engagement. 

42. On-Duty CBP Law Enforcement Personnel Authorized Actions in Response to Certain Incidents,
Crimes, and Imminent Life-Threatening Emergencies That Occur in Their Presence or Immediate Vicinity.

4.2.1. On-Duty CBP Law Enforcement Personnel have the authority to arrest, and are 
expected to arrest, any individual(s) who commits a Federal criminal offense in their presence, 
including, but not limited to, �sault on a Federal law enforcement officer engaged in the 
performance of official duties (18 U.S.C. § 111), acts of violence at international airports (18 
U.S.C. § 37), assault on Federal property or land (18 U.S.C. § 113), and destruction of Federal 
property (18 U.S.C. § 1361). 

4.2.2. On-Duty CBP Law Enforcement Personnel may take reasonable law enforcement 
action, to the extent consistent with Federal or state law, to respond to a Crime of Violence 
that occurs in their presence or immediate vicinity, regard less of whether the underlying 
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524 Department of Justice, Federal Bureau of Investigation - Statutory Jurisdiction -Authority of 
Agents Concerning Non-Federal Offenses, 2 Op. O.L.C. 47, 1978 WL 15263, dated February 1978. 

525 Homeland Security Presidential Directive 5, Management of Domestic Incidents, dated 
February 28, 2003. 

526 Presidential Policy Directive 22, National Special Security Events, dated March 28, 2013 

527 DHS Directive No. 252-11, Office for State and Local Law Enforcement, dated June 9, 2009. 

528 DHS Policy Guidance, Counter Unmanned Aircraf Systems, dated September 10, 2019. 

529 DHS Policy Memo, First Amendment Protected Activities, dated May 17, 2019. 

530 DHS Policy Memo, Federal Designation and Deputation Requirements, dated March 4, 2022. 

531 CBP Policy Memo, Secretary Approval Required to Accept Designation and Deputation 
Requests.from Law Enforcement Partners, dated February 1, 2024. 

532 CBP Directive 3340-025F, Reporting Significant Incidents, dated November 2, 2021. 

5.33 CBP Counter Unmanned Aircraft Systems Handbook, dated February. 2, 2021 

5.34 CBP Publication No. 4500-002A, CBP Use of Force Policy, dated January 2021. 

5.35 CBP Order 23-003, Customs Officer and Immigration Officer Authority Designations and 
Delegations, April 20, 2023. 

5.36 CBP Handbook No. 4500-002B, CBP Use of Force -Administrative Guidelines and Procedures 
Handbook, dated January 2021. 

6. DEFINITIONS.

6.1 CBP Law Enforcement Personnel: For the purposes of this directive, CBP employees who 
have been designated with customs and immigration officer authority pursuant to CBP Order 23-003, 
Customs Officer and Immigration Officer Authority Designations and Delegations, April 20, 2023, or 
a successor policy, are authorized to exercise that authority as Federal law enforcement officers. This 
includes, but is not limited to, CBP Officers, Border Patrol Agents, Air Interdiction Agents, Aviation 
Enforcement Agents, Marine Interdiction Agents, Office of Professional Responsibility Special 
Agents, and CBP law enforcement officers in the Office of Intelligence, Law Enforcement Safety and 
Compliance, and Office of Training and Development. 

6.2 Crime of Violence: As stated in 18 U.S.C. § 16, a Federal or state criminal offense that has as an 
element the use, attempted use, or threatened use of physical force against the person or property of 
another, or any other offense that is a felony and that, by its nature, involves a substantial risk that physical 
force against the person or property of another may be used in the course of committing the offense. 

6.3 Imminent Life-Threatening Emergency: A life-threatening situation, such as an active 
shooter incident, that requires an immediate law enforcement life-saving response. An imminent 
life-threatening emergency does not include general state crime enforcement, including crowd 
control or public safety efforts, unless circumstances change, and such situations become 
articulable, life-threatening emergencies. 
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