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1. Introduction 

1.1 Background 

U.S. Customs and Border Protection (CBP) is congressionally mandated to implement a 
biometric entry-exit system. 1 In 2017, CBP developed an integrated approach to a 
comprehensive biometric entry-exit system that stakeholders, including other U.S. government 
agencies and travel industry partners such as airlines, airports, and cruise lines, can incorporate 
into their respective operations. CBP offered relevant stakeholders, also known as business 
sponsors, an “identity as a service” solution that uses facial comparison technology to automate 
manual identity verification, and complies with the Congressional mandate for biometric exit.  
This harmonizes the data collection and privacy standards each stakeholder must follow. 
 
CBP’s Traveler Verification Service (TVS) offers a process for compliance with the pre-
departure clearance of passengers under the Intelligence Reform and Terrorism Prevention Act. 
TVS uses facial comparison technology in a cloud environment to match live traveler photos 
with photos maintained in U.S. Government holdings. Stakeholder participation in biometric exit 
is voluntary and is not mandated by CBP. Furthermore, the biometric exit program is designed to 
facilitate a public – private partnership wherein business sponsors procure and maintain 
biometric equipment that uses TVS to efficiently and effectively fulfill the biometric exit 
requirement for in-scope passengers.2 Through partnerships with various business sponsors, CBP 
is enabling a large-scale transformation that will facilitate air travel, while making it more 
secure, in fulfillment of DHS mission responsibilities.  

1.2 Purpose 

The purpose of this document is to identify the business requirements for airlines and airport 
authorities to participate in biometric exit. Additionally, this document provides a list of 
operational recommendations that should be accounted for when onboarding new sites.  

 

 

 

                                                      
1 The following statutes require DHS to take action to create an integrated entry-exit system: Section 2(a) of the 
Immigration and Naturalization Service Data Management Improvement Act of 2000 (DMIA), Public Law 106-215, 
114 Stat. 337; Section 110 of the Illegal Immigration Reform and Immigrant Responsibility Act of 1996, Pub. L. 
No. 104-208, 110 Stat. 3009-546; Section 205 of the Visa Waiver Permanent Program Act of 2000, Pub. L. No. 106-
396, 114 Stat. 1637, 1641; Section 414 of the Uniting and Strengthening America by Providing Appropriate Tools 
Required to Intercept and Obstruct Terrorism Act of 2001 (USA PATRIOT Act), Pub. L. No. 107-56, 115 Stat. 272, 
353; Section 302 of the Enhanced Border Security and Visa Entry Reform Act of 2002 (Border Security Act), Pub. 
L. No. 107-173, 116 Stat. 543, 552; Section 7208 of the Intelligence Reform and Terrorism Prevention Act of 2004 
(IRTPA), Pub. L. No. 108-458, 118 Stat. 3638, 3817; Section 711 of the Implementing Recommendations of the 
9/11 Commission Act of 2007, Pub. L. No. 110-53, 121 Stat. 266, 338; and Section 802 of the Trade Facilitation and 
Trade Enforcement Act of 2015, Pub. L. No. 114-125, 130 Stat. 122, 199. 
2 An “in-scope” traveler is any person who is required by law to provide biometrics upon exit from the United States 
pursuant to 8 CFR 235.1(f)(ii). In-scope travelers include any aliens other than those specifically exempt as outlined 
in the CFR. 
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and disclose the ability of travelers to opt-out of 
the process. 

4 If the business sponsor is an airline then the airline 
must ensure all flight schedules, diversions, delays 
and departure times are updated within the 
relevant systems as soon as possible. 

TVS is designed to ensure galleries 
are staged and removed "just in 
time." Therefore, if a flight is 
significantly delayed without a 
corresponding update with a new 
departure time, biometric exit 
processing/boarding may not be 
available.  

5 If the business sponsor is an airline, then the 
airline must ensure that all identified APIS errors 
are corrected prior to departure to facilitate 
comprehensive gallery creation.  

Gallery creation is dependent on 
accurate API data. If API is 
incomplete, it must be updated 
during check-in or prior to boarding. 
TVS updates the photo galleries 
every 5 minutes, beginning 2 hours 
prior to departure.  
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Appendix A: TVS Onboarding Guide 
 

Upon commitment to implementing a biometric verification process, CBP will provide the 
business sponsor the TVS Technical Reference Guide(s).  

New business sponsors/new vendor’s solutions shall complete the following steps (in order) prior 
to using TVS in the production environment: 

1. Review the TVS Technical Reference Guide(s); 
2. Request access to the TVS in a Box (TIAB) environment using the TVS in a Box User 

Access Request Form; 
3. Develop and test in the TIAB environment; 
4. Request access to the TVS System Acceptance Test (SAT) and production environment 

using the External Vendor New CBP User Access Request Form; 
5. Schedule and perform an integration test with the CBP TVS Team in the SAT 

environment; 
6. Review and correct issues from the integration testing performed in the SAT 

environment;  A joint “Go” or “No Go” decision shall be held with a planned outcome 
including revisions to the schedule as necessary; and 

7. Upon completion of all testing activities, CBP will provide the TVS production 
environment user credentials.  The business sponsor shall communicate to CBP of the 
planned production deployment date. 

Steps 5-7 shall be completed if any of the following conditions are met: 

• An existing business sponsor/vendor’s solution is expanding to a new airport. 
o Example: Airline ABC, the business sponsor, has an existing vendor’s solution 

with vendor “X” at one airport. ABC intends to expand biometric exit to a new 
airport with the existing vendor “X.” This will require additional SAT testing with 
TVS. 

• An existing business sponsor is using a new vendor solution. 
o Example: Airline ABC, the business sponsor, intends to add/use a new vendor.  

This will require additional SAT testing with TVS. 
• An existing Business Sponsor/Vendor’s Solution is expanding to a new airline. 

o Example: airport authority XYZ, the business sponsor, has an existing solution 
with Airline “Gray.” XYZ intends to expand and support airline “Blue” as well.  
This will require additional SAT testing with TVS. 

The business sponsor/vendor’s solution will also be required to provide a point of contact for 
password expiration notifications. This contact will receive notification when the business 
sponsor/vendor’s solution password is about to expire. The TVS Team recommends providing a 
group mailing list in the event of any staffing changes. 

Please send all completed forms to the CBP TVS Team using the email 

 

 

(b)(7)(E)
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Appendix B: CBP Privacy and Security Principles 

 

FAIR INFORMATION PRACTICE PRINCIPLES (DHS FIPPs) 

 
• Transparency: DHS should be transparent and provide notice to the individual 

regarding its collection, use, dissemination, and maintenance of personally 
identifiable information (PII). 

• Individual Participation: DHS should involve the individual in the process of using PII 
and, to the extent practicable, seek individual consent for the collection, use, 
dissemination, and maintenance of PII.  DHS should also provide mechanisms for 
appropriate access, correction, and redress regarding DHS’s use of PII. 

• Purpose Specification: DHS should specifically articulate the authority that permits the 
collection of PII and specifically articulate the purpose or purposes for which the PII is 
intended to be used. 

• Data Minimization: DHS should only collect PII that is directly relevant and necessary to 
accomplish the specified purpose(s) and only retain PII for as long as is necessary to fulfill 
the specified purpose(s). 

• Use Limitation: DHS should use PII solely for the purpose(s) specified in the notice. 
Sharing PII outside the Department should be for a purpose compatible with the purpose for 
which the PII was collected. 

• Data Quality and Integrity: DHS should, to the extent practicable, ensure that PII is 
accurate, relevant, timely, and complete. 

• Security: DHS should protect PII (in all media) through appropriate security 
safeguards against risks such as loss, unauthorized access or use, destruction, 
modification, or unintended or inappropriate disclosure. 

• Accountability and Auditing: DHS should be accountable for complying with these 
principles, providing training to all employees and contractors who use PII, and auditing the 
actual use of PII to demonstrate compliance with these principles and all applicable privacy 
protection requirements.3 

 

                                                      
3  Privacy Policy Guidance Memorandum, Hugo Teufel III, Chief Privacy Officer, U.S. Department of Homeland 
Security (Dec. 29, 2008), www.dhs.gov/xlibrary/assets/privacy/privacy_policyguide_2008-01.pdf. 
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1. Introduction 

1.1 Background 

U.S. Customs and Border Protection (CBP) is congressionally mandated to implement a 
biometric entry-exit system. 1 In 2017, CBP developed an integrated approach to a 
comprehensive biometric entry-exit system that stakeholders, including other U.S. government 
agencies and travel industry partners such as airlines, airports, and cruise lines, can incorporate 
into their respective operations. CBP offered relevant stakeholders, also known as business 
sponsors, an “identity as a service” solution that uses facial comparison technology to automate 
manual identity verification, and complies with the Congressional mandate for biometric exit.  
This harmonizes the data collection and privacy standards each stakeholder must follow. 
 
CBP’s Traveler Verification Service (TVS) offers a process for compliance with the pre-
departure clearance of passengers under the Intelligence Reform and Terrorism Prevention Act. 
TVS uses facial comparison technology in a cloud environment to match live traveler photos 
with photos maintained in U.S. Government holdings. Stakeholder participation in biometric exit 
is voluntary and is not mandated by CBP. Furthermore, the biometric exit program is designed to 
facilitate a public – private partnership wherein business sponsors procure and maintain 
biometric equipment that uses TVS to efficiently and effectively fulfill the biometric exit 
requirement for in-scope passengers.2 Through partnerships with various business sponsors, CBP 
is enabling a large-scale transformation that will facilitate air travel, while making it more 
secure, in fulfillment of DHS mission responsibilities.  

1.2 Purpose 

The purpose of this document is to identify the business requirements for airlines and airport 
authorities to participate in biometric exit. Additionally, this document provides a list of 
operational recommendations that should be accounted for when onboarding new sites.  

 

 

 

                                                      
1 The following statutes require DHS to take action to create an integrated entry-exit system: Section 2(a) of the 
Immigration and Naturalization Service Data Management Improvement Act of 2000 (DMIA), Public Law 106-215, 
114 Stat. 337; Section 110 of the Illegal Immigration Reform and Immigrant Responsibility Act of 1996, Pub. L. 
No. 104-208, 110 Stat. 3009-546; Section 205 of the Visa Waiver Permanent Program Act of 2000, Pub. L. No. 106-
396, 114 Stat. 1637, 1641; Section 414 of the Uniting and Strengthening America by Providing Appropriate Tools 
Required to Intercept and Obstruct Terrorism Act of 2001 (USA PATRIOT Act), Pub. L. No. 107-56, 115 Stat. 272, 
353; Section 302 of the Enhanced Border Security and Visa Entry Reform Act of 2002 (Border Security Act), Pub. 
L. No. 107-173, 116 Stat. 543, 552; Section 7208 of the Intelligence Reform and Terrorism Prevention Act of 2004 
(IRTPA), Pub. L. No. 108-458, 118 Stat. 3638, 3817; Section 711 of the Implementing Recommendations of the 
9/11 Commission Act of 2007, Pub. L. No. 110-53, 121 Stat. 266, 338; and Section 802 of the Trade Facilitation and 
Trade Enforcement Act of 2015, Pub. L. No. 114-125, 130 Stat. 122, 199. 
2 An “in-scope” traveler is any person who is required by law to provide biometrics upon exit from the United States 
pursuant to 8 CFR 235.1(f)(ii). In-scope travelers include any aliens other than those specifically exempt as outlined 
in the CFR. 
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and disclose the ability of travelers to opt-out of 
the process. 

4 If the business sponsor is an airline then the airline 
must ensure all flight schedules, diversions, delays 
and departure times are updated within the 
relevant systems as soon as possible. 

TVS is designed to ensure galleries 
are staged and removed "just in 
time." Therefore, if a flight is 
significantly delayed without a 
corresponding update with a new 
departure time, biometric exit 
processing/boarding may not be 
available.  

5 If the business sponsor is an airline, then the 
airline must ensure that all identified APIS errors 
are corrected prior to departure to facilitate 
comprehensive gallery creation.  

Gallery creation is dependent on 
accurate API data. If API is 
incomplete, it must be updated 
during check-in or prior to boarding. 
TVS updates the photo galleries 
every 5 minutes, beginning 2 hours 
prior to departure.  
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Appendix A: TVS Onboarding Guide 
 

Upon commitment to implementing a biometric verification process, CBP will provide the 
business sponsor the TVS Technical Reference Guide(s).  

New business sponsors/new vendor’s solutions shall complete the following steps (in order) prior 
to using TVS in the production environment: 

1. Review the TVS Technical Reference Guide(s); 
2. Request access to the TVS in a Box (TIAB) environment using the TVS in a Box User 

Access Request Form; 
3. Develop and test in the TIAB environment; 
4. Request access to the TVS System Acceptance Test (SAT) and production environment 

using the External Vendor New CBP User Access Request Form; 
5. Schedule and perform an integration test with the CBP TVS Team in the SAT 

environment; 
6. Review and correct issues from the integration testing performed in the SAT 

environment;  A joint “Go” or “No Go” decision shall be held with a planned outcome 
including revisions to the schedule as necessary; and 

7. Upon completion of all testing activities, CBP will provide the TVS production 
environment user credentials.  The business sponsor shall communicate to CBP of the 
planned production deployment date. 

Steps 5-7 shall be completed if any of the following conditions are met: 

• An existing business sponsor/vendor’s solution is expanding to a new airport. 
o Example: Airline ABC, the business sponsor, has an existing vendor’s solution 

with vendor “X” at one airport. ABC intends to expand biometric exit to a new 
airport with the existing vendor “X.” This will require additional SAT testing with 
TVS. 

• An existing business sponsor is using a new vendor solution. 
o Example: Airline ABC, the business sponsor, intends to add/use a new vendor.  

This will require additional SAT testing with TVS. 
• An existing Business Sponsor/Vendor’s Solution is expanding to a new airline. 

o Example: airport authority XYZ, the business sponsor, has an existing solution 
with Airline “Gray.” XYZ intends to expand and support airline “Blue” as well.  
This will require additional SAT testing with TVS. 

The business sponsor/vendor’s solution will also be required to provide a point of contact for 
password expiration notifications. This contact will receive notification when the business 
sponsor/vendor’s solution password is about to expire. The TVS Team recommends providing a 
group mailing list in the event of any staffing changes. 

Please send all completed forms to the CBP TVS Team using the email   
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Appendix B: CBP Privacy and Security Principles 

 

FAIR INFORMATION PRACTICE PRINCIPLES (DHS FIPPs) 

 
• Transparency: DHS should be transparent and provide notice to the individual 

regarding its collection, use, dissemination, and maintenance of personally 
identifiable information (PII). 

• Individual Participation: DHS should involve the individual in the process of using PII 
and, to the extent practicable, seek individual consent for the collection, use, 
dissemination, and maintenance of PII.  DHS should also provide mechanisms for 
appropriate access, correction, and redress regarding DHS’s use of PII. 

• Purpose Specification: DHS should specifically articulate the authority that permits the 
collection of PII and specifically articulate the purpose or purposes for which the PII is 
intended to be used. 

• Data Minimization: DHS should only collect PII that is directly relevant and necessary to 
accomplish the specified purpose(s) and only retain PII for as long as is necessary to fulfill 
the specified purpose(s). 

• Use Limitation: DHS should use PII solely for the purpose(s) specified in the notice. 
Sharing PII outside the Department should be for a purpose compatible with the purpose for 
which the PII was collected. 

• Data Quality and Integrity: DHS should, to the extent practicable, ensure that PII is 
accurate, relevant, timely, and complete. 

• Security: DHS should protect PII (in all media) through appropriate security 
safeguards against risks such as loss, unauthorized access or use, destruction, 
modification, or unintended or inappropriate disclosure. 

• Accountability and Auditing: DHS should be accountable for complying with these 
principles, providing training to all employees and contractors who use PII, and auditing the 
actual use of PII to demonstrate compliance with these principles and all applicable privacy 
protection requirements.3 

 

                                                      
3  Privacy Policy Guidance Memorandum, Hugo Teufel III, Chief Privacy Officer, U.S. Department of Homeland 
Security (Dec. 29, 2008), www.dhs.gov/xlibrary/assets/privacy/privacy_policyguide_2008-01.pdf. 
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From:  On Behalf Of  
Sent: Thursday, June 7, 2018 7:55 AM 
To:  
Cc:  
Subject: Memo of commitment to Biometric Exit implementation 
  
Dear  
  
British Airways, as part of International Airlines Group [IAG], is confirming its commitment  in 
Biometric Exit  for Terminal 7 at JFK 
airport. It should be noted that British Airways is the terminal operator at JFK T7 as well as the dominant 
carrier operating out of the facility. 
  
British Airways Terminal operations has a vision to ensure that this terminal will be the most equipped, 
forward looking terminal with the best use of new technology that enhances the customer experience. 

 
 

 
 

  
Commitment to JFK Terminal 7 
  
British Airways is committed to  with Biometric Exit technology, 
specifically: 

  
  

. 
 British Airways intends to  JFK Terminal 7 

with Biometric Exit technology .  
o  
o  
o  British Airways  

  
To date British Airways has already delivered Biometric Exit integration at both LAX and MCO, and are 
proud to partner with CBP on these initiatives to add value to the customer experience. British Airways 
were the first airline to market with a full self service automated gate.  

 
 

.  
 

  
Timelines 
  
British Airways  

 
 

 British Airways  
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Delta Air Lines, Inc. 
Department 177 
P.O. Box 20706 
Atlanta, GA 30320-6001 

  
 

 
September 7, 2018 
 

 
U.S. Customs and Border Protection 
Ronald Reagan Building  
1300 14th St.  
Washington, DC 20509 
 

Dear ,  

 

This Letter of Intent outlines Delta Air Lines, Inc’s. (“Delta”) plans  biometric 

hardware in support of the U.S. Customs and Border Protection’s (CBP) Biometric Exit Program.  

Further, by this letter  

 

 

 

Delta was the first airline to partner with CBP to demonstrate the operational feasibility of deploying 

facial-recognition based biometrics to further the longstanding congressional mandate for the Department 

of Homeland Security to implement a biometric-exit program.  Our experience working with CBP 

personnel to design, test, and experiment with a variety of biometric-capture configurations for 

biometric-exit gives us confidence that a nation-wide rollout will be possible without significant disruption 

to our operation, and with a high degree of confidence in the accuracy of the biometric match results.   

 

Delta passengers arriving in the United States through Atlanta’s Hartsfield-Jackson International Airport’s 

Terminal F have also been among the first international travelers to experience CBP’s Simplified Arrival 

process, which incorporates facial-based biometric recognition into the customs and immigration arrivals 

procedures.   

 

As you know, Delta  

  

 

 

 Delta  

 

.  
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November 12, 2018  
 
Mr. Kevin McAleenan 
Commissioner 
U.S. Customs and Border Protection 
1300 Pennsylvania Avenue NW 
Washington, DC 20229 
 
Dear Commissioner McAleenan, 
 
We are writing to share our commitment to working with you toward implementation of a biometric exit program for 
international departing passengers traveling through Seattle-Tacoma International Airport (Sea-Tac). 
 
Sea-Tac has grown exponentially in terms of the number of international passengers travelling through our airport. 

 
 

 
 

 Sea-Tac.  
 

 
 

 
 

 
 
 

 
 
Thank you for your ongoing partnership to provide a safe and expeditious travel experience through Sea-Tac for arriving 
international passenger. I look forward to our continued work together. 
 
Sincerely, 

Port of Seattle 
 
CC: , Seattle Area Port Director, U.S. Customs and Border Protection 
Colleen Manaher, Executive Director, Planning, Program Analysis and Evaluation, U.S. Customs and Border Protection 
 

(b)(5)

(b)(5)

(b)(6), (b)(7)(C)

(b)(6)

(b)(5) (b)(5)
(b)(5)

FOIA CBP 000105

 
  



FOIA CBP 000106

    
     
   
    

    

   

     
    

         

   

          

  
 

               
                  
 

          
                  

   
   

        

  
             



FOIA CBP 000107

 

 
    

   

    
    

   
    

     

             

    

              
              

             
                 

   

  

 

        
        

          

                

     
           

                



FOIA CBP 000108

 
   

   

 

    

   

   
     

    

 
               

          

     

    
    

          

 

  
         

  
      

 
 
 
 

   
  
  

 

  
  
  

  

 





FOIA CBP 000110

   

 

     

 

   

      
      

 

  

             
          

  

                  
              

               
              

  

  

                  
                

                 
               
        

                   
        

  

            
           

               

 



FOIA CBP 000111

                
            

              
             

            
            

                 
                

               
                 

               
                 

              
             

              

  

   

               
            

   
              

       
             

            
      

              
              
              
 

              
                 
             

   
            

            
   

             
    

                 
   

 



FOIA CBP 000112

            

              
          

            
         

              
    

             
  

                
             

 
             

                 
               
             

   
            

             
        

                
              

 
            

             
 

   

              
                

              
            
                

               
                

     

              
               
               
    

 



FOIA CBP 000113

    
     

 
     

    
   

    
      

  
  

      
    

  

                   

  

                 
               

              
                

                 
             

  

  

               
            

             
    

  

                
                 

              

   

                 
                 

   

 



FOIA CBP 000114

            
             
              

     
                   

             
               

             
               

            
        

                
                  
                 
              

      
               

              
            
              

                
           

                
                    
             
           

               
               

               
              
                
      

                
               

      
                  

             
              

           
              

 
                  

               
               

               
 



FOIA CBP 000115

   

            

     

   
  

   
    

    
  

 



FOIA CBP 000116

   

   

     

 

      

 

   

      
      

 

  

             
           

            

  

                 
               

             

  

                 
                

              
                  

          

                   
             

 



FOIA CBP 000117

  

              
            

             
               

              
                 

              
               
      

             
               

                
               

             
                

             
        

                   
                

               
   

                
                

               
              

              
             

                
               

                 

   

              
              

         
      

                
             

               
     

 



FOIA CBP 000118

             
            

          
              

             
               

              
             
 

             
     

               
                

           
              

              
     

   

             
              

                
              

        
               

         
               

      
             

  
                

    
             

              
    

           
                

            
               

             
            

             
      

 



FOIA CBP 000119

    

             
              

         
             

  
               

           
     

               
            

              
         

               
             

  

                
             

              
              

                  
                

                 
                 

   

               
               

              
            

                  
              

              
                 

      

     

              
               
              

     

 



FOIA CBP 000120

    
     

 
   

    
   

    
    

   
 

    
  

      
 

       
     

   

   

                  
                
               

              

  

                 

  

                 
               

                
                  

              
      

  

                
   

 



FOIA CBP 000121

  

                 
               

                 
         

  

                 
                 

 
              

              
          

                   
             

               
             

               
             

  
                

             
             

               
                 

     
               

               
               

              
                
      

                 
             

  
                 

                   
  

 



FOIA CBP 000122

   

            

     

    
   

   
    

     
         

   

   
   

 
 

 



FOIA CBP 000123

   

            

     

  
   

    
     

 

   

   
 
 

   
   

 

 

 



FOIA CBP 000124

   

   

     

 

      

 

   

      
   

  

             
            

       

  

                 
               

            

  

                 
                

              
                  

          

                  
              

  

 



FOIA CBP 000125

               
            

               
                

              
               

  

               
             
               

                
             

       

                  
                

               
    

              
                
               

              
              

    

   

              
              

          
  

                 
            

             
      

           
            

           
             

            
              

          
             

     

 



FOIA CBP 000126

              
                

             
             

             
      

   

               
         

               
      

            
 

              
             
 

            
              

    
           

               
            

 
             

       
            

    

            
            
 

             
  

               
           

     
             

          
              

            
 

 



FOIA CBP 000127

               
              

           
              

                 
                 

                 

   

              
                

             
             

                  
              

              
                 

 

     

              
               
              

     

    
     

 
   

   
   

    
    

   
         

    
 
      
     

   

   

 



FOIA CBP 000128

                  
                
               

              

  

                 

  

                 
               

                
                  

              
     

  

                
   

  

                 
               

                
     

  

                 
                 

   
              

              
          

                  
             

      
                

             
             

                

  



FOIA CBP 000129

                 
     

                 
     

                 
             

  
                  

                 
   

   

            

 

 
   

    
    

   

   

   
 
 

   
   

   
   

   
   

 



FOIA CBP 000130

                

       
                 

     
                

              

   
                 

               
   

   

            

     

  
   

    
     

   

   

   
   

   
    

   
 



FOIA CBP 000131

                
     

                 
      

                 
             

  
                 
                  

   

   

            

     

  
   

    
     
 

   

   
 
 

   
   

     
 

 
      

 



1 
 

AMENDMENT TO THE MEMORANDUM OF UNDERSTANDING  

BETWEEN AND AMONG  

U.S. CUSTOMS AND BORDER PROTECTION 

AND 

SITA INFORMATION NETWORKING COMPUTING USA INC. 

AND 

JETBLUE AIRWAYS CORPORATION 

REGARDING SINGLE-TOKEN BIOMETRIC PILOT  

PROJECT AT BOSTON LOGAN AIRPORT 

  

This Amendment No. 1 (“Amendment”) is effective September 11, 2017 (the “Amendment 
Effective Date”) and amends the Memorandum of Understanding by and between U.S. Customs 
and Border Protection (“CBP”), SITA Information Networking Computing USA Inc. (“SITA”), 
and JetBlue Airways Corporation (“JetBlue”) dated May 22, 2017 (the “MOU”), which was  
extended on or about July 25, 2017.  CBP, SITA, and JetBlue are each individually referred to 
hereinafter as a “Party” and collectively referred to as “Parties”.   

WHEREAS, the Parties have entered into the MOU and extended its initial term 
whereby the term of such MOU ends on September 10, 2017; and 

The Parties now desire to extend the term of the MOU, expand the airports and 
destinations at which the single-token biometric pilot project may occur, and otherwise amend 
certain terms of the MOU as set forth herein.  

NOW THEREFORE, the Parties hereby agree to amend the MOU as follows: 
 

1. Definitions.  Any term not otherwise defined in this Amendment shall have the meaning 
ascribed to it in the MOU.  

 
2. Applicable Airports.  All references to “Boston Logan Airport” shall be amended to also 

include “John F. Kennedy Airport”, and all references to “Aruba” shall be deleted and replaced 
with “international destinations serviced by JetBlue”. Specifically:  

 
a. The title of the MOU is hereby deleted and replaced in its entirety as follows: 

 
MEMORANDUM OF UNDERSTANDING  

BETWEEN AND AMONG  

U.S. CUSTOMS AND BORDER PROTECTION, 

SITA INFORMATION NETWORKING COMPUTING USA INC. AND 

JETBLUE AIRWAYS CORPORATION 

REGARDING SINGLE-TOKEN BIOMETRIC PILOT PROJECT AT BOSTON 

LOGAN AND JOHN F. KENNEDY AIRPORTS 

 

 

b. Section II. Purpose is hereby deleted and replaced in its entirety as follows: 
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Section II. Purpose The purpose of this MOU is for the Parties to collaborate on 
JetBlue’s proposed pilot program to utilize facial biometrics to verify the identity of 
travelers prior to their departure on JetBlue international flights from Boston Logan 
Airport and John F. Kennedy Airport in the United States, to international destinations 
serviced by JetBlue, as mutually identified by the Parties.   
 
c. The first sentence of Section IV. Responsibilities is hereby deleted and replaced 

in its entirety as follows: 
 

Section IV. Responsibilities JetBlue, working with SITA, its technology partner, intends 
to capture each traveler’s photo, in accordance with CBP’s specifications, during the 
boarding process for certain mutually identified JetBlue international flights from Boston 
Logan Airport and John F. Kennedy Airport in the United States, to international 
destinations serviced by JetBlue.  
 
d. Number 1) under the heading “CBP intends to” in Section IV. Responsibilities is 

hereby deleted and replaced in its entirety with the following: 
 

1) Build a biometric gallery of facial images, obtained through various DHS databases, 
of all travelers intending to depart on mutually identified international JetBlue flights 
departing from Boston Logan Airport and John F. Kennedy Airport, as identified 
through its Advance Passenger Information System (APIS) manifest submissions and 
CBP’s facial image database; 

 
3. Responsibilities.  Section IV. Responsibilities is further amended as follows:  
 

a.  Paragraph 3, beginning with “The Parties expect to begin the pilot on or before 
June 12, 2017,….” is hereby deleted in its entirety and replaced with the following: 

 
The Parties expect to begin the pilot on or before June 12, 2017.     
 
b. The final paragraph of Section IV. Responsibilities following items 1 through 5 

under the section titled “SITA intends to” is hereby deleted in its entirety and replaced with 
the following: 

 
JetBlue in conjunction and SITA intend to develop a separate Scope of Work (“SOW”) 
document describing the boarding process concepts being developed, implemented, and 
tested by JetBlue and SITA in this pilot initiative, which will define detailed concepts, 
technical specifications, an implementation schedule, and operating procedures, 
consistent with this MOU.   
 

JetBlue and CBP, in conjunction with SITA, intend to develop operational protocols in 
support of this initiative to define procedures for both operations and mitigations. 
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4. Discontinuation.  Section XI. Discontinuation is hereby deleted and replaced in its 
entirety with the following: 

 
Section XI. Discontinuation This MOU remains in effect for six months from the 
effective date, unless such is extended by mutual written consent of all Parties or 
terminated pursuant to this Section XI.  Any Party may elect to terminate, discontinue, or 
suspend the pilot project with twenty-four (24) hours’ written notification if performance 
of the pilot is unreasonable or disruptive to CBP or JetBlue operations.  Additionally, this 
MOU may be terminated upon the mutual agreement of the Parties or by one Party 
providing at least three (3) weeks’ written notice to the other Parties. 
 

5. No Other Amendment.  All other terms and conditions of the MOU not explicitly 
amended by this Amendment shall remain unchanged and in full force and effect.  

 
6. Entire MOU.  This Amendment constitutes a modification by written consent of the 

Parties.  The MOU and this Amendment constitute the entire understanding between and among 
the Parties with respect to the matters contemplated therein, which supersedes all other 
representations of the Parties, whether written or oral. 
 

IN WITNESS WHEREOF, the Parties have caused this Amendment to be executed by their duly 
authorized representatives.  

 
U.S Customs and Border Protection 

 

 

_________________________________ 

Todd Owen 

Executive Assistant Commissioner 

Office of Field Operations 

U.S. Customs and Border Protection 

JetBlue Airways Corporation 

 

 

_________________________________ 

Title:  ____________________________ 

Date:  ____________________________ 

 

Date:  ___________________________  

 

 

 

SITA INFORMATION NETWORKING 

COMPUTING USA INC.  

 

 

  

 _____ ________  

               Title __________ 

               Date:  _____________________________ 

DocuSign Envelope ID: A067123C-81AA-4DED-8911-25204CA21A48
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4. Discontinuation.  Section XI. Discontinuation is hereby deleted and replaced in its 
entirety with the following: 

 
Section XI. Discontinuation This MOU remains in effect for six months from the 
effective date, unless such is extended by mutual written consent of all Parties or 
terminated pursuant to this Section XI.  Any Party may elect to terminate, discontinue, or 
suspend the pilot project with twenty-four (24) hours’ written notification if performance 
of the pilot is unreasonable or disruptive to CBP or JetBlue operations.  Additionally, this 
MOU may be terminated upon the mutual agreement of the Parties or by one Party 
providing at least three (3) weeks’ written notice to the other Parties. 
 

5. No Other Amendment.  All other terms and conditions of the MOU not explicitly 
amended by this Amendment shall remain unchanged and in full force and effect.  

 
6. Entire MOU.  This Amendment constitutes a modification by written consent of the 

Parties.  The MOU and this Amendment constitute the entire understanding between and among 
the Parties with respect to the matters contemplated therein, which supersedes all other 
representations of the Parties, whether written or oral. 
 

IN WITNESS WHEREOF, the Parties have caused this Amendment to be executed by their duly 
authorized representatives.  

 
U.S Customs and Border Protection 

 

 

_________________________________ 

Todd Owen 

Executive Assistant Commissioner 

Office of Field Operations 

U.S. Customs and Border Protection 

JetBlue Airways Corporation 

JetBlue Airways Corp. 

10/12/2017 

 

Date:  ___________________________  

 

 

 

SITA INFORMATION NETWORKING 

COMPUTING USA INC.  

 

 

      

 __________________________________  

               Title: _____________________________ 

               Date:  _____________________________ 
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Utilize existing airport and airline 

infrastructure2 Existing 

Infrastructure

3
Existing 

Business  

Models

Leverage existing stakeholder 

systems, processes, and business 

models

Current 

Passenger 

Behavior4
Leverage passenger behaviors 

and expectations that do not 

require new or unexpected steps 

for travelers

Existing 

Data & IT 

Infrastructure5
Use existing traveler data and 

existing government IT 

infrastructure

Avoid adding any new 

processes1 Do not add 

another process

For a solution to be both 
feasible and realistic:

|Key Parameters and Considerations
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|TVS & BEMA: How do they fit together?

• Fulfill the mission requirement of Biometric Exit using two tools:
TVS and BEMA.

• TVS automates facial recognition of travelers on exit.
• Uses APIS manifest data and existing photos to match live photos of

travelers boarding.

• BEMA for exception processing.
• BEMA is a program that receives .

Officers can use BEMA to take fingerprints, swipe and query travel
documents .

• Used together, TVS and BEMA provide the foundation for robust
biometric exit capabilities.

(b)(7)(E)

(b)(7)(E)

(b)(7)(E)
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|TVS Overview

•  before
scheduled departure

pulls the APIS
information and
Creates Gallery of
photos from DHS
holdings

• The Gallery will
refresh every minute
up to departure time,
when updates are
made to APIS.

(b)(7)(E)

(b)(7)(E)
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|TVS Responses

• ••(b)(7)(E) (b)(7)(E) (b)(7)(E)
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• BEMA is an enhanced handheld mobile device that 
allows CBPOs to collect and query biographic and 
biometric traveler data.

•
•

•
•
•
•

•

10

|BEMA Overview

(b)(7)(E) (b)(7)(E)
(b)(7)(E)

(b)(7)(E)

(b)(7)(E)
(b)(7)(E)
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• Once you select a mismatch,
the BEMA user will 

begin the adjudication process for that specific 
referral.

|BEMA Selecting Referral

(b)(7)(E)

(b)(7)(E)
(b)(7)(E)

(b)(7)(E)
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| BEMA – Primary Screen

(b)(7)(E) (b)(7)(E)
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• All In-Scope passengers identities, including those of USCs,  must be verified.  

• In-Scope is the same as the In-Scope age range for  Age 14 – 79

• If A traveler Refuses or is unable to participate

• Confirm using the

• Confirm using BEMA (NON- USC) 

• Out of Scope Travelers may be excused from TVS

• If the identity of a traveler cannot be verified by TVS, the CBP Officer will use appropriate alternative 
methods, such as BEMA or a manual review of documents, to verify that traveler’s identity 

• Once the traveler’s identity is verified and there are no enforcement concerns, the CBP Officer may allow the 
traveler to board the flight

TVS allows the CBPO operating the device to determine the appropriate response to those travelers 
that do not match. 

|Policy

(b)(7)(E)

(b)(7)(E)
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For U.S. Citizen Travelers

• Absent any Law Enforcement concerns  a review of the U.S. Passport can suffice for
verification.

• If a U.S. Citizen Refuses to participate, Allow the traveler to bypass the TVS camera and verify the travelers
identity manually.

• Allow the traveler to board.

Diplomats

• If a traveler identifies themselves as a diplomat, review their travel documents to confirm identity and
validity, then allow the traveler to board.

|Exception Processing

(b)(7)(E) (b)(7)(E)
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For Non- U.S. Citizen Travelers

• Review the traveler’s passport for entry stamps

• Review the travelers US documents (VISA, I-551 Refugee Travel Document, etc.)

• Swipe passport using the BEMA device

•
 Ensure biographic information (Name, DOB, etc.)





• Process the traveler through the BEMA device

If the traveler Entered Without Inspection (EWI)

•

•

|Exception Processing (Continued)

(b)(7)(E)
(b)(7)(E)

(b)(7)(E)
(b)(7)(E)

(b)(7)(E)
(b)(7)(E)
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Closing out a TVS 

|TVS Closeout 

(b)(7)(E)

(b)(7)(E)
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Questions?
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