






CBP’s INVESTMENT | A Facial Matching Service

The Traveler Verification 
Service  (TVS) is a government 
provided biometric 
matching service 

TVS retrieves all associated 
traveler images from 
DHS holdings

Matches one to few 
utilizing cloud infrastructure 

Trusted source for 
identity verification

The biometric matching service is a device 
agnostic, secure, cloud based technical 
infrastructure to support advanced identity 
verification.
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Cruise lines are responsible for notifying CBP 
in the unlikely event of a system outage

Direct travelers to triage

During a system outage, CBP will:

Notify the cruise line that facial debarkation 
operations are discontinued

Reassign CBP Officers from camera triage 
to primary inspection

Conduct manual inspections

Report the facial debarkation system outage 
to CBP Office of Information and Technology 

 (TVS Outage Duty Phone)

Mitigation System Outages
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CRUISE REENGINEERING | Transforming Cruise Processing

Cruise Reengineering consists of three synchronized initiatives: 
Enhance data sharing between CBP and the cruise industry; 
Biometrically confirm the identities of cruise passengers and crew departing and 
entering the United States; and, 
Implement modernized and automated administrative processes by enabling 
electronic submission of forms and electronic issuance of documentation.

CBP is engaged with cruise lines to incorporate facial recognition 
technology into debarkation processes as well as to improve data 
sharing between CBP and the cruise lines. 

T h e  C r u i s e  R e e n g i n e e r i n g  P r o j e c t  l e v e r a g e s  f a c i a l  r e c o g n i t i o n  t o  
m o d e r n i z e  t h e  c r u i s e  i n s p e c t i o n  p r o c e s s
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FACIAL DEBARKATION |

Biometric processing allows CBP officers to 
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Deputy Director

Office of Field Operations
Planning, Program Analysis and Evaluation
Sea Innovation, Mobility, Biometric Advancement
U.S. Customs and Border Protection

   

Thank you!
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Purpose 

The purpose of this user manual is to provide systematic instructions to properly set-up, operate, and 

troubleshoot the NEC NeoFace Express 2 camera and application.   

This document guides officers in the field to set a camera up, process a flight, and shut the camera 

down.  

Navigating the NEC Express Application – An Overview 

1. The Express application will start automatically when the device is powering up. If the Express 

application has closed and you see the device desktop, manually start the Express application

.  

2. Application start up screen  

3. PIN screen 

a.  

b.  

4. Manual Configuration 

a.  

b.  

c.  

d.  

e.  

5. Airport Information 

a.  

b.  

c.  

d.  

e.  

6. Boarding –  

a.  

b.  

c.  

 

d.  
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NEC Camera Diagram  
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NEC NeoFace Express 2 Camera Setup 
 

Step 1: Setup 

1. Maneuver the NEC NeoFace Express device to the gate area.  Grip by the stand (not the 
camera), tilt the stand back, and roll the stand to its destination. 

2. Locate a power source, plug in the surge protector, and plug the device in to the surge 
protector.   

a.  
 

b. A recommended cable protector to prevent tripping. 

3. Place a mat in front of the camera approximately 12 to 18 inches from the device.  This will help 
both passengers and officers to keep distances consistent during boarding. 

4. Clean the touch screen with lens cleaner and microfiber cloth. 

5. Press and quickly release the power button  to 
turn on the device. 

6. The NEC NeoFace Express will begin booting up.  The application will launch automatically after 
approximately 5 seconds.  Once the application has started,  
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Setup Notes 
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Step 1.5: Checking Modality 
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Step 2: PIN Screen  
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Step 3: Manual Configuration Screen 

  

 
 

  

  
  

 

  
 

  

  

  
 

 

 

Enter User Credentials 
1.  

  

 

 
 

 
 

2.  
 

 
3.  
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Configure Application Settings 
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Enter Airline Data 
1.   

2.   
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5.  
 

 
 

 

(b)(7)(E)

(b)(7)(E)

(b)(7)(E)

(b)(7)(E)

FOIA CBP 000226

   
  



 NEC Xpress 2 User Manual 12 

Step 4: Flight Data Screen  

 

1.    

2.    

3.    
4.  

 

5.  
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Testing the Camera Screen 
To test the cameras  
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 An animation demonstrates how to approach the camera for processing. 
 

1.  
 

2. Prepare for boarding by instructing passengers to approach the device and position themselves 
on the mat. 

3. Once in position, instruct the passenger to look at the screen. 

 

 
 

 
 

 

 

4.  
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RETRY PHOTO 
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5.  

 

. 

Step 6: Post-Boarding Process 

 

1.  
 

2.  

3.  

4.  
 

 

Additional Setup Instructions 

Setting up the Network Configuration 

1.  
 

 

2.  
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4. . 

5. . 
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7.  
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NEC Application Configurations 
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2.  
 

3.  

4.  

5.  
 

6.  
 

7.  

8.  
 

Camera Configurations 
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4.  

5.  
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9.  
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Troubleshooting Section 

Exiting the Program 

1.  

a.  

b.  

c.   

  

 

2.  
 

3.  
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a.  
 

b.  

c.  
 

 

 

Checking the network connection 
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Error Message 
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Purpose 

The purpose of this user manual is to provide step-by-step instructions to properly set-up, operate, and 
troubleshoot the NEC NeoFace Express 2 camera and application.  

Who is this for?  
This guide is intended to guide officers in the field to set a camera up, process a flight, and shut the 
camera down.  

Navigating the NEC Express Application – An Overview 

1. The Express application will start automatically when the device is powering up. If the Express 
application has closed and you see the device desktop, manually start the Express application

  
2. Application start up screen  
3. PIN screen 

a.  
b.  
c.  

4. Manual Configuration 
a.  
b.  
c.  
d.  
e.  

5. Flight Details 
a.  
b.  
c.  
d.  
e.  

6. Boarding –  
a.  
b.  
c.  

 
d.  
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NEC Camera Diagram  
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Setup Notes 
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Step 2: PIN Screen  
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Step 3: Manual Configuration Screen 
  

 
 

•  
•  

  

 

•  

•  
 

•  

 

 

Enter User Credentials 
1.  

 

 
  

 
2.  

 
 

3.  
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Enter Airline Data 
1.   

2.   
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Step 4: Flight Data Screen  
 

1.  
 

2.  
 

3.  

4.  
 

5.  

 

The Camera Screen 
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Step 5: Boarding Screen  
 

The CBP officer is advised to take the boarding pass from the traveler to scan.  The process moves faster 
when an officer experienced with the operation of the device scans the boarding pass. 

 

 

  
 

 
  

 

1.  
 

2. Prepare for boarding by instructing passengers to approach the device and position themselves 
on the mat. 

  

 
 

 
3. Once in position, instruct the passenger to look at the screen and scan their boarding pass. 

4.  
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Step 6: Post-Boarding Process 
 

1.  

2.  

3.  

4.  

5.  
 

6.  
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Additional Setup Instructions 
Setting up the Network Configuration 

1.  
 

 

2.  

3.  

4.  

5.  
 

6.  

7.  
 

a.  

b.  

 

Setting up the Mi-Fi Device (If Applicable) 
1.  

2.  

 

NEC Application Configurations 
 

 

1.  
 

 

2.  

3.  

4.  

5.  
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Troubleshooting Section 
Exiting the Program 

1. 
 

2.  
 

a.  
 

b.  

c.  
 

 
Checking the network connection 

 
 

. 
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Support Information  
In the event you encounter an issue which you cannot resolve, please contact CBP OIT for support: 

TVS Duty Phone  
For immediate assistance 24/7, call the TVS duty phone: . 

Please be prepared to provide a detailed description of the issue, including repeating the steps you have 
taken and any logs, to assist CBP OIT in resolving the issue. 

Email:  
Send an email to   

Include as much detail as possible about your issue, including the steps you took before the issue appeared 
and the steps you took to attempt to remediate.  Please attach any logs or photos of the issue associated 
with the issue to the email.  A response will be provided within 24 hours. 

Below is a template and an example of an email to TVS Support: 

 

Template 
Title: Port - Carrier - Flight Number - Departure Date – Summary 

Type: Should be indicated as an New Feature, Enhancement, or Defect 

Reported Issue: An objective summary of the issue.  Should not include any analysis, opinions, or 
solutions. 

Steps to Replicate the Issue: List the exact steps taken when the issue was discovered.   
  

Attachments: Attach all pertinent supporting artifacts including  

 

Example 
Title:  

Type:  

Reported Issue:  
 

Steps to Replicate the Issue:  
 

Attachments: ScreenShotOfError.jpg. 
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1. Introduction 

1.1 Background 

U.S. Customs and Border Protection (CBP) is congressionally mandated to implement a 
biometric entry-exit system. 1 In 2017, CBP developed an integrated approach to a 
comprehensive biometric entry-exit system that stakeholders, including other U.S. government 
agencies and travel industry partners such as airlines, airports, and cruise lines, can incorporate 
into their respective operations. CBP offered relevant stakeholders, also known as business 
sponsors, an “identity as a service” solution that uses facial comparison technology to automate 
manual identity verification, and complies with the Congressional mandate for biometric exit.  
This harmonizes the data collection and privacy standards each stakeholder must follow. 
 
CBP’s Traveler Verification Service (TVS) offers a process for compliance with the pre-
departure clearance of passengers under the Intelligence Reform and Terrorism Prevention Act. 
TVS uses facial comparison technology in a cloud environment to match live traveler photos 
with photos maintained in U.S. Government holdings. Stakeholder participation in biometric exit 
is voluntary and is not mandated by CBP. Furthermore, the biometric exit program is designed to 
facilitate a public – private partnership wherein business sponsors procure and maintain 
biometric equipment that uses TVS to efficiently and effectively fulfill the biometric exit 
requirement for in-scope passengers.2 Through partnerships with various business sponsors, CBP 
is enabling a large-scale transformation that will facilitate air travel, while making it more 
secure, in fulfillment of DHS mission responsibilities.  

1.2 Purpose 

The purpose of this document is to identify the business requirements for airlines and airport 
authorities to participate in biometric exit. Additionally, this document provides a list of 
operational recommendations that should be accounted for when onboarding new sites.  

 

 

 

                                                      
1 The following statutes require DHS to take action to create an integrated entry-exit system: Section 2(a) of the 
Immigration and Naturalization Service Data Management Improvement Act of 2000 (DMIA), Public Law 106-215, 
114 Stat. 337; Section 110 of the Illegal Immigration Reform and Immigrant Responsibility Act of 1996, Pub. L. 
No. 104-208, 110 Stat. 3009-546; Section 205 of the Visa Waiver Permanent Program Act of 2000, Pub. L. No. 106-
396, 114 Stat. 1637, 1641; Section 414 of the Uniting and Strengthening America by Providing Appropriate Tools 
Required to Intercept and Obstruct Terrorism Act of 2001 (USA PATRIOT Act), Pub. L. No. 107-56, 115 Stat. 272, 
353; Section 302 of the Enhanced Border Security and Visa Entry Reform Act of 2002 (Border Security Act), Pub. 
L. No. 107-173, 116 Stat. 543, 552; Section 7208 of the Intelligence Reform and Terrorism Prevention Act of 2004 
(IRTPA), Pub. L. No. 108-458, 118 Stat. 3638, 3817; Section 711 of the Implementing Recommendations of the 
9/11 Commission Act of 2007, Pub. L. No. 110-53, 121 Stat. 266, 338; and Section 802 of the Trade Facilitation and 
Trade Enforcement Act of 2015, Pub. L. No. 114-125, 130 Stat. 122, 199. 
2 An “in-scope” traveler is any person who is required by law to provide biometrics upon exit from the United States 
pursuant to 8 CFR 235.1(f)(ii). In-scope travelers include any aliens other than those specifically exempt as outlined 
in the CFR. 
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and disclose the ability of travelers to opt-out of 
the process. 

4 If the business sponsor is an airline then the airline 
must ensure all flight schedules, diversions, delays 
and departure times are updated within the 
relevant systems as soon as possible. 

TVS is designed to ensure galleries 
are staged and removed "just in 
time." Therefore, if a flight is 
significantly delayed without a 
corresponding update with a new 
departure time, biometric exit 
processing/boarding may not be 
available.  

5 If the business sponsor is an airline, then the 
airline must ensure that all identified APIS errors 
are corrected prior to departure to facilitate 
comprehensive gallery creation.  

Gallery creation is dependent on 
accurate API data. If API is 
incomplete, it must be updated 
during check-in or prior to boarding. 
TVS updates the photo galleries 
every 5 minutes, beginning 2 hours 
prior to departure.  

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

FOIA CBP 000289



Biometric Air Exit Business Requirements Document, v2.0

15

Acknowledgement and Compliance Declaration

I, _____________, acknowledge that I have received and read the Biometric Exit 
Business Requirements Document (BRD) and Technical Reference Guide (TRG) on behalf of 

, and agree to comply with the contents as of the date of signature.

Signature:

Name:

Title:

Date: _________________________

Metropolitan Airports Com

3/3/20

(b)(6)

(b)(6)
(b)(6)
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Appendix A: TVS Onboarding Guide 
 

Upon commitment to implementing a biometric verification process, CBP will provide the 
business sponsor the TVS Technical Reference Guide(s).  

New business sponsors/new vendor’s solutions shall complete the following steps (in order) prior 
to using TVS in the production environment: 

1. Review the TVS Technical Reference Guide(s); 
2. Request access to the TVS in a Box (TIAB) environment using the TVS in a Box User 

Access Request Form; 
3. Develop and test in the TIAB environment; 
4. Request access to the TVS System Acceptance Test (SAT) and production environment 

using the External Vendor New CBP User Access Request Form; 
5. Schedule and perform an integration test with the CBP TVS Team in the SAT 

environment; 
6. Review and correct issues from the integration testing performed in the SAT 

environment;  A joint “Go” or “No Go” decision shall be held with a planned outcome 
including revisions to the schedule as necessary; and 

7. Upon completion of all testing activities, CBP will provide the TVS production 
environment user credentials.  The business sponsor shall communicate to CBP of the 
planned production deployment date. 

Steps 5-7 shall be completed if any of the following conditions are met: 

• An existing business sponsor/vendor’s solution is expanding to a new airport. 
o Example: Airline ABC, the business sponsor, has an existing vendor’s solution 

with vendor “X” at one airport. ABC intends to expand biometric exit to a new 
airport with the existing vendor “X.” This will require additional SAT testing with 
TVS. 

• An existing business sponsor is using a new vendor solution. 
o Example: Airline ABC, the business sponsor, intends to add/use a new vendor.  

This will require additional SAT testing with TVS. 
• An existing Business Sponsor/Vendor’s Solution is expanding to a new airline. 

o Example: airport authority XYZ, the business sponsor, has an existing solution 
with Airline “Gray.” XYZ intends to expand and support airline “Blue” as well.  
This will require additional SAT testing with TVS. 

The business sponsor/vendor’s solution will also be required to provide a point of contact for 
password expiration notifications. This contact will receive notification when the business 
sponsor/vendor’s solution password is about to expire. The TVS Team recommends providing a 
group mailing list in the event of any staffing changes. 

Please send all completed forms to the CBP TVS Team using the email 

 

 

(b)(7)(E)
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Appendix B: CBP Privacy and Security Principles 

 

FAIR INFORMATION PRACTICE PRINCIPLES (DHS FIPPs) 

 
• Transparency: DHS should be transparent and provide notice to the individual 

regarding its collection, use, dissemination, and maintenance of personally 
identifiable information (PII). 

• Individual Participation: DHS should involve the individual in the process of using PII 
and, to the extent practicable, seek individual consent for the collection, use, 
dissemination, and maintenance of PII.  DHS should also provide mechanisms for 
appropriate access, correction, and redress regarding DHS’s use of PII. 

• Purpose Specification: DHS should specifically articulate the authority that permits the 
collection of PII and specifically articulate the purpose or purposes for which the PII is 
intended to be used. 

• Data Minimization: DHS should only collect PII that is directly relevant and necessary to 
accomplish the specified purpose(s) and only retain PII for as long as is necessary to fulfill 
the specified purpose(s). 

• Use Limitation: DHS should use PII solely for the purpose(s) specified in the notice. 
Sharing PII outside the Department should be for a purpose compatible with the purpose for 
which the PII was collected. 

• Data Quality and Integrity: DHS should, to the extent practicable, ensure that PII is 
accurate, relevant, timely, and complete. 

• Security: DHS should protect PII (in all media) through appropriate security 
safeguards against risks such as loss, unauthorized access or use, destruction, 
modification, or unintended or inappropriate disclosure. 

• Accountability and Auditing: DHS should be accountable for complying with these 
principles, providing training to all employees and contractors who use PII, and auditing the 
actual use of PII to demonstrate compliance with these principles and all applicable privacy 
protection requirements.3 

 

                                                      
3  Privacy Policy Guidance Memorandum, Hugo Teufel III, Chief Privacy Officer, U.S. Department of Homeland 
Security (Dec. 29, 2008), www.dhs.gov/xlibrary/assets/privacy/privacy_policyguide_2008-01.pdf. 
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FIELD ANNOUNCEMENT – SIMPLIFIED ARRIVAL 
What: Simplified Arrival - the next generation of Primary Passenger Processing, replacing TPAC 

Where: Miami International Airport, Central Terminal 

When: May 7th, 2018 

How will Simplified Arrival impact the process? 

• Provides faster processing
• Allows more time to conduct inspections
• Replaces document scan with facial recognition as a first step in the process
• Bypasses fingerprint capture when appropriate
•
•

Give me the 30,000 foot view 

• Photo is compared to existing photo(s)/gallery
•
•
• Usual inspection process(es) are carried out
• Traveler is admitted or referred

Can I see a picture? 

Login Screen 

(b)(7)(E)
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Home screen 

 

What’s the same, even though the screen(s) have changed? 

• Need to complete thorough passenger inspections 
• Verification of additional documents (Visas, SEVIS, etc.) 
• Functionality 

o  
o  
o  
o  
o   
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1. Introduction 

1.1 Purpose 

The purpose of this document is to provide a guide to testing the TVS Matcher Service in an alternate SAT 
environment called  

 
. 

 
 

1.2 Background 

A functional simulacrum of TVS is needed by internal and external partners who require a stable instance of TVS to 
be available for testing and education without the concerns of connections to live data or the instability of a 
software development environment.  

 
 

  

2. 

2.1 Logging in

Example credentials: 
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2.2 
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2.3 Identify 

2.4 Verify

2.5 
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2.5.1 
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2.5.2 

2.6 Gallery Creation 

3. Diagnostic Tool 
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6. Log-in Information 

To login, use the credentials which have been provided  Example: 

6.1 Username:

6.2 Password:

 

If you do not have credentials, contact to obtain credentials.  

7. Contact Information 

Send questions and comments related to this reference guide to @cbp dhs gov. 

 

 

(b)(7)(E)

(b)(7)(E)

(b)(7)(E)

(b)(7)(E)

(b)(7)(E)

(b)(7)(E)

(b)(7)(E)

FOIA CBP 000380

----







Version 1.6 – Traveler Verification System (Cloud Based Matching Pilot) Technical Reference Guide 

OIT For Official Use Only (FOUO) ii 

Table of Contents 

1. Introduction ................................................................................................................................................ 1

1.1 Purpose ........................................................................................................................................................... 1 
1.2 Background...................................................................................................................................................... 1 

2. Internet Connectivity .................................................................................................................................. 1

2.1 Networking ...................................................................................................................................................... 1 
2.1.1 Network connection requirements ....................................................................................................... 1 
2.1.2 ..................................................................................................................................................... 1 
2.1.3  ........................................................................................................ 1 
2.1.4  ....................................................................................................................... 1 

2.2 Testing Region ................................................................................................................................................. 1 
2.2.1  ............................. 1 
2.2.2 URL ......................................................................................................................................................... 1 
2.2.3 Project Test Plan .................................................................................................................................... 2 
2.2.4 ........................................................................................................................................... 2 

3. Interface Overview ..................................................................................................................................... 2

3.1 .................................................................................................................................... 2 
3.1.1 Login ........................................................................................................................................ 3 
3.1.2 Login Request Message Elements.......................................................................................................... 3 
3.1.3 Login Response Message Elements ....................................................................................................... 3 
3.1.4 Authorization Header ............................................................................................................................ 4 
3.1.5  .................................................................................................................................. 4 
3.1.6 ......................................................................................... 4 
3.1.7 ....................................................................................... 4 
3.1.8 Change Password ..................................................................................................................... 5 
3.1.9 Change Password Request Message Elements ...................................................................................... 5 
3.1.10 Change Password Response Message Elements .......................................................................... 5 

3.2 Identify Service ................................................................................................................................................ 5 
3.2.1 Identify ...................................................................................................................................... 6 
3.2.2 Encounter Types .................................................................................................................................... 6 
3.2.3 Identify Request Message Elements ...................................................................................................... 7 
3.2.4 Identify Response Message Elements ................................................................................................... 7 

3.3 User Authentication ........................................................................................................................................ 8 
4. Photo Specifications ................................................................................................................................... 8

5. Assumptions ............................................................................................................................................... 8

6. Request Log-in ID ........................................................................................................................................ 8

7. URL ............................................................................................................................................................. 8

8. Contact Information ................................................................................................................................... 8

9. Acronyms .................................................................................................................................................... 8

10. Appendix .................................................................................................................................................. 10

10.1 Network Testing Examples ....................................................................................................................... 10 
10.1.1  Sample Response Screenshot ................................................................................... 10 
10.1.2  Sample Complete Response ..................................................................................... 10 

(b)(7)(E)

(b)(7)(E)

(b)(7)(E)

(b)(7)(E)

(b)(7)(E)

(b)(7)(E)

(b)(7)(E)

(b)(7)(E)

(b)(7)(E)

(b)(7)(E)

(b)(7)(E)

(b)(7)(E)
(b)(7)(E)
(b)(7)(E)

FOIA CBP 000383



Version 1.6 – Traveler Verification System (Cloud Based Matching Pilot) Technical Reference Guide 

OIT For Official Use Only (FOUO) iii 

Table of Figures 

Figure 1:  .............................................................................................................. 3 
Figure 2:   ......................................................................................................................... 6 
Figure 3:  Sample Test Response ................................................................................................................ 10

(b)(7)(E)
(b)(7)(E)

(b)(7)(E)

FOIA CBP 000384



Version 1.6 – Traveler Verification System (Cloud Based Matching Pilot) Technical Reference Guide 

OIT For Official Use Only (FOUO) 1 

1. Introduction
1.1 Purpose 

The purpose of this document is to provide the interface specifications between the U.S. Customs and Border 
Protection (CBP) Traveler Verification Service (TVS) and Commercial Airline/Cruise line Operators supporting the 
Biometric Air Exit and Sea Entry pilot.  CBP Office of Information and Technology (OIT) will work closely with each 
airline/cruise line in developing, testing, and implementing software during the pilot phase. 

1.2 Background 

TVS is the next transitional step towards deployment of reliable and repeatable biometric verification capabilities in 
the air exit/entry and sea exit/entry environment.  TVS is intended to operationalize its recent predecessor, Atlanta 
Pilot.  The Departure Information Systems Test began on June 15, 2016 at the Atlanta Hartsfield-Jackson 
International Airport, in cooperation with Delta Airlines, a major U.S. carrier.  A CBP manned camera and tablet 
computer were placed between Delta’s boarding pass scanner and the aircraft.  As travelers checked in for their 
flight, 

  As travelers passed through the boarding area, they stopped at the camera while a 
photograph was captured.  The live photographs were compared to the downloaded gallery of expected travelers 
to determine if CBP systems could accurately match live photographs to those of the same traveler that were 
previously acquired by CBP. 

The objective of TVS is to further the pilot to experiment and establish a Reference Implementation model where 
the airline or cruise line provides the traveler biometric and biographic data to CBP for biometric verification of the 
traveler. 

2. Internet Connectivity
2.1 Networking 

2.1.1 Network connection requirements 

 
 

2.1.2  

 
 

2.1.3  

 
 

2.1.4  

 

2.2 Testing Region 

2.2.1  

TVS has a test region for technical certification.  Technical specifications for this connection are outlined in this 
document.  

2.2.2 URL 

Use the following URL for the test region: 

   

(b)(7)(E)

(b)(7)(E)

(b)(7)(E)

(b)(7)(E)

(b)(7)(E)

(b)(7)(E)

(b)(7)(E)

(b)(7)(E)

(b)(7)(E)
(b)(7)(E)

(b)(7)(E)
(b)(7)(E)

FOIA CBP 000385

1 



Version 1.6 – Traveler Verification System (Cloud Based Matching Pilot) Technical Reference Guide 

OIT For Official Use Only (FOUO) 2 

2.2.3 Project Test Plan 

Airlines and Cruise lines should coordinate with CBP at the following points: 

1. Prior to development

2. During development
a. Resolve technical issues
b. Address technical questions

i. Networking test :
3. Prior to integration testing

2.2.4  

 
  Technical specifications for this connection 

are . 

3. Interface Overview
CBP provides a TVS Web Service for the airlines/cruise lines to use for submission of photos of the travelers  

 
 

 

3.1  
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APIS Advance Passenger Information System 
CBP Customs and Border Protection 
FOUO For Official Use Only 
IATA International Air Transport Association 
NIST National Institute of Standards and Technology 
OIT Office of Information and Technology 
PX Pixel 
TVS Traveler Verification System 
UTC Coordinated Universal Time 
WS Web Service 
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FOR OFFICIAL USE ONLY / LAW ENFORCEMENT SENSITIVE 
 

SECURITY NOTICE  
The following materials contain U.S. Customs and Border Protection, Department of Homeland Security 

(DHS), information that is FOR OFFICIAL USE ONLY or other types of sensitive but unclassified 

information requiring protection against unauthorized disclosure. These materials will be handled and 

safeguarded in accordance with DHS management directives governing protection and dissemination of 

such information.  

At a minimum, these materials will be disseminated only on a “need-to-know” basis and, when 

unattended, will be stored in a locked container or area offering sufficient protection against theft, 

compromise, inadvertent access and unauthorized disclosure.  

This document is loaned to your agency FOR OFFICIAL USE ONLY and remains the property of U.S. 

Customs and Border Protection, Department of Homeland Security. Any further request for disclosure of 

this document or information contained herein should be referred to the Disclosure Law Branch, Office of 

Rulings and Regulations (OR&R).  
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1 Purpose  
The Traveler Verification Service (TVS) Standard Operating Procedure (SOP) provides 
operational and enforcement guidance to U.S. Customs and Border Protection (CBP) Officers 
working outbound passenger enforcement and inspection operations.  The policies and 
procedures outlined in this document relate specifically to operations during an outbound flight 
in which the TVS is deployed. 

2 Background  
This document supersedes the Departure Verification System (DVS) SOP.  DVS was the 
operationalization of the Departure Information Systems Test (DIST), which tested the ability of 
CBP systems to compare images of travelers departing the U.S. against images within 
government holdings.  Government holdings, such as U.S. passports and visa photos, are pulled 
to create a manifest gallery of photos, which are then used to match against passengers traveling 
outbound to biometrically confirm departure.  DVS had two significant enhancements over 
DIST; the confirmation of travelers’ outbound crossings and real time matching responses by the 
camera.   

TVS will include two additional enhancements over DVS.  The first enhancement is the creation 
of an of travelers   The 
second enhancement is the capability of the camera  

. 

TVS technology includes the biometric exit application on the
platform.  The deployed biometric capture device (the camera) and the Biometric Exit Mobile 
Application (BEMA) together are capable of the following: 

 Provides 
 Provides 
 Provides the capability to capture a traveler’s fingerprints for identity verification;
 Provides the capability to biographically or biometrically query a traveler’s record; and
 Provides the capability to biographically or biometrically confirm the departure of a

traveler from the United States.

3 Policy 
Prior to boarding, the Passenger Analytical Unit (PAU) or other designated team will review the 
port of entry   Any traveler whose record is promoted to the 

, either systematically or by the National Targeting Center (NTC), will be reviewed by the 
PAU to determine what action, if any, is appropriate.  This document will identify which 
enforcement scenarios will require an exit enforcement action and under which circumstances.   

If during TVS operations the identity of a traveler cannot be determined, the CBP Officer will 
use alternative methods to verify that traveler’s identity.  Once the identity of the traveler is 
verified and there are no enforcement concerns, the CBP Officer may allow the traveler to board 
the flight. 
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Utilize existing airport and airline 
infrastructure2 Existing 

Infrastructure

3 Existing 
Business  
Models

Leverage existing stakeholder 
systems, processes, and business 

models

Current
Passenger 
Behavior4 Leverage passenger behaviors 

and expectations that do not 
require new or unexpected steps 

for travelers
Existing 
Data & IT 
Infrastructure5 Use existing traveler data and 

existing government IT 
infrastructure

Avoid adding any new 
processes1 Do not add 

another process

For a solution to be both
feasible and realistic:

|Key Parameters and Considerations
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|TVS & BEMA: How do they fit together?

• Fulfill the mission requirement of Biometric Exit using two tools:
TVS and BEMA.

• TVS automates facial recognition of travelers on exit.
• Uses APIS manifest data and existing photos to match live photos of
travelers boarding.

• BEMA for exception processing.
• BEMA is a program that receives
Officers can use BEMA to take fingerprints, s
documents

• Used together, TVS and BEMA provide the foundation for robust
biometric exit capabilities.
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|TVS Responses

• ••(b)(7)(E) (b)(7)(E) (b)(7)(E)

FOIA CBP 000415

 

  
   

 
 

 
 

 

  
   

 
  



• BEMA is an enhanced handheld mobile device that
allows CBPOs to collect and query biographic and
biometric traveler data.

•
•

•
•
•
•

•

12

|BEMA Overview

(b)(7)(E)
(b)(7)(E)

(b)(7)(E)
(b)(7)(E)

FOIA CBP 000416

 
 



  

   



 
 

       
 

 

   





| BEMA – Primary Screen
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• All In Scope passengers identities, including those of USCs, must be verified.
• In Scope is the same as the In Scope age range for Age 14 – 79
• If A traveler Refuses or is unable to participate

• Confirm using the
• Confirm using BEMA (NON USC)

• Out of Scope Travelers may be excused from TVS
• If the identity of a traveler cannot be verified by TVS, the CBP Officer will use appropriate alternative
methods, such as BEMA or a manual review of documents, to verify that traveler’s identity

• Once the traveler’s identity is verified and there are no enforcement concerns, the CBP Officer may allow the
traveler to board the flight

TVS allows the CBPO operating the device to determine the appropriate response to those travelers
that do not match.

|Policy
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For U.S. Citizen Travelers
• Absent any Law Enforcement concerns , a review of the U.S. passport can suffice for
verification.

• If a U.S. citizen refuses to participate, allow the traveler to bypass the TVS camera and verify their identity
manually.

• Allow the traveler to board.
Diplomats
• If a traveler identifies themselves as a diplomat, review their travel documents to confirm identity and
validity, then allow the traveler to board.

|Exception Processing
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Closing out a TVS

|TVS Closeout
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Questions?
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