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PARE 2.0  
11/6/2018 

 

DESCRIPTION 

 

PARE 2.0 team members

were participating in a  

collected from Peace Bridge site on 11/5/2018 with images on file 

. This exercise concentrated solely on the  

. was observed during this ground truthing exercise. 

 

RESULTS 

 

After a thorough analysis of photos by all participants

 

was able to identify several venues for image quality improvement to incorporate into the 

upcoming camera deployment : 

 

The following agreements were made  to effectively collaborate during this 

development effort:  

• 

• 

• ,  team will conduct 

another round of ground truthing and evaluate matching thresholds and parameters for further 

provisioning . This will most likely take place  

. 
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Pre-Arrival Readiness Evaluation (PARE)
FACE RECOGNITION & IMAGE ANALYSIS

Sunday May 12, 2019 – Sunday May 26, 2019

Version 1.0

For Official Use Only (FOUO)
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TRAVELER PROFILE

7

Note
• This shows the overall breakdown of 

travelers age estimate by gender captured by 
the vendor cameras. 

• The majority of the travelers were classified 
to be males between the age of 35 and 60 
years old.
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DEFINITION OF PERFORMANCE MATRICES

• Capture Rate : Overall, how often the vendors were able to capture a traveler’s image and send to PARE.
•
• TVS Successful Verification Response Rate (Template Creation Rate): Overall, how often the verification attempt returned a 

successful response whether it was a Match or a No-Match.
• Threshold: An operational point where a match score is defined as verified or rejected. 
•  
• Accuracy: Overall, how often TVS is classifying comparisons correctly. 

17
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Biometric Exit

2

Introduction
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TVS
Operations
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TVS & BEMA
Operations

11

FOIA CBP 000580



| Biometric Exit Mobile Application (BEMA) Overview

• BEMA is a   application.

• BEMA provides real‐time query results to CBP Officers in a 
mobile setting 

•

•  

•

•

• With BEMA, a CBPO can confirm the departure of 
travelers by scanning their passports and capturing 
fingerprints.
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Policy & Exceptions

25
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|Exceptions

If the passenger is . . . And . . . then

a USC Is a no‐match Manually exam the document to ensure the documents are valid and 
that the traveler is the true bearer.

a non‐USC and in scope for biometrics Is a no‐match Use BEMA to verify identity.

a USC Refuses to participate Provide the traveler with a tear sheet, which explains the operation 
and refer the traveler  to the CBP Officer.  The officer will conduct an 
examination of travel documents to ensure the documents are valid 
and that the traveler is the true bearer.

a non‐USC and in scope for biometrics Refuses to participate Inform the traveler that participation is mandatory for everyone. 
Provide the traveler with a tear sheet, which explains the operation. 
If the traveler still refuses to participate, use BEMA to verify identity.
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Sprint
Training Summary

32
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| Sprint Training Summary

33

• Fulfill the mission requirement of Biometric Exit using two tools:  
TVS and BEMA.

• TVS automates facial recognition of travelers on exit.
• Uses APIS manifest data and existing photos to match live photos of travelers 
boarding.

• BEMA for exception processing.
• BEMA is a   program that receives  . Of s 

 fingerprints, swipe and nd   
 

• Used together, TVS and BEMA provide the foundation for robust biometric 
exit capabilities. 
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TVS
Reference Information
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|Authorities and References

• The 1996 Illegal Immigration Reform and Immigrant Responsibility Act 
(IIRIRA, Public Law No. 104‐208) called for the creation of an 
automated system to record arrivals and departures of non‐citizens at 
all air, sea, and land ports of entry. The 2002 Enhanced Border 
Security and Visa Entry Reform Act (EBSVERA, Public Law No. 107‐
173), the Intelligence Reform and Terrorism Prevention Act of 2004 
(IRTPA, Public Law No. 108‐458), and the Implementing 
Recommendations of the 9/11 Commission Act of 2007 (Public Law 
No. 110‐53) all called for the creation of a nationwide, biometric 
entry/exit system.
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|Authorities and References

• Follow US VISIT rules when using BE-Mobile:
• Authority to collect biometric information (fingerprints) from in-scope travelers is under 8 CFR 215.

• Determining in-scope status:

– In-scope status is defined under 8 CFR 235.1(f)(1)(ii) to (iv) for entry and 8 CFR 215.8(a)(2)(i) to 
(iv) for exit. Same as US VISIT criteria.

– The BE-Mobile application will determine "in-scope" status as any alien whose travel document 
indicates that they are between the age of 14 and 79 and not a United States or Canadian 
citizen. 

– It is up to CBPOs to question travelers to determine if a passenger is a dual citizen or was admitted 
under any of the following visa types, which are exempt: A-1, A-2, C-3 (except for attendants, 
servants, or personal employees of accredited officials), G-1, G-2, G-3, G-4, NATO-1, NATO-2, 
NATO-3, NATO-4, NATO-5, or NATO-6.

36
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|System URLs, Usernames & Passwords

•

•

•

• Password Change ‐
•

• Local Admin Account: 
• Local Admin Account Password: 

37
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For Official Use Only  Law Enforcement Sensitive 

SECURITY NOTICE 

The following materials contain U.S. Customs and Border Protection, Department of Homeland 
Security (DHS) Information that is FOR OFFICIAL USE ONLY and LAW ENFORCEMENT 

SENSITIVE, or other types of sensitive but unclassified information requiring protection against 
unauthorized disclosure. These materials will be handled and safeguarded in accordance with DHS 
management directives governing protection and dissemination of such information. 

At a minimum, these materials will be disseminated only on a “need-to-know” basis and, when 
unattended, will be stored in a locked container or area offering sufficient protection against theft, 
compromise, inadvertent access and unauthorized disclosure. 

This document is loaned to your agency FOR OFFICIAL USE ONLY and LAW 

ENFORCEMENT SENSITIVE and remains the property of U.S. Customs and Border Protection, 
Department of Homeland Security. Any further request for disclosure of this document or 
information contained herein should be referred to the Disclosure Law Branch, Office of Rulings 
and Regulations (OR&R). 
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U.S. Customs and Border Protection Passenger System Program Directorate 

For Official Use Only  Law Enforcement Sensitive 1 

Scenario 1: Process a U.S. citizen (USC) 

Scenario 2: Process a USC with

Scenario 3: Process a non-USC with prints on file 

Scenario 4: Process a non-USC with no prints on file 

Scenario 5: Process a USC who was previously confirmed 
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U.S. Customs and Border Protection Passenger System Program Directorate 

For Official Use Only  Law Enforcement Sensitive 2 

Scenario 6: Refer a USC to Secondary after he/she is confirmed 

Scenario 7: Cancel facial match because you do not believe 
match found is a true match to passenger 

Scenario 8: Process a passenger with no 1:n match found on 
gallery and a 1:1 facial match found 

Scenario 9: Process a passenger with no 1:n match found and a 
1:1 facial mismatch 

(b)(7)(E)

(b)(7)(E)

(b)(7)(E)
(b)(7)(E)

FOIA CBP 000613



U.S. Customs and Border Protection Passenger System Program Directorate 

For Official Use Only  Law Enforcement Sensitive 3 

Scenario 10: Process a USC who refuses to have photo captured 
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U.S. Customs and Border Protection Passenger System Program Directorate 

For Official Use Only  Law Enforcement Sensitive 6 

Scenario 5 Personas: USC who was previously confirmed 

Scenario 6 Personas: Refer USC to Secondary after he/she is confirmed 
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U.S. Customs and Border Protection Passenger System Program Directorate 

For Official Use Only  Law Enforcement Sensitive 7 

Scenario 7 Personas: Cancel facial match because you do not believe 
match found is a true match to passenger 

Scenario 8 Personas: Passenger with no 1:n match found on gallery and 
1:1 facial match found 
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Trainer 2 

Scenario 1 Personas: US citizen (USC) 

Scenario 2 Personas: USC with
(b)(6) (b)(7)(C)

(b)(6) (b)(7)(C)

(b)(6) (b)(7)(C)

(b)(6) (b)(7)(C)
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Scenario 3: Non-USC with prints on file 

Scenario 4: Non-USC with no prints on file 
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Scenario 7 Personas: Cancel facial match because you do not believe 
match found is a true match to passenger 

Scenario 8 Personas: Passenger with no 1:n match found on gallery and 
1:1 facial match found 

(b)(6) (b)(7)(C)

(b)(6) (b)(7)(C)
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Scenario 9 Personas: Passenger with no 1:n match found and 1:1 facial 
mismatch 
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TPAC FACE TRAINING

10/2/19 For Official Use Only Law Enforcement Sensitive 2

• Replaces document scan with facial recognition
• Bypasses fingerprint capture for travelers whose good-quality 

fingerprints are on file when there is a photo match
• Uses existing hardware
• Integrates 1:1 Facial Comparison for travelers not found in the 

gallery
o Compares live photo to document photo
o Fingerprints will be captured for biometric necessary 

passengers

(b)(7)(E)
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• What TPAC FACE scenarios are you going to encounter?
o Facial Match Found
o Facial Match Not Found

§ Facial 1:1 Match Verified
§ Facial 1:1 Mismatch

o Facial Exemption –  

10/2/19 For Official Use Only – Law Enforcement Sensitive 4

TPAC FACE TRAINING

(b) (7)(E)
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RESOURCES

10/2/19 For Official Use Only Law Enforcement Sensitive 11

• TPAC FACE Training Materials Link
•

• TPAC Online Help
•

•

(b)(7)(E)

(b)(7)(E)

(b)(7)(E)
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SECURITY NOTICE 

The following materials contain U S  Customs and Border Protection, Department of Homeland Security 

(DHS), information that is FOR OFFICIAL USE ONLY or other types of sensitive but unclassified 

information requiring protection against unauthorized disclosure. These materials will be handled and 

safeguarded in accordance with DHS management directives governing protection and dissemination of 

such information. 

At a minimum, these materials will be disseminated only on a “need to know” basis and, when 

unattended, will be stored in a locked container or area offering sufficient protection against theft, 

compromise, inadvertent access and unauthorized disclosure. 

This document is loaned to your agency FOR OFFICIAL USE ONLY and remains the property of U.S. 

Customs and Border Protection, Department of Homeland Security. Any further request for disclosure of 

this document or information contained herein should be referred to the Disclosure Law Branch, Office of 

Rulings and Regulations (OR&R). 
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1 Purpose 
The Biometric Exit Traveler Verification Service (TVS) Standard Operating Procedure (SOP) 
provides operational and enforcement guidance to U.S. Customs and Border Protection (CBP) 
Officers working biometric exit operations at designated Sprint sites.  The policies and 
procedures outlined in this document relate specifically to operations during an outbound flight 
wherein CBP operates the TVS equipment.  

 
2 Background 
 
TVS is a matching service provided by U.S. Customs and Border Protection (CBP).  TVS receives 
a live captured photo from cameras stationed at departure gates and compares it against a gallery 
formed of pre-staged photos for designated flights.  TVS uses traveler data provided by the carrier 
via the Advance Passenger Information System (APIS) to identify passengers on a flight manifest. 
Biographic data from the APIS manifest is used to create the photo gallery.  The photos are 
sourced and compiled from various government holdings, including  U.S. 
Citizenship and Immigration Services, passport and visa databases, Trusted Traveler Programs, 
and Automated Passport Control.  Each gallery is staged  prior to the corresponding 
flight’s scheduled departure time and is available for processing before the 
flight’s scheduled departure.  

 
TVS technology operates on the platform and is integrated with 
Biometric Exit Mobile Application (BEMA).  Together, TVS and BEMA: 
 

• Provide 

• Provide the capability to capture a traveler’s fingerprints for identity verification; 
• Provide the capability to biographically or biometrically query a person record; and 
• Provide the capability to biographically or biometrically confirm the departure of a 

traveler from the United States. 
 
3 Policy 
TVS operations do not impact existing outbound operations or Passenger Analytical Unit (PAU) 
or other designated team’s review .  Ports should continue to follow 
existing policy and procedures.  

 This document will identify which 
enforcement scenarios will require an exit enforcement action and under which circumstances. 

 
4 Authorities and References 
The 1996 Illegal Immigration Reform and Immigrant Responsibility Act (IIRIRA, Public Law 
No. 104-208) called for the creation of an automated system to record arrivals and departures of 
non-citizens at all air, sea, and land ports of entry.  The 2002 Enhanced Border Security and Visa 
Entry Reform Act (EBSVERA, Public Law No. 107-173), the Intelligence Reform and 
Terrorism Prevention Act of 2004 (IRTPA, Public Law No. 108-458), and the Implementing 
Recommendations of the 9/11 Commission Act of 2007 (Public Law No. 110-53) all called for 
the creation of a nationwide, biometric entry/exit system. 

(b)(7)(E)

(b)(7)(E)
(b)(7)(E)

(b)(7)(E)

(b)(7)(E)
(b)(7)(E)

(b)(7)(E)

(b)(7)(E)
(b)(7)(E)
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5 Responsibilities 
5.1 Port Director 
The Port Director or designee is responsible for the following: 
 

• Assign appropriate staff to facilitate and ensure enforcement of this SOP and TVS 
operations; 

• Ensure officers assigned to TVS operations receive appropriate training; and 
• Ensure that technical devices and communication materials related to the operation are 

properly secured. 
 
The Port Director or designee will have the discretion

 
 
5.2 Passenger Analytical Unit 
The PAU or other designated unit will review the of each TVS flight. If research 
confirms   If research confirms that the 
record was promoted to the  in error, the  event should be closed out.  Other 

 should be researched as per port policy. 
 
6 Procedures 
6.1 Prior to Boarding - Passenger Analytical Unit 
When screening the , the PAU or other designated team should analyze the 
flight manifest to   The PAU will conduct research on the traveler to 
determine the status of the traveler and make a determination

when the traveler’s photo is captured. 

6.2 At the Departure Gate 
Prior to boarding, TVS equipment will be set up at the gate. This includes: 
 

• Camera set up; 
• System log in and flight selection; and 
• Placement of signage and communication material. 

 
CBP Officers will review 

the CBP Officer will take appropriate action as per port policy. 

 
 

 

(b)(7)(E)

(b)(7)(E)

(b)(7)(E)

(b)(7)(E)
(b)(7)(E) (b)(7)(E)

(b)(7)(E)

(b)(7)(E)
(b)(7)(E)

(b)(7)(E)
(b)(7)(E)

(b)(7)(E)
(b)(7)(E)

(b)(7)(E)
(b)(7)(E)

(b)(7)(E) (b)(7)(E)

(b)(7)(E)

(b) (7)(E)

(b) (7)(E)
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7.3 Travelers with Religious Head Wear 
Travelers wearing religious headwear wherein the face is visible require no action or special 
accommodations.  The TVS equipment will adjust to capture the photo.  
 
Travelers wearing religious headwear wherein the face is covered or obscured, officers may use 
discretion consistent with CBP Policy. 

 
 
7.4 Surgical/Medical Masks 
Travelers wearing surgical/medical masks require no action on the part of the CBP Officer. 
TVS, in most cases, can make a match based off other facial features.

the officer can ask the traveler to 
remove the mask for the photo 

 
7.5 Travelers Who Refuse To Participate 

 

 

 
8 EWI Processing 
 

• 
• 

• 
• 

o 

• 
• 
• 

(b)(7)(E)
(b)(7)(E)

(b)(7)(E)

(b)(7)(E)
(b)(7)(E)

(b)(7)(E)
(b)(7)(E)

(b)(7)(E)

(b)(7)(E)
(b)(7)(E)

(b)(7)(E)
(b)(7)(E)

(b)(7)(E)

(b)(7)(E)
(b)(7)(E)

(b)(7)(E)
(b)(7)(E)

(b) (7)(E)

(b) (7)(E)
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• 

 

 the individuals will be escorted to the CBP area and 
processed in accordance with port policy and/or the non-arriving alien policy. 
 
9  Equipment Failure and Other Technical Issues 
 
If the equipment fails or there are other technical issues, the CBP Officer should notify his or her 
supervisor immediately and suspend operations until the problem is resolved. 

  
 
Contact the Office of Information and Technology (OIT) Enterprise Operations Center (EOC) as 
follows: 
 

•          
•          

 

 

 
 

(b)(7)(E)

(b)(7)(E)

(b)(7)(E)
(b)(7)(E)

(b)(7)(E)
(b)(7)(E)

(b)(7)(E)

(b)(7)(E)
(b)(7)(E)

(b)(7)(E)

(b)(7)(E)
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1. Introduction 

1.1 Background 

U.S. Customs and Border Protection (CBP) is transforming the way it identifies and verifies 
travelers by shifting the key to unlocking the passenger profile from biographic to biometric 
identifiers. The CBP Office of Field Operations (OFO) has developed a comprehensive strategy to 
implement a biometric entry-exit solution for travelers departing by air, land, and sea as well as 
to provide enhancements for existing biometric entry capabilities. This strategy addresses the 
operational requirements aligned with capabilities to enhance CBP's ability to execute its border 
security mission: 

 Verify Traveler Identity: The ability to capture, review, analyze, search, and match 
travelers' biometric information with Government biometric and biographic records 
when entering and exiting the U.S. for the purposes of verifying identity 

 Create and Manage Biometric Records: The ability to record, store, and disseminate 
biometric information  collected from non-U.S. citizen travelers entering 
and exiting the U.S. 

 Generate Metrics and Reports: The ability to measure and report the effectiveness of the 
biometric entry-exit system 

 
 
 

. The Traveler Verification Service (TVS) is the next 
transitional step towards deployment of reliable and repeatable biometric verification 
capabilities in the Air Exit/Entry, Sea Exit/Entry, and Land environments. 

1.2 Overview and Purpose 

CBP provides a Service for external stakeholders to use for submission of traveler 
photos 

 
 
 
 

 This document will be used in conjunction with 
the Technical Reference Guide  provided separately. CBP OIT will work closely 
with each stakeholder in developing, testing, and implementing the software. 
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2.2 Step 2: Develop 

 
 
 
 
 
 
 

 

2.3 Step 3: Test 

 
 
 
 
 
 
 

 

2.4 Step 4: Deploy 

Upon successful completion of the Test Step, the solution is ready for deployment.  
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6. Contact Information 

Send questions and comments related to this reference guide to  (b)(7)(E)

(b)(7)(E)
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1. Introduction 

1.1 Background 

The U.S. Customs and Border Protection (CBP) is transforming the way it identifies and verifies 
travelers by shifting the key to unlocking the passenger profile from biographic to biometric 
identifiers.  The CBP Office of Field Operations (OFO) has developed a comprehensive strategy to 
implement a Biometric Entry-Exit solution for travelers departing by air, land, and sea as well as 
to provide enhancements for existing biometric entry capabilities.  This strategy addresses the 
operational requirements aligned with the needed capabilities to enhance CBP's ability to 
execute its border security mission: 

 Verify Traveler Identity: The ability to capture, review, analyze, search, and match 
travelers' biometric information with Government biometric and biographic records 
when entering and exiting the U.S. for the purposes of verifying identity 

 Create and Manage Biometric Records: The ability to record, store, and disseminate 
biometric information  collected from non-U.S. Citizen Travelers entering 
and exiting the U.S. 

 Generate Metrics and Reports: The ability to measure and report the effectiveness of the 
biometric entry-exit system 

 
 
 

.  The Traveler Verification Service (TVS) is 
the next transitional step towards deployment of reliable and repeatable biometric verification 
capabilities in the Air Exit/Entry, Sea Exit/Entry, and Land environments. 

1.2 Overview and Purpose 

CBP provides a Service for external stakeholders to use for submission of traveler 
photos 

.   
 
 
 

.  This document shall be used in conjunction 
with , provided separately.  CBP Office 
of Information and Technology (OIT) will work closely with each stakeholder in developing, 
testing, and implementing the software. 
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.   
 

2.3 Step 3: Test 

 
 
 
 
 
 

 

2.4 Step 4: Deploy 

Upon successful completion of the Test Step, the solution is ready for deployment.   
 

. 

3. Internet Connectivity 

3.1 Networking 

 
 

. 

3.1.1 

3.1.2 

3.2 

3.2.1 

3.3 

Provided below is a . 
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5. Photo Specifications 

 A 
photo shall have reasonable compliance with the ANSI/NIST ITL 1-2011 Type 10 standards 

 
 

The photo shall include the following characteristics: 

6. TVS Environments 

6.1 

 
 
 

 

6.2 

 
 
 
 

 

6.3  
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7. Contact Information 

Send questions and comments related to this reference guide to . 
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