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Executive Summary 
Since receiving the Entry/Exit mission in 2013, U.S. Customs and Border Protection 
(CBP) has conducted several experiments at air and land ports of entry, integrating 
biometrics designed to inform and refine entry and exit requirements, operational 
processes and shape a long-term biometric exit solution in all environments.  From 
these trials, CBP has developed a realistic and achievable biometric exit plan.   
The findings and lessons learned from these experiments are documented in Appendix 
A—Analysis of Experiments (AoE).  The AoE provides the rationale for the decision to 
use the traveler’s facial image as the biometric modality to confirm identity.  As such, this 
Analysis of Alternatives (AoA) for the Biometric Entry-Exit Program is a departure from 
the traditional AoA.   

 
 

   
 
 

 
  

 
 

 
 
 

 
 

The DIST and AEER experiments showed that a token-less face recognition scenario 
utilizing available CBP passenger photos could meet accuracy and throughput 
requirements for air (and by extension sea) exit. On-going air exit pilot projects extend 
the DIST results by showing that scenarios with different traveler demographics, different 
face capture technologies and processes and backend matching instead of local 
matching also meet throughput and accuracy requirements.  

 
. For vehicle land exit, preliminary results from Oak Ridge 

National Labs provide evidence that good quality face images can be captured from 
passengers in moving vehicles at exit. To meet the expedited timeframe to deploy a 
biometric entry-exit solution, CBP determined that engaging in further experimentation 
was unnecessary as the results of these experiments were deemed sufficient to validate 
the program’s operational scenarios and requirements. 
This AoA identifies three main capability needs that CBP requires to biometrically verify 
all travelers as they exit the U.S.  These capability needs are: Verify Traveler Identity, 
Create and Manage Biometric Records, and Generate Metrics and Reports. The AoA 
summarizes how each experiment addressed various aspects of these capability needs, 
operational scenarios and the resulting operational and technical requirements that 
continue to inform the direction that the Biometric Entry-Exit Program is following to 

(b) (5)

(b) (7)(E)
(b) (7)(E)

(b) (5)
(b) (5)

(b) (5)

(b) (7)(E)
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deliver required biometric identification capabilities.  These experiments have enabled 
CBP to develop several Measures of Effectiveness (MOE) and Measures of 
Performance (MOP) that are documented in the AoA and Operational Requirements 
Document (ORD) and will be used to measure progress over the life of the program.  
The experiments helped to establish cost parameters for a nationwide solution that have 
been incorporated into the initial Spend Plan that was approved by DHS and the Office 
of Management and Budget in January 2017 and into the program’s Lifecycle Cost 
Estimate (LCCE) that is being developed as part of the Acquisition Decision Event-2A 
milestone. 
Section 1: Introduction 
1.1 Background 
In 1996, Congress passed legislation mandating the creation of a biographic entry and 
exit system.  After the 9/11 attacks and the formation of DHS, Congress added 
biometrics as a requirement of the entry and exit system.  The United States Visitor and 
Immigrant Status Indicator Technology (US-VISIT) office was created to implement a 
biometric entry and exit system for non-citizens entering and departing the United 
States.  Every day CBP processes over 1 million travelers as they enter the U.S. at air, 
land, and sea Ports of Entry (POEs).  By comparison, over 1 million travelers also 
depart the U.S. daily with approximately 700,000 departing at a land border, 300,000 by 
an airplane, and 50,000 by a sea vessel.  To meet CBP’s response time requirements, 
queries had to be executed on a one-to-one basis using the travel document as the 
search key to identify the exact prints on file.  Although this had a significant and 
positive impact on CBP’s law enforcement mission, it added time and complexity to the 
arrivals process and did little to provide a facilitation benefit. 
While the entry system was being deployed, and utilized there was little advancement 
towards a biometric exit solution. The United States Visitor and Immigrant Status 
Indicator Technology (US-VISIT) program led several field tests and experiments, but 
no operational capability was completed.  In late 2013 Congress transferred the 
biometric exit mission to CBP for execution.   
In 2014 DHS Science and Technology (S&T), working with CBP evaluated biometric 
technologies and operational processes under simulated airport entry and exit 
conditions.  In 2015, CBP conducted additional field tests/experiments to test 
technologies for collecting and matching biometrics of travelers at air and land (POEs). 
In fiscal year 2016, Congress authorized the Consolidated Appropriations Act (P.L. 114-
113) which includes up to $1 billion over a period of 10 years for the implementation of a 
biometric entry-exit program. This was followed on March 6, 2017 by Executive Order 
13780: Protecting the Nation from Foreign Terrorist Entry into the United States, Sec.8, 
and expedited completion of the Biometric Entry-Exit Tracking System. 
1.2 Purpose 
The purpose of the Analysis of Alternatives is to summarize the objectives and results 
for each of the relevant biometric experiments.  The results of the analysis for each 
alternative are provided and the recommended preferred alternative is identified with a 
detailed rationale for this recommendation. 

(b) (5)
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1.2.1 Mission and Goals 
The primary mission for CBP is to safeguard America’s borders from dangerous people 
and materials while enhancing the Nation’s global economic competitiveness by 
enabling legitimate trade and travel.  CBP has the ongoing mission to inspect all 
incoming people and conveyances to determine admissibility to the U.S. and enforce 
and administer U.S. immigration laws.   
The National Commission on Terrorist Attacks Upon the United States (a.k.a. 9/11 
Commission) final report identified capability gaps related to traveler identification and 
highlighted the need for a biometric entry-exit system as an, “essential investment in our 
national security.” DHS has invested resources in improving or creating systems that 
rapidly and efficiently share data that enhances CBP’s mission effectiveness while 
minimizing negative impacts on lawful travel. These changes make it possible to further 
enhance the traveler entry and exit biometric capability to comply with federal law.  
Under existing laws and Executive Order 137801, CBP is required to implement 
measures that will enable CBP to verify the identities of all travelers at entry to and exit 
from the U.S., including USCs, through the fusion of biographic and biometric data and 
technology.  Biographic data includes information specific to an individual traveler 
including name, date of birth, and travel document number and is stored in that 
traveler’s passport, visa, lawful permanent travel card, or another authorized travel 
document.  Biometric data includes information captured from fingerprints, facial 
images, or other characteristics that are unique to an individual.  Biographic data, when 
used with biometric data, allows CBP to confirm with greater assurance a traveler’s true 
identity, match to previous encounters with CBP and other government entities, and 
conduct biometric watch list checks.  As biometric technology has evolved, the ability to 
use individual characteristics to confirm identity for all travelers, including USCs, is now 
a reality for all modes of transportation. 
CBP recognizes that biometric technology has multiple uses across DHS.   

 
 
 
 

 
 

 
1.2.2 Capabilities Required 
The necessary capabilities needed to accomplish the biometric entry-exit mission are as 
follows:    
1. Verify Traveler Identity 

a. Capability Description: The ability to capture, review, analyze, search, and 
match all traveler’s biometric information to their biometric and biographic 

                                                           
1 https://www.federalregister.gov/documents/2017/03/09/2017-04837/protecting-the-nation-from-foreign-
terrorist-entry-into-the-united-states 

(b) (5)

(b) (5)
(b) (5)
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records when entering and exiting the U.S. for the purposes of verifying their 
identity. 

b. Capability Attribute Description 

 Operational (Functional) Attributes: 
– Fast, efficient biometric data collection 
– Real-time biometric matching of collected data to stored traveler 

information 
– Pre-positioned traveler information to CBP Officers (CBPOs) for 

quick, reliable and accurate traveler assessment upon entry, or prior 
to exiting the country 

2. Create and Manage Biometric Records 
a. Capability Description: The ability to capture, store, and disseminate biometric 

information and metadata collected from travelers entering and, where 
required, exiting the U.S. 

b. Capability Attribute Description 

 Operational (Functional) Attributes: 
– Identity verification using biometric data collection and real-time 

matching of traveler information 
– Pre-positioned traveler information to CBP Officers for quick, reliable 

and accurate traveler assessment upon entry, or prior to exiting the 
country 

– Controlled exit environment to ensure traveler departure with 
minimal impact or delays 

– Border crossing record history on all travelers 
3. Generate Metrics and Reports 

a. Capability Description: The ability to measure and report the effectiveness of 
the biometric entry-exit system. 

b. Capability Attribute Description 

 Operational (Functional) Attributes: 
– Accurate, comprehensive, current data for assessing the efficiency 

and effectiveness of the end-to-end system 
– Readily accessible data to ensure effective monitoring of the 

operational environment 
1.2.3 Current Situation 
Today, CBP collects fingerprints and facial images from most foreign visitors entering 
the U.S., and uses the biometric database operated by OBIM to confirm identity. 

 (b) (5)
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d.  
 

e. Facilities: CBP will need to ensure that facility constraints at all POEs are included 
in assessing solution approaches before committing to a technology solution. 

f. Regulations: The Illegal Immigration Reform and Immigrant Responsibility Act of 
1996, Public Law No. 104-208, Div. C, 110 Stat. 3009-546 (Sept. 30, 1996) 
mandated the development of a biometric exit system for all travelers leaving the 
U.S. 

2. Capability Gap #2 Create and Manage Biometric Records 
a. Doctrine: CBP lacks a clear and approved regulation and policy addressing the 

collection and use of biometrics on exit.  
b. Materiel: CBP lacks sufficient network infrastructure and storage capacity for 

biometric data. 
c. Regulations: Regulatory language and completion of a rule making process may 

be required to implement biometric collection on exit.  Case law has not been 
established concerning the issue of biometric collection and will remain open until 
resolved. 

3. Capability Gap #3 Generate Metrics and Reports 
a. Materiel: CBP lacks report generating capability required to support mission 

objectives and system effectiveness.  A robust reporting system must be 
designed and implemented to ensure proper support for a biometric entry-exit 
program. 

1.3 Scope 
The scope of this AoA is to describe the biometric entry-exit field tests/experiments that 
were conducted to determine the preferred biometric modality and feasibility of the 
proposed entry-exit solution across multiple operational environments. 
1.4 Study Team/Organization  
Experiments were coordinated by the CBP Office of Field Operations (OFO) with the 
CBP Office of Information and Technology (OIT) and the United States Department of 
Homeland Security Office of Science and Technology (DHS S&T).   
1.5 AoA Review Process 

 
 

 
 

 
1.6 Schedule 
The following table depicts the actual timeframes in which each of the biometric 
experiments were conducted.  

(b) (5)

(b) (7)(E)
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2.2 Land Scenarios 
 

 
2.2.1 Pre-Travel 

 
 
 

 
 

 
2.2.2 End State Pedestrian Exit 

 
 

 
1.  
2.  
3.   
4.   
5.  

 
6.   
2.2.3 End State Vehicle Exit 

 
 

 
 

   
 

1.  
 

 
 

  
2.   
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(b) (5)

(b) (5), (b) (7)(E)

(b) (5), (b) (7)(E)
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(b) (5), (b) (7)(E)

(b) (5), (b) (7)(E)

(b) (5), (b) (7)(E)

(b) (5), (b) (7)(E)

(b) (5), (b) (7)(E)

(b) (5), (b) (7)(E)

(b) (5), (b) (7)(E)
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1.  
2.  

a.  
b.  

3.   
4.   
5.  
6.   
2.2.4 Commercial Bus Exit 

2.3 Sea Scenarios 
 
 
 
 

 
 

 
 

2.3.1 Pre-Travel 
 

 
 

 
 

   
2.3.2 Embarkation 

 
 

 
 

 
1.  
2.  

(b) (5), (b) (7)(E)

(b) (5), (b) (7)(E)

(b) (5), (b) (7)(E)

(b) (5), (b) (7)(E)

(b) (5), (b) (7)(E)

(b) (5), (b) (7)(E)

(b) (5), (b) (7)(E)

(b) (5), (b) (7)(E)

(b) (5), (b) (7)(E)

(b) (5), (b) (7)(E)
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3.  
4.  
5.  
6.  
2.4 Hazards 

 
 

 
 

 
 

 
2.5 Environment 
2.5.1 Air Operating Environment 

 
 
 

 
2.5.2 Land Operating Environment 

 
 

 
 

2.5.3 Sea Operating Environment 
 
 

 
2.6 Assumptions 
1.  

. 
2.  

 
3.  
4.  
2.7 Constraints 
1.  

(b) (5), (b) (7)(E)

(b) (5), (b) (7)(E)

(b) (5), (b) (7)(E)

(b) (5), (b) (7)(E)

(b) (7)(E)

(b) (5)

(b) (5)

(b) (5)

(b) (5), (b) (7)(E)

(b) (5), (b) (7)(E)

(b) (5), (b) (7)(E)
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2.  
 

  
3.  
4.  

Section 3: Determination of Effectiveness Measures 
3.1 Mission Activities/Processes and Tasks 
Biometric entry-exit will leverage existing CBP systems and data, utilize enterprise 
services, existing physical facilities and infrastructure, and biometric data collected from 
travelers arriving and exiting the U.S.   

 
 

 
 
 

 
 
 

 
3.2 Measures of Effectiveness and Performance 

 
 

  
 

  
 

 
Please see Appendix A: Biometric Entry-Exit Program Analysis of Experiments dated 
March 2017, p. 10-15 for a complete list of Measures of Effectiveness and Performance 
that were examined.  
Section 4: Alternatives 

4.1 Description of Viable Alternative(s) 
Facial Image 
CBP recognizes that facial recognition like all biometrics including iris and fingerprints 
have match accuracy limitations.  However, accuracy is just one of several system 
characteristics that contribute to the viability of a particular modality for a specific 
operational scenario.  Consideration of parameters such as availability of images, user 
acceptance, ease and timing of capture, processing time and associated throughput all 
support CBP’s decision to use facial recognition.  Analysis of the results from the 
experiments detailed below using a variety of face image capture technologies and 
capture procedures show that facial recognition performance in challenging operational 
environments with broad demographic characteristics is robust.  (b) (5)

(b) (7)(E)

(b) (7)(E)
(b) (7)(E)

(b) (5)
(b) (5)

(b) (5)
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4.1.1 1:1 Face 
During the 1:1 Facial Comparison experiment, a commercial off-the-shelf camera and 
devices were integrated into the air entry process to perform one-to-one verification of a 
live traveler photo against the traveler’s passport photo in the e-passport chip.  CBP 
was able to successfully demonstrate that facial comparison technology can assist 
CBPOs in verifying that the person presenting a travel document is the true owner of 
that document with minimal impact to travelers and overall processing time. 
4.1.2 Pedestrian Exit 
The Pedestrian Exit Field Test added a biometric collection component to the land entry 
process and changed the way in which pedestrian travelers enter and leave the U.S. via 
the Otay Mesa port of entry.  CBP captured facial and iris biometrics from in-scope 
travelers and enrolled the biometrics into searchable databases for out-bound matching.  

 
 

 Overall, 
the experiment showed that facial capture technology was more successful than iris in 
unsupervised scenarios and that the operational rejection rate was much lower for face 
than for iris. 
4.1.3 Biometric Exit – Mobile (BE-Mobile) 
The objective of the BE-Mobile experiment was to investigate the feasibility of using 
hand-held biographic and biometric (fingerprint) capture devices to support air exit 
processing and law enforcement operations.  The experiment resulted in a  
fingerprint capture rate of which .  Total 
processing time was  on average and no flights were delayed during the 
experiment. 
4.1.4 Departure Information System Test (DIST) 
During DIST, a pre-departure process was used to prepare a face matching gallery for 
passengers on a flight in the air exit environment.  During departure, passenger face 
images were captured and matched against the gallery.  Post-departure, the match 
performance was analyzed (albeitnot in real-time). The experiment found an average 
scanned passenger match rate of  and an average biometric transaction time (the 
time between taking a photo and matching it to the gallery) of  with a total 
average transaction time of . 
4.1.5 Air Entry Exit Re-Engineering (AEER) Laboratory Testing 
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4.2 Non-Viable Alternatives 
Fingerprint 
Although used by many Federal agencies, the use of fingerprints to validate identity for 
all travelers is limited primarily by the availability of fingerprints for all traveler segments, 
specifically USCs.  As discussed in Section 1.2.3, CBP does use fingerprint collection to 
verify identity of all visitors entering the U.S.; CBP does not perform the same 
procedure on USCs at entry.  For fingerprints to be useful in biometric matching, the 
government would need to require the enrollment of fingerprints from all USCs so that 
biometric matching could be performed quickly and reliably.   

 
 

   
Iris 
The Pedestrian Exit Experiment identified that iris capture and matching in an outdoor 
operational environment was not feasible from an operational aspect as it was difficult 
for travelers to adjust their normal behavior when interacting with the iris capture device.  
Additionally, the iris capture devices required too much interaction from CBP personnel 
in helping a traveler submit to iris capture in a seamless manner for additional 
consideration as a biometric modality that could be used at CBP exit locations.   
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(b) (7)(E)
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4.3 Concept of Operations (CONOPS) 
CBP will implement a biometric matching capability to be used by third-party 
stakeholders in the travel industry or by CBP itself to identify travelers throughout the 
travel process.  The capability will leverage existing government holdings to create 
small, targeted biometric galleries of expected travelers based upon travel manifest 
data.    

  
 

 
 

Mission support is essential to the successful implementation of the Biometric Entry-Exit 
Program.  To achieve this, the Program has adopted a Mission Support Business Model 
(MSBM) that provides a mission-focused, unified, and disciplined approach to mission 
support delivery. CBP has established a Program Management Office (PMO) within the 
OFO to manage the Biometric Entry-Exit Program and apply the MSBM.    
The solution will ensure privacy and compliance with all applicable privacy policies, 
procedures and internal controls necessary to safeguard personally identifiable 
information (PII) pursuant to the Privacy Act. 
4.4 Supportability/Sustainment Concepts 
Three mission support functions are critical to Biometric Entry-Exit's success: program 
guidance and oversight, operations and maintenance, and training.  Detailed Mission 
Support scenarios for each of these areas will be developed as the end-to-end system 
design evolves.  The scenarios will illustrate how each of the following functions will 
operate within the overall system design.  These factors are designed to maximize 
program efficiency and drive down costs.  As the operational plans are developed and 
acquisition approaches finalized, cost savings will be assessed and will inform the 
Integrated Logistics Support Plan (ILSP).  
Program Management – The program office will provide the guidance and oversight of 
all mission support activities in the form of standards, reporting requirements and active 
monitoring of ongoing performance.  The office will also budget and track mission 
support activities using the budgets and spend plans provided by all the critical support 
organizations and contracts.  The program office will report out on ongoing operations, 
reliability and performance in accordance with approved standards and metrics. 
Operations & Maintenance - The functional requirements for Operations and 
Maintenance will ensure maximum, sustained operational availability of the biometric 
matching service.  A two-pronged approach of regularly scheduled preventive 
maintenance on a quarterly basis, with immediate response for corrective maintenance, 
ensures that all systems and equipment will perform to the highest performance 
standards over their lifecycle, thereby preventing impacts to trade and travel.  Detailed 
operations and maintenance approaches will be developed by OIT and implemented 
through the OIT and supporting contractors.  These will be described in the O&M Plans 
for each capability as it is developed. 

(b) (7)(E), (b) (5)
(b) (7)(E), (b) (5)
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Training –  
 

 
 

 
 

 
 

 
4.5 Interoperability Concepts 
CBP’s biometric matching service capability for entry-exit will interface with CBP, DHS 
and other government systems to build biometric galleries using existing government 
holdings, biographically and biometrically search watch lists, biometrically confirm 
crossings, and match arrival and departure records.    

 
 

 
4.6 Market Research 
OIT reached out to industry experts  and DHS 
S&T) to determine alternate solutions to Biometric Exit Verification.   

 
 

 
 

1.  
2.  
3.  
4.  
5.  
6.  
7.  

 
 

Section 5:  Methodology and Analysis Results 
5.1 Models, Simulation and Source Data 
See Appendix A: Biometric Entry-Exit Program Analysis of Experiments dated March 
2017 for detailed summary of experiment findings and operational effectiveness 
analysis. 
5.2 Synopsis: Entry/Exit Analysis of Experiments  
5.2.1 AEER Laboratory Experiments/Field Tests 

(b) (7)(E)

(b)(4), (b)(7)(E)
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Passive Unimpeded Boarding Gate 
Objective: 

 
 

 
 

 
 
 

 
Description/Scenario: 

 
 

 
 

 
 

 
 

 
  

Results: 
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Recommendation: 
 

 
 

 
  

Biometric Transaction Terminal (BTT) Face Verification 
Objective: 

 
 

 
Description/Scenario: 

 
 

 
 

 
 
 

 
 

 
  

Results:  
 
 

 
 

 
 

  
Recommendation: 

 
 

 
 

 
 

 
 

Passive Surveillance Mode Facial Recognition on Passenger Bridge 
Objective:  

(b) (5), (b) (7)(E)
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Description/Scenario: 
  

 
 

 
 

Results: 
 
 

 
 
 

 
 

 
 

 
 

 
 

Recommendation: 
 

 
 
 

 
 

   
5.2.2   Entry/Exit Transformation (EXT) Experiments 

 
 

 
 

. 
  1:1 Face ePassport Air Entry Experiment: 

Objective:  
 

 
Description/Scenario:  
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(b) (7)(E)
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(b) (7)(E)

(b) (7)(E)

(b) (7)(E)
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The Face system collects the traveler’s facial image at the booth and matches it to the 
image stored in the traveler’s ePassport chip. The images and matching results are 
displayed on the monitor to assist the CBPO in verifying the traveler’s identify as part of 
the admissibility inspection process.  
Results:  

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 

 
 

 
Recommendation:  

 
 
 

 
  

Pedestrian Exit Field Test: 
Objective:  Introduce a biometric collection component to the entry process and 
evaluate the way in which pedestrian travelers enter and leave the U.S. and evaluate 
results of the altered in-bound process. 
Description/Scenario: 
At inbound inspection, CBP captured a facial and iris image from in-scope travelers at 
kiosks and enrolled the biometrics into searchable databases to be used for out-bound 

(b) (7)(E)
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Results: 
 

 
 

 

 
 

 
 

 
Recommendation:  

 
 

 
 

  
DIST Operational and Equipment Summary 
Objective: The objective of the Departure Information System Test is to apply facial 
biometric identification in an air exit environment through a process of Photo Gallery 
Preparation, Live Photo Capture and Matching, and Post Departure Analysis of Match 
Scores. 
Description/Scenario:  
The Departure Information System Test (DIST) consists of a Pre-departure, Departure 
and Post-Departure process. Pre-departure begins with a photo retrieval to prepare the 
face matching gallery for passengers on the flight; passenger data is used to generate 
queries against multiple CBP, DHS and other photo sources. As multiple photos may be 
found for each potential passenger, each retrieved photo undergoes a template 
extraction process. About one hour prior to the flight, all successful templates are 
downloaded and enrolled to the local application gallery. Not all passengers will be in 
the gallery due to late arrivals and lack of photos for some travelers.  In addition, the 
gallery may contain templates for passengers who do not board. The departure process 
is a facial capture scenario with the aid of a CBPO or assistant, and passenger face 
images are captured and matched against the gallery. An attendant scans the 
passenger boarding pass, which triggers a face finding and photo capture process.  In 
some cases, the passenger may be directed to scan their own boarding pass.  The 
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Results: 

 
 

 
 

 
 

 
 

 
Recommendation: 
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Section 6: Recommended Alternative and Rationale 
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APPENDIX A 
Acronyms 

 

ADE Acquisition Decision Event 

ADIS Arrival Departure Information System 

AEER Air Entry/Exit Re-engineering 

AoA Analysis of Alternatives 

AoE Analysis of Experiments 

APC Automated Passport Control 

APIS Advanced Passenger Information System 

BE Biometric Exit 

BEMA Biometric Exit Mobile Application 

BTT Biometric Transaction Terminal 

CBP U.S. Customs and Border Protection 

CBPOs CBP Officers 

CONOPS Concept of Operations 

DHS Department of Homeland Security 

DIST Departure Information System Test 

DOTMLPF/R/G/S 
Doctrine, Organization, Training, Material, Leadership, Personnel, Facilities and 
Regulations/Grants/Standards 

EWI Entry Without Inspection 

EXT Entry Exit Transformation 

FAR False Accept Rate  

FIS Federal Inspection Service 

FNIR False Negative Identification Rate 

FNMR False Non-Match Rate 

FOUO For Official Use Only 

FPIR False Positive Identification Rate 

FRR False Reject Rate 

FTA Failure to Acquire 

HART Homeland Advanced Recognition Technology 

IAD Dulles International Airport 

IDENT Automated Biometric Identification System 

ILSP Integrated Logistics Support Plan 

IT Information Technology 

LCCE Lifecycle Cost Estimate 

MdTF Maryland Test Facility 

MOE Measure of Effectiveness 

MOP Measure of Performance 

MPC Mobile Passport Control 

MRZ Machine Readable Zone 

FOIA CBP 001001



FOR OFFICIAL USE ONLY 

28 
 

MSBM Mission Support Business Model 

  

NIST National Institute of Standards and Technology 

NTC National Targeting Center 

O&M Operations & Maintenance 

OBIM Office of Biometric Identify Management 

OFO Office of Field Operations 

OIT Office of Information Technology 

PAU Passenger Analysis Unit 

Ped Exit Pedestrian Exit 

PII Personally Identifiable Information 

PMO Program Management Office 

POE Port of Entry 

RFID Radio Frequency Identification 

S&T Science and Technology 

SOP Standard Operating Procedure 

TAR True Accept Rate 

TPIR True Positive Identification Rate 

TSA Transportation Security Agency 

TVS Traveler Verification Service 

USB Universal Serial Bus 

USC United States Citizen 

USCIS United States Citizenship and Immigration Service 

US-VISIT United States Visitor and Immigrant Status Indicator Technology  
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Executive Summary 

The Biometric Entry-Exit Program’s goal is to verify the traveler’s identity upon entry into, and 
departure from, the United States. The design of the Biometric Entry-Exit Program is not limited 
to collecting biometric information from a departing passenger; the system must also support 
efforts to ensure that the passenger actually departs from the United States. Customs and 
Border Protection’s (CBP’s) first deployed biometric exit capabilities were in the air environment. 
This required the deployment of a biometric exit solution at or near the departure gate to provide 
the highest assurance of traveler departure. Working in partnership with the air travel industry, 
CBP is leading the transformation of air travel using biometrics as the key to enhancing security 
and unlocking benefits that dramatically improve the entire traveler experience. CBP has 
reengineered data flows and data systems to pre-stage biometrics data throughout the travel 
process. 

CBP has partnered with airlines, airports, and the Transportation Security Administration (TSA) 
to build a device independent, vendor neutral, back-end system called the Traveler Verification 
Service (TVS). This system allows for private sector investment in front end camera technology 
and network infrastructure, such as self-service baggage drop off kiosks, facial recognition self-
boarding gates, and other equipment. This service will ultimately enable a biometric-based 
entry/exit system to provide significant benefits to air travel partners, in addition to establishing a 
biometric air exit system. TVS will also support future biometric deployments in the land and sea 
environments and throughout the traveler continuum.  Figure 1 shows the different 
environments and touchpoints that will interact with TVS. 

 

 

Figure 1: TVS Support Across Environments 
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1.0 Introduction 

The primary mission of the U.S. Customs and Border Protection (CBP) agency is to safeguard 
America’s borders from dangerous people and materials while enhancing the nation’s global 
economic competitiveness by enabling legitimate trade and travel. Part of this mission is to 
enforce U.S. immigration laws. A key aspect of U.S. immigration laws is that most foreign 
nationals enter as a “nonimmigrant” or on a temporary basis with a fixed period of admission 
time, and are required to depart the United States before that admission time expires. In order 
to effectively enforce U.S. immigration law, CBP must have the ability to 1) record departures of 
foreign nationals from the United States and 2) do so in a way that provides the highest 
assurance of travelers’ identity. If CBP is unable to determine if and when foreign nationals 
depart from the United States, its ability to enforce a major piece of existing immigration law is 
limited.2 The Biometric Entry-Exit Program’s goal is to verify the traveler’s identity upon entry 
into, and departure from, the United States. The design of a Biometric Entry-Exit solution is not 
limited to collecting biometric information from a departing passenger; the system must also 
support efforts to ensure that the passenger actually departs from the United States.  

CBP’s first deployed biometric exit capabilities were in the air environment. This required the 
deployment of a biometric exit solution at or near the departure gate to provide the highest 
assurance of traveler departure. Although the initial focus of the Biometric Entry-Exit Program is 
implementation in the air environment, the program plans to also cover biometric entry-exit for 
the land and sea environments. Working in partnership with the air travel industry, CBP is 
leading the transformation of air travel using biometrics as the key to enhancing security and 
unlocking benefits that dramatically improve the entire traveler experience. CBP has 
reengineered data flows and data systems to pre-stage biometrics data throughout the travel 
process. 

CBP uses the traveler’s face as the primary way of identifying the traveler and facilitating their 
entry to and exit from the United States, while simultaneously checking fingerprints of non-US 
citizens against watch lists. This creates an opportunity for CBP to transform air travel by 
enabling all parties in the travel system to match traveler data via biometrics, thus addressing 
CBP’s border security mandate and streamlining the entire traveler experience. 

The CBP approach uses biometrics to streamline passenger processes throughout the air travel 
continuum, and will provide airport and airlines with the opportunity to validate identities against 
DHS information systems. CBP has partnered with airlines, airports, and the Transportation 
Security Administration (TSA) to build a device independent, vendor neutral, back-end system 
called the Traveler Verification Service (TVS). This system allows for private sector investment 
in front end camera technology and network infrastructure, such as self-service baggage drop 
off kiosks, facial recognition self-boarding gates, and other equipment. This service will 
ultimately enable a biometric-based entry/exit system to provide significant benefits to air travel 
partners, in addition to establishing a biometric air exit system. TVS will also support future 
biometric deployments in the land and sea environments and throughout the traveler continuum.  

Figure 2 shows the different environments and touchpoints that will interact with TVS. 

 
2 Standard Bio Entry-Exit Program Language 
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Figure 2: TVS Support Across Environments 
 

1.1 Estimate Scope 

The time frame of this estimate ranges from fiscal year 2014 (FY14) through FY31 which 
captures the sunk costs associated with the program as well as all in-scope program investment 
and sustainment.  

The scope of this LCCE encompasses all activities directly funded by the Biometric Entry-Exit 
Program (through fee funds or appropriated funds) as well as costs that can be directly 
attributed to the program. These costs include system development efforts, hardware/software 
procurement, IT infrastructure, and Office of Field Operations (OFO) and Office of Information 
Technology (OIT) staff that support the development and management of the Biometric Entry-
Exit Program. The scope does not include the cost of CBP officers that enforce the program, 
along with other CBP initiatives at points of entry and exit. This iteration of the LCCE is an 
update to the original estimate and includes: FY17 & FY18 actuals, data from the FY19 OIT 
SDR, and updated key programmatic assumptions primarily in the Air phase.  

 
 

1.2 Ground Rules and Assumptions 

1.2.1 Program Schedule 
The Biometric Entry-Exit Program officially became a program of record in FY16 although 
technical demonstrations to support the program started prior. The high-level project schedule in 
Figure 3 includes timelines for the following categories of events: Air Land & Sea Acquisition 
Events, Air Acquisition Planning, Land Acquisition Planning, Sea Acquisition Planning, IT 
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1.2.7 Land and Sea Environments 
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2.0 Cost Estimating Results  

The following sections show the estimated program costs, ranked by the dollar value, of each 
cost element for the Biometric Entry-Exit program. Elements that make of the top 80% of 
investment and 80% of O&S are identified as significant. These cost elements are described in 
sub sections that provide the estimating methodology, data sources, and assumptions for each 
element. 

2.1 Investment (PC&I) 
The Pareto chart in Figure 4 shows the largest PC&I cost elements in the Air environment. The 
methodologies and assumptions used to estimate the costs of the elements that make up the 
top 80% of the estimate are documented in the following sections.  

 

Figure 4: Air PC&I Pareto Chart (TY$ 50% C.L.) 
2.1.1 Program/Project Management (WBS 1.1.1) 

This cost element captures the total cost for Acquisition and PM Support for Federal and 
Contractor support at OFO and Office of Administration (OA) and Federal Staff at OIT, 
Communication and Outreach & Government Travel cost incurred by the PMO office, and OEA 
Sim Model Development. 

Acquisition and PM Support – Federal (WBS 1.1.1.1): The Biometric Entry-Exit program 
office developed a comprehensive staffing plan for the program (updated September 2019). 
OFO and OIT Federal personnel were listed by organization, grade, and function. The staffing 
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Figure 6: Grand Total S-Curve 
 

 

Figure 7: PC&I S-Curve 
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Figure 8: O&S S-Curve 
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4.0 Sensitivity Analysis 

Sensitivity analysis identifies the cost model inputs that have the greatest impact on the overall 
cost estimate and are often referred to as cost drivers. A sensitivity analysis was conducted by 
isolating risk inputs and varying them independently between their high and low bounds, one at 
a time, in order to determine the impacts that each of them could have on program cost. Table 
17 in the previous section shows the risk inputs and their high and low bounds. 

Figure 9 and Figure 10 show the results of the sensitivity analysis, with the top cost drivers 
ordered from highest to lowest sensitivity. The width of the bars shows the total LCCE cost by 
phase when each cost driver is varied between its lower bound and upper bound 
(corresponding to the x-axis values). The data labels on either side of each bar show the low 
and high values for that cost driver.  
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Figure 9: PC&I Tornado Chart 

Figure 10: O&S Tornado Chart 
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in FY21. Additional ways in which the program will address potential annual shortfall are as 
follows: 

•  
 

•  
 

 
•  

  
•  

 
 

•  
 

 

7.0 Track to Prior LCCE 
Table 21 below illustrates how the LCCE estimate has changed since the last signed LCCE 
dated 12 February 2017.  As seen below, the total estimate cost of the PC&I phase has 
increased by 64%. This change has primarily been driven by: 

• Program Management (1.1.1) life-cycle cost increase of approximately $96M TY due to 
scope increases, including the addition of enterprise analytics. 

• System Deployment and Implementation (1.1.9) life-cycle cost increase of approximately 
$36M TY to account for to added applications, expanded entry devices and network. 

• Other PC&I (1.1.12) life-cycle cost increase of approximately $11M TY to account for a 
larger quantity of technical demonstrations than initially planned. 

• Biometric Entry-Exit Sea (1.2) life-cycle cost increase of approximately $11M TY due to 
improved knowledge of requirements, although this estimate is still a Rough Order of 
Magnitude (ROM). 

• Biometric Entry-Exit Land (1.3) life-cycle cost increase of approximately $55M due to 
improved knowledge of requirements, although this estimate is still a ROM. 

The total estimated cost of the O&S phase decreased by 18%. This is largely due to Manpower 
(2.1.4) (TSA and ICE agents at points of entry and exit) being removed from the scope of the 
estimate. Since these agents are employed independently of the BEE program, it was decided 
that their salaries should be removed from the estimate in order to more accurately show the 
BEE-specific cost. While this cost has been removed, other program costs have increased, 
including: 

• Program Management (2.1.1) life-cycle cost increase of approximately $111M TY due to 
increased scope of work. 

• Systems Engineering (2.1.2) life-cycle cost increase of approximately $48M TY due to 
addition of cybersecurity. 

• Maintenance and Tech-Refresh (2.1.6) life-cycle cost increase of approximately $370M 
TY to provide O&M for added applications, expanded entry devices and network. 
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