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Executive Summary 

Preface 

This Life Cycle Cost Estimate (LCCE) describes the development, operational, and sustainment costs 

required to support the proposed Biometric Entry-Exit Program. The scope of this LCCE encompasses all 

activities directly funded by the Biometric Entry-Exit Program (through fee funds or appropriated funds) 

as well as costs that can be allocated to the program. In line with the Program’s acquisition strategy, 

Acquisition Decision Event (ADE) 2A focuses on the development of the biometric matching capability, 

the Traveler Verification Service (TVS), which enables biometric identity verification and real-time 

queries against biometric databases for air, land, and sea travel modes.   

 

 

 

  

A key driver for the development of a biometric entry-exit system is the Fiscal Year (FY) 2016 

Consolidated Appropriations Act (P.L. 114-113), in which Congress established a biometric entry-exit fee 

that will provide up to $1 billion in funding over a 10-year period.  A second key driver is Executive Order 

13780, “Protecting the Nation from Foreign Terrorist Entry into the United States” issued on March 6, 

2017, which directs the Department of Homeland Security (DHS) to expedite the implementation of the 

biometric entry-exit system.  
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LCCE Summary 

The Biometric Entry-Exit Program’s goal is to verify the traveler’s identity upon departure from the 

United States. The design of the Biometric Entry-Exit Program is not limited to collecting biometric 

information from a departing passenger; the system must also support efforts to ensure that the 

passenger actually departs from the United States. CBP’s top priority for deployment of Biometric Entry-

Exit Program capabilities is in the air environment. Air will require the deployment of a Biometric Entry-

Exit solution at or near the departure gate to provide the highest assurance of traveler departure. 

Working in partnership with the air travel industry, CBP will lead the transformation of air travel using 

biometrics as the key to enhancing security and unlocking benefits that dramatically improve the entire 

traveler experience. CBP will re-architect data flows and data systems to pre-stage biometrics data 

throughout the travel process. 

CBP will partner with airlines, airports, and TSA to build a device independent, vendor neutral back-end 

system called the Traveler Verification Service (TVS) that allows for private sector investment in front 

end infrastructure, such as self-service baggage drop off kiosks, facial recognition self-boarding gates, 

and other equipment; this service will ultimately enable a biometric-based entry/exit system to provide 

significant benefits to air travel partners, in addition to establishing a biometric air exit system. The TVS 

will also be able to support future biometric deployments in the land and sea environments and 

throughout the traveler continuum. Figure 1 shows the different environments and touchpoints that will 

interact with the TVS. 

 

Figure 1: TVS Support across Environments 

FOIA CBP 001105





Biometric Entry-Exit LCCE, v1.1  19 July 2017 Page 7 of 65 

In addition to developing a point estimate within the cost model, a risk and sensitivity analysis was also 

performed in order to address uncertainty in the cost projections, as well as identify the key cost drivers 

that have the biggest impact on the LCCE total. The risk analysis was performed by placing a distribution 

around key estimating parameters in the model, and then using a risk simulation to develop a statistical 

analysis of the LCCE cost results. Figure 2 shows the results of that risk analysis at the total LCCE level. 

 

 

 

Figure 2: Risk Analysis Results for the Biometric Entry-Exit LCCE Total (TY $) 

The results of the sensitivity analysis, where the impact to the total LCCE was measured by 

independently varying each cost driver between its upper and lower bound, are shown below in Figure 

3. Also called a tornado chart, the figure shows that the cost elements that are the most sensitive in the 

cost model are the drivers that influence the O&S cost, especially the Biometric Enforcement risk factor. 

The Biometric Enforcement cost element, described further in this document, accounts for more than 

half of the lifecycle costs due to the large number of officers required to support the CBP mission. 
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Figure 3: Top Ten Biometric Entry-Exit Cost Drivers (LCCE Total, TY $K) 
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1.0 Introduction 
The primary mission of the U.S. Customs and Border Protection (CBP) agency is to safeguard America’s 

borders from dangerous people and materials while enhancing the nation’s global economic 

competitiveness by enabling legitimate trade and travel. Part of this mission is to enforce U.S. 

immigration laws. A key aspect of U.S. immigration laws is that most foreign nationals enter as a 

“nonimmigrant” or on a temporary basis with a fixed period of admission time, and are required to 

depart the United States before that admission time expires. In order to effectively enforce U.S. 

immigration law, CBP must have the ability to 1) record departures of foreign nationals from the United 

States and 2) do so in a way that provides the highest assurance of travelers’ identity. If CBP is unable to 

determine if and when foreign nationals depart from the United States, its ability to enforce a major 

piece of existing immigration law is limited.1 The Biometric Entry-Exit Program’s goal is to verify the 

traveler’s identity upon departure from the United States. The design of a Biometric Entry-Exit solution 

is not limited to collecting biometric information from a departing passenger; the system must also 

support efforts to ensure that the passenger actually departs from the United States.  

CBP’s top priority for deployment of biometric exit capabilities is in the air environment. Air will require 

the deployment of a biometric exit solution at or near the departure gate to provide the highest 

assurance of traveler departure. Therefore, the initial focus of the Biometric Entry-Exit program will be 

implementation in the Air environment, but will also cover Biometric Entry-Exit within the land and sea 

environments in the future. Working in partnership with the air travel industry, CBP will lead the 

transformation of air travel using biometrics as the key to enhancing security and unlocking benefits that 

dramatically improve the entire traveler experience. CBP will re-architect data flows and data systems to 

pre-stage biometrics data throughout the travel process. 

CBP will use a traveler’s face as the primary way of identifying the traveler and facilitating their entry to 

and exit from the United States, while simultaneously leveraging fingerprints for watch list checks. This 

will create the opportunity for CBP to transform air travel by enabling all parties in the travel system to 

match travelers to their data via biometrics, thus unlocking benefits that address CBP’s border security 

mandate and enhances the entire traveler experience. 

The CBP “Biometric Pathway” will utilize biometrics to streamline passenger processes throughout the 

air travel continuum, and will provide airport and airline entities with the opportunity to validate 

identities against DHS information systems using the data available. CBP will partner with airlines, 

airports, and TSA to build a device independent, vendor neutral back-end system called the Traveler 

Verification Service (TVS) that allows for private sector investment in front end infrastructure, such as 

self-service baggage drop off kiosks, facial recognition self-boarding gates, and other equipment; this 

service will ultimately enable a biometric-based entry/exit system to provide significant benefits to air 

travel partners, in addition to establishing a biometric air exit system.2 The TVS will also be able to 

                                                           

 

1 Standard Bio Entry-Exit Program Language 
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support future biometric deployments in the land and sea environments and throughout the traveler 

continuum. Figure 4 shows the different environments and touchpoints that will interact with the TVS. 

 

Figure 4: TVS Support across Environments 
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2.0 Estimate Purpose & Scope 

2.1 Estimate Purpose 

This LCCE is being developed in support of the requirement to maintain an updated LCCE per DHS 

Acquisition and Capital Planning and Investment Control (CPIC) guidance. The request to develop a LCCE 

is the result of an upcoming program milestones requiring its development and approval.  

2.2 Estimate Scope 

The time frame of this estimate ranges from fiscal year 2014 (FY14) through FY31 which captures the 

sunk costs associated with the program as well as all in scope program development, and follow-on 

years of O&S.  

The scope of this LCCE encompasses all activities directly funded by the Biometric Entry-Exit Program 

(through fee funds or appropriated funds) as well as costs that can be allocated to the program. These 

costs include system development efforts, hardware/software procurement, IT infrastructure, Office of 

Field Operations (OFO) and Office of Information Technology (OIT) staff that support the development, 

management, and enforcement of the Biometric Entry-Exit Program. A detailed description of the 

Biometric Entry-Exit costs can be found in Section 7.  

The structure of this estimate is guided by the Standard Work Breakdown Structure (WBS) for IT 

systems, developed by the DHS Cost Analysis Division (CAD) within the Office of Chief Financial Officer 

(OCFO). The WBS is only used to the third digit (e.g. 1.1.1 Program/Project Management) to maintain 

continuity with documents provided by the PMO. Costs are estimated below level three, and rolled into 

the higher level WBS. The top level is comprised of three major program elements, which include: Air, 

Land and Sea. The Development portion of the costs for all three elements will conclude by FY20, where 

all following program related costs will be attributed to O&S. WBS detail is shown in Table 20. 

 

   

 

 

 

 

 

 

 

(b) (5)

FOIA CBP 001114







  

Biometric Entry-Exit LCCE, v1.1  19 July 2017 Page 17 of 65 

4.0 Program Background and System Description 
CBP will partner with the air travel industry to deploy a biometric air entry/exit solution that transforms 

the overall traveler experience. The four primary goals of this large-scale transformation will be to make 

air travel more: 

 Secure - Providing increased certainty as to the identity of travelers at multiple points in the travel 

continuum; 

 Simple - Eliminating the need for physical document and boarding pass checks; 

 Facilitative - Establishing a clear and easily understood process that will reduce the potential for 

major “bottlenecks” within the air travel process; and 

 Compliant - Employing a high integrity, biometric entry and exit system that not only increases 

CBP’s certainty as to the identity of travelers, but also more ably holds accountable those 

violating terms of their admittance.3 

 

 

  

  

  

  

  

.  
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5.5 Work Breakdown Structure 

The LCCE uses the DHS standard IT WBS published by CAD, to level three. Beyond level three are 

program specific cost elements where the actual estimating parameters are located. The Biometric 

Entry-Exit Program broke out major program elements (Land, Air, Sea) at level two to account for 

greater visibility into cost contributions of each element to the overall program total. The full WBS can 

be found in the Section 6. 

5.6 Handling of Sunk Costs 

All Biometric Entry-Exit Program related costs for years FY14-16 are considered sunk and cover the costs 

of Biometric pilots that have been run by CBP to develop and test different biometric capabilities in the 

field. These experiments were not funded by the program of record, but are included in the LCCE for 

completeness. 

5.7 Base Year 

Costs for this LCCE were estimated as a mixture of base year and then years costs, but always converted 

back to base year 2017 dollars (BY17$) for consistent treatment of inflation. Base year 2017 dollars were 

chosen because this is an initial LCCE and should use current year dollars. 

5.8 Inflation 

Costs for non-federal pay were inflated using the DHS inflation index published by the Cost Analysis 

Division (CAD) of the Office of the Chief Financial Officer (OCFO). Federal pay costs used an inflation 

index based on the historical General Schedule inflation and RAP guidance for future years. Both of 

these inflation indices are shown in Appendix 12.1. 

5.9 Land and Sea Environments 
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Figure 5: Top Ten Biometric Entry-Exit Program Cost Drivers (LCCE Total, TY $K) 
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Figure 6: Top Ten Air PC&I Total Cost Drivers (TY $K) 
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10.0 Risk and Uncertainty Analysis 
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Figure 7: Total Biometric Entry-Exit Results of Monte Carlo Risk Simulation 

Figure 8: PC&I Biometric Entry-Exit Results of Monte Carlo Risk Simulation 
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Figure 9: O&S Biometric Entry-Exit Results of Monte Carlo Risk Simulation 
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11.0 Track to Prior LCCE 
This is the initial LCCE for the Biometric Entry-Exit Program.  
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1. Introduction 

1.1 Background 

The U.S. Customs and Border Protection (CBP) is transforming the way it identifies and verifies 
travelers by shifting the key to unlocking the passenger profile from biographic to biometric 
identifiers.  The CBP Office of Field Operations (OFO) has developed a comprehensive strategy to 
implement a Biometric Entry-Exit solution for travelers departing by air, land, and sea as well as 
to provide enhancements for existing biometric entry capabilities.  This strategy addresses the 
operational requirements aligned with the needed capabilities to enhance CBP's ability to 
execute its border security mission: 

 Verify Traveler Identity: The ability to capture, review, analyze, search, and match 
travelers' biometric information with Government biometric and biographic records 
when entering and exiting the U.S. for the purposes of verifying identity 

 Create and Manage Biometric Records: The ability to record, store, and disseminate 
biometric information and metadata collected from non-U.S. Citizen Travelers entering 
and exiting the U.S. 

 Generate Metrics and Reports: The ability to measure and report the effectiveness of the 
biometric entry-exit system 

In 2016, CBP Office of Information and Technology (OIT) concluded the initial phases of a set 
facial recognition feasibility studies. Facial recognition was chosen as the primary biometric 
verification tool based upon operational viability, the availability of existing traveler photos, and 
successful feasibility studies utilizing facial recognition. The Traveler Verification Service (TVS) is 
the next transitional step towards deployment of reliable and repeatable biometric verification 
capabilities in the Air Exit/Entry, Sea Exit/Entry, and Land environments. 

1.2 Overview and Purpose 

CBP provides a TVS Web Service for external stakeholders to use for submission of traveler 
photos through an internet facing Application Program Interface (API) Gateway: Biometric 
Gateway API. The Biometric Gateway API provides a set of services to allow authenticated users 
the ability to perform biometric verification operations with CBP. There are two primary services 
involved: Authentication and Identify. The purpose of this document is to provide the interface 
specifications for the Authentication API between TVS and external stakeholders for various 
modalities within the CBP external environment. This document will be used in conjunction with 
the Technical Reference Guide for the Identify API, provided separately. CBP OIT will work closely 
with each stakeholder in developing, testing, and implementing the software. 

1.3 Scope 

The scope of this document covers the Identify API for Air Exit within the CBP external 
environment. The Air Exit environment covers biometric verification of traveler identities for any 
foreign international outbound flight leaving the US.  For other modalities please see the specific 
TVS Technical Reference Guide. 
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2.3 Step 3: Test 

Upon completion of development activities, 
. The intent of this testing is to use the safe test environment to simulate 

operations, identify, and resolve any issues.  
 
 
 
 

 

2.4 Step 4: Deploy 

Upon successful completion of the Test Step, the solution is ready for deployment.  
 

 

 

3. Internet Connectivity 

3.1 Networking 
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4. Identify Service for Air Exit 
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4.1 Identify API 

 
 

4.1.1 Identify Request Message Elements 
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4.1.2 Identify Response Message Elements 

 
 

 

4.2 Identify Service Errors 
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7. Contact Information 

Send questions and comments related to this reference guide to  

Include in the email: 

 Stakeholder CBP POC 

 Stakeholder Name 

 Port Name 

 Description of the Issue 

 POC with Email 
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Problem statement
• Various biometric facial recognition algorithms have been known to be biased 

against Race/Ethnicity, Age and/or Gender. CBP run Biometrics facial recognition 
needs to be evaluated for potential bias.

Results
• Our analysis suggests that currently there is no detectable bias (or effects are 

negligible) in regards to biometric matching based on Race/Ethnicity, Age or 
Gender. 

•

• CBP is participating in a joint DHS, NIST initiative to evaluate facial recognition 
performance .

•

2

Biometric Bias | Problem Statement and Overview
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•  

•

•  
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From inception through: January 7, 2020

Modality Locations Flights / Vessels 
Biometrically Processed 

Travelers Technical Match Rate

Air Entry 12 232,499                              18,375,962                       98.9%
1 Air Exit 26 68,478                                 9,873,847                         97.8%

Air Preclearance 4 28,842                                 3,996,063                         99.0%
TSA 4 45,798                                 944,713                            84.4%
PED Entry 9 6,194,921                         97.9%
Sea Closed Loop 6 958                                      3,403,925                         83.8%
Total 61 376,575 42,789,431
Note* Start dates by modality differ (for reporting)

•        Entry/Preclearance numbers - January 2018
•        Exit numbers - June 2017
•        SEA numbers - July 2018
•        TSA numbers - August 2018
•        PED numbers - September 2018

Overstays
26,377 overstays have been confirmed via TVS - June 2017
16,477 overstays have been confirmed via BEMA - June 2016
42,854 overstays have been biometrically confirmed on Exit

Imposters
Modality       Location Count
Air Entry       IAD 3
Air Entry       SJC 2
Air Entry       JFK 1
Air Entry       SAN 1
PED Entry       Nogales 185
PED Entry       San Luis 42
PED Entry       El Paso 5
PED Entry       Laredo 5
Total 244
Note* Start dates by modality differ (for reporting)

•        Air Entry started Jan 2018
•        San Diego Airport (SAN) first imposter was on Apr 17, 2019
•        San Luis started Sep 24 2018
•        Nogales started Oct 31 2018
•        El Paso started Oct 08 2019
•        Laredo started Nov 05 2019

Modality Locations Flights / Vessels
Biometrically Processed 

Travelers Technical Match Rate

Air Entry 12 500                                      39,957                              98.4%
Air Exit 22 313                                      43,103                              97.1%
Air Preclearance 4 42                                        5,852                                 99.0%

2 TSA 1 77                                        576                                    83.6%
PED Entry 9 36,267                              98.8%
Sea Closed Loop 5 6                                          20,185                              88.5%
Total 937 145,939
Note:

1

2

Definitions

CBP Biometric Program Summary

Average per day between: Dec 25, 2019 and Jan 7, 2020

Locations- Places where there is or has been biometric processing of travelers

Technical Match Rate – Is a measure of how well the matching algorithm identifies and verifies individual travelers.
Biometrically Processed Travelers -  This is all in scope travelers for technical match that have an encounter and gallery photo.
Flights / Vessels – Total amount of flights that had at least 1 match on board (not all flights are always biometrically processed).

Beginning November 14, 2018, CBP instituted sampling to assess the technical match rate and other metrics.  Sampling encompasses two flights 
per airport per week and is constructed on a 90-day moving average, ensuring 95% confidence interval for all reported metrics.

TSA numbers include Domestic travelers which will not have a photo in gallery. Due to not having  boarding pass information/being able to 
determine identity, these travelers count against our match rate because they cannot be distinguished from international travelers which 
should have a photo in gallery.
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CBP ENTRY EXIT UPDATE | Program Highlights

CBP | Customs and Border Protection

• CBP reengineered how biometrics can be used 

• Data sources used include  etc.

• *United States citizen biometric data not retained within CBP

• Foreign national data transmitted and held within 

*Retention limited to 12 hours for operational use

(b)(7)(E)

(b)(7)(E)
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• Transparency Efforts:
o Annual Briefing Sessions for Privacy Advocates and Stakeholders in 2017-19 in Washington, DC and San Francisco
o DHS Data Privacy and Integrity Advisory Committee Meeting

 September 2017 in DC
 July 2018 (tour of Orlando airport and briefing)
 February 2019 (release of DPIAC Report)

o Presentations at RSA Conference, March 2019 (San Francisco), IAPP Conference, May 2019 (Washington), and 
Federal Privacy Summit in December 2019 (Washington) provided an overview on CBP’s privacy protections

• Notice to the Public:
o Privacy Impact Assessments

 10 PIAs have been published relating to CBP facial comparison efforts, available at: www.dhs.gov/privacy
 A new comprehensive TVS PIA was published November 14, 2018. Appendix updates published on January 8, 2020.

o Online Content at CBP.GOV
 Fact Sheets 
 Frequently Asked Questions

o Signage at Demonstration Sites, Tear Sheets and Gate Announcements in many locations
o All Public Notices clarify that U.S. Citizens who do not wish to have a photo taken may request an alternative 

means of verifying their identities

CBP BIOMETRIC PROCESSING | Privacy & Security

For Official Use Only
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• Limited Retention of Facial Images:
o CBP Systems: New facial images of U.S. Citizens are securely stored for up to 12 hours for continuity of operations purposes.
o : Photos of in-scope travelers are securely stored in to meet the biometric exit requirement and to ensure the 

accuracy of future matching encounters at the border with the TVS.
o Airline/Airport Partners: CBP has developed Business Requirements which do not allow approved partners to retain the photos 

they collect—for purposes of identity verification through the TVS—for their own business purposes. These partners must 
purge the photos—once they are transferred to CBP—and must allow CBP to audit compliance.

• Enhanced Security Measures:
o Encryption: Strong encryption is used for data, both in transit and at rest.
o Access Controls: Access to the collection device is granted only to authorized CBP personnel and representatives.
o Security of Biometric Matching Service: The TVS creates irreversible templates of the historic and newly-captured photos and 

uses a unique identifier to connect travelers’ biographic information with their facial images. An audit trail is created. The TVS is 
walled off from the APIS biographic data, which has been required since 2005.

• Monitoring Algorithm Performance:
o Algorithm: CBP continually monitors TVS algorithm for performance.  The TVS was developed using diverse training sets and 

matches against a limited set of faces on the flight manifest.
o NIST: A recent NIST algorithm vendor test found significant gains (i.e., 20 times) in accuracy in the past five years. NIST found 

that with high quality photos, the most accurate algorithm can identify matches with only a .2% error rate.
o CBP Partnerships on Testing and Evaluation: CBP is collaborating with NIST, the DHS Science & Technology (S&T), and Office of 

Biometric Identity Management (OBIM) to test technologies and to evaluate algorithms.

CBP BIOMETRIC PROCESSING | Privacy & Security

For Official Use Only
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BIOMETRIC PROCESSING | Resources
• CBP Biometrics: www.cbp.gov/biometrics

• TSA Biometrics: www.tsa.gov/biometrics-technology

• DHS Privacy Compliance: www.dhs.gov/privacy

• NIST Study: https://www.nist.gov/news-events/news/2018/11/nist-

evaluation-shows-advance-face-recognition-softwares-capabilities

and https://www.nist.gov/news-events/news/2019/12/nist-study-

evaluates-effects-race-age-sex-face-recognition-software
For Official Use Only
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TSA | Overview
The TSA and the US Customs and Border Protection (CBP) have partnered on a facial recognition pilot 
that leverages CBP’s TVS.  

• TSA and CBP are exploring biometrics for the purpose of identity verification because it has the 
potential to:

• Increase security by using technology to ensure a traveler matches their claimed identity
• Improve screening processes by reducing the time taken to verify identity 
• Enhance the traveler experience by creating a seamless process  
• TSA is evaluating 1:n facial recognition solutions for Trusted Travelers in pursuant to Goal 1 “Partner with 

CBP on Biometrics for International Travelers” outlined in the TSA Biometrics Roadmap

The traveler’s participation in this pilot is voluntary. This pilot is for the International Travelling 
Passengers population.

Passengers may opt out and any traveler wishing to opt out of the process will be screened per the 
current-day Travel Document Check SOP.

For Official Use Only
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TSA | Desired TSA Checkpoint End State
The below outlines the various functions that will be automated via biometrics at the airport checkpoint.

TSA will evaluate 1:n facial recognition solutions for Trusted Travelers in pursuant to Goal 1 
“Partner with CBP on Biometrics for International Travelers” outlined in the TSA Biometrics Roadmap.

Automation of Travel Document Checker (TDC) Functions via Biometrics

For Official Use Only
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Director, Policy and Planning

Office of Field Operations
U.S. Customs and Border Protection

&

Kelli Biegger

Identity Management Team Member

Requirements and Capabilities Analysis

Transportation Security Administration
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| Biometric Exit Mobile Application (BEMA) Overview

• BEMA is a .

• BEMA  

•  

•  
 

 

• BEMA transactions are recorded  
.

• BEMA  
.

• With BEMA, a CBPO can confirm the departure of 
travelers by scanning their passports and capturing 
fingerprints.

5
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1. Background

U.S. Customs and Border Protection (CBP) and the Transportation Security Administration 
(TSA) have partnered to test CBP’s Traveler Verification Service (TVS) capability at the TSA 
security checkpoint.  Generally, the goal of the pilot is to test a seamless, efficient process to use 
facial recognition biometrics to verify identity of international travelers departing the United 
States on commercial aircraft, consistent with TSA’s responsibility for identity verification and 
in support of CBP’s entry/exit mission.   CBP and TSA have developed a pilot in three phases: 

• Phase I (completed November 2017):  Explored the feasibility of using CBP’s
biometric facial recognition technology for identity verification at the TSA checkpoint,
including connectivity of the facial recognition equipment with TVS in a TSA checkpoint
environment. Phase I of the pilot was conducted at John F. Kennedy International
Airport.

• Phase II (scheduled August 2018):  Incorporate the use of CBP’s match response to
reduce the number of instances in which manual identity document check must be
conducted by TSA.  Travelers will be provided with notice of the opportunity to
voluntarily participate in the program and by choosing to participate are consenting to the
collection of biometrics and understand that additional identity verification may be
performed by CBP. Phase II of the pilot will be conducted at Tom Bradley International
Terminal at Los Angeles International Airport (LAX).

• Phase III (TBD):  Receive and integrate data from Secure Flight into TVS to allow TSA
and CBP data sources regarding traveler biographic information to be used at the
checkpoint.

2. Traveler Verification Service (TVS)

In order to support its biometric mission, CBP developed TVS.  TVS is a matching service 
utilized by CBP, and TVS may be made available to other authorities, such as TSA.  CBP 
diligently works to ensure the accuracy and reliability of the TVS matching algorithm is always 
as precise as possible.  Data is analyzed on a daily basis to assess any potential modifications that 
could improve the matching algorithm.  It is partly owing to this diligence that the current 
technical match for Air Exit is 99.2% and the “false accept” rate is   CBP also works to 
ensure the false accept rate stays below .10%, and will be implementing assessments that will 
ensure the matching algorithm remains below the .10% false accept rate.  In the air travel 
environment, CBP uses traveler data provided by the carrier via the Advance Passenger 
Information System (APIS) to identify travelers on a flight manifest.  Biographic data from the 
APIS manifest is used to create a photo gallery of persons traveling on each commercial flight.  
The photos are sourced and compiled from various government holdings,  

 U.S. Citizenship and Immigration Services, Department of State passport and visa 
databases, Trusted Traveler Programs, and CBP’s Automated Passport Control.  Each gallery is 
built several hours prior to the corresponding flight’s scheduled departure.  minutes prior 
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